[okymeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoaHo B MuHtocte Poccum 18 oktabpa 2022 r. N 70596

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUIACKOMN ®EAEPALIUM

NMPUKA3
oT 14 ceHTA6pa 2022 r. N 536H

OB YTBEPXXAEHUN NPOPECCMOHAJIbHOIO CTAHAAPTA
"CNELUUANNCT NO 3ALLUTE NUHOOPMALIUU B TENEKOMMYHUKALMOHHbIX
CUCTEMAX U CETAX"

B cooTtBeTcTBMM C nyHKTOM 16 [paBun paspaboTKM W yTBepXAeHWs NpodecCUoHaNbHbIX
CTaHAApPTOB, YTBEPXKAEHHbIX NocTaHoBAeHWem [paButenbcTBa Poccuiickoit ®eaepaumm ot 22 AHBapA
2013 r. N 23 (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®epepaumn, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npukasbiBato:

1. YTBEepAUTb Npunaraemblit npopeccnoHanbHbIM cTaHAapT "CneymanmcT no 3awmrte MHPopmaumm
B TE/IEKOMMYHMKALMOHHbIX CMCTEMAX U ceTax".

2. Mpu13HaTb yTPaTUBLUMM CUAY NPUKA3 MUHUCTEPCTBA TPyAa U couManbHOM 3awmTel Poccninckol
depepaummn ot 3 Hosbps 2016 r. N 608H "O6 yTBEp:KAeHMM npodeccMoHanbHOro cTaHAapTa
"Cneymanuct no 3awmte UHPoOpmMauMM B TEIEKOMMYHMKAUMOHHbLIX cucTtemax M cetax"
(3apernctpuposaH MuHUCTepcTBOM tocTMUMK  Poccuiickoit  depepauum 25 Hosbps 2016 .,
pernctpaunoHHbiii N 44449).

3. YCTAHOBMUTb, YTO HACTOALLMIM NPUKa3 BCTynaeT B cuay ¢ 1 mapta 2023 r. u geicreyeT 4o 1 mapTa
2029r.

MuHucTp
A.O0.KOTAKOB

YTBepKaeH

npukasom MuHuUcTepcTea Tpyaa
M COLMANbHOM 3aLLUTbI
Poccuiickoin Pepepaumm

oT 14 ceHTa6pa 2022 r. N 536H

NPO®ECCUOHANbHbINA CTAHOAPT

CNELUANUCT
no 3SAWNTE UH®OPMALIUU B TENEKOMMYHUKALUMOHHbIX CUCTEMAX U CETAX

840

PerncTpaumoHHbIi Homep



l. O6bwme ceepeHunsn

PaspaboTKka, obecneyeHne GYHKLMOHNPOBAHNA U MEHEAKMEHT CPeACTB U

cucTem obecneyeHumn 3allUTbl CPeACTB CBA3M CETEN 3/1eKTPOoCBA3n (ganee - 06.030
CCC3) oT HecaHKUMOHMpPOBaHHOro gocTtyna (aanee - HA) K HUM
(HaMmeHoBaHMe BUAa NnpodeccMoHanbHOW AeATeIbHOCTH) Kopg

OcHoBHaA uenb Buga npogpeccMoHaNbHOMU AeATeNbHOCTU:

Ob6ecneyeHue 3awwmtbl CCCI oT H, K HUM B YCIOBUSAX CYLLECTBOBAHMA YrPo3 UX MHGOPMALMOHHOM

bes3onacHocTn

Fpynna 3aHATUNA:

1213 PykoBoauTenu B obnactu 1223 Pykosogutenu
onpeaeneHna NOANTUKM U noApasgeneHunin No Hay4yHbIM
NAaHUPOBAHUNA AEeATENBHOCTU nccneoBaHUAM U

paspaboTkam

2153 UHxeHepbl No 2512 PaspaboTumkm
TeNIeKOMMYHMKaUNAM nporpammHoro obecneyeHus

2519 Pa3paboTumkm U aHaUTUKK 3522 CneumanmncTbl-TeEXHUKN NO
nporpammHoro obecneyeHusn u TeNEeKOMMYHUKAUMOHHOMY
NPUNOXKEHN, He BXOAALLMNE B obopypoBaHuto
Apyrve rpynnbl

(kog OK3 <1>) (HanmeHoBaHMe) (kop, OK3) (HaMmeHoBaHMe)

OTHeceHMe K Bugam 3KOHOMUYECKO AeATeNIbHOCTHU:

61.90

JeaTenbHoCTb B obnactu TEJ'IeKOMMYHMKaLI,MVI npo4an

(kog, OKB3/ <2>)

(HaVIMEHOBaHVIe BnAa 3KOHOMMYECKOM AeﬂTe}'IbHOCTM)

Il. OnucaHme TpyA0BbIX GYHKLMIA,

BXOAALWMX B NpodeCcCUOHaNbHbIN CTaHAaPT

(dyHKUMOHanbHanA KapTa BUAA NpodeccMoHaNIbHOW AeATe/IbHOCTH)

0606LeHHbIe TpyaoBble GyHKLMMK

TpynoBsble GyHKUUK

Kopa, HavMeHoBaHMWe YypOBEHb HaMMeHoBaHMWe Kopa, YpOBEHb
KBanuodu (noaypos
Kauuu eHb)
KBaNOUK
aumm
A BbinonHernne 5 YcTaHOBKa NPOrpamMmMHbIX, A/01.5 5
KOMMeKkca mep no NPOrpamMMHO-annapaTHbIX (B TOM
obecneyeHuto yncne KpuntorpadUUecKkux) u




dYHKUMOHUPOBaHMUA
CCC3 (3a
UCKIOYEeHUEeM ceTen

TEXHUYECKUX CPEACTB U CUCTEM
3awmTtbl CCCO ot HY,

CBA3M CMELManbHOro Ob6ecneyeHne becnepeboiiHoi A/02.5
Ha3HaueHws) U pabotbl CCC3, a TaKkxke
CPEACTB MX 3aLUMTbl NPOrpaMMHbIX, MPOrPAaMMHO-
oTHA n annapaTHbIX (B TOM YMcne
KOMMbIOTEPHbIX aTaK KpunTorpadmnyeckunx) u TeXHUYECKNX
CpeacTB N CUCTEM UX 3aLWnTbl oT HA,
CpeAcTB AN NOMCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3MU
TexHuueckoe obcnykmnsanmne CCC3,a | A/03.5
TaKXXe NPOrpaMMHbIX, MPOrPaMMHO-
annapaTHbIX (B TOM YMcne
KpunTorpadmnyeckunx) u TeXHUYECKNX
CpeacTB N CUCTEM UX 3aLKnTbl oT HA,
CpeAcTB oA NOMCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3N
ObecneyeHune MOHUTOPUHT GYHKLMOHMPOBAHMUA B/01.6
3awmTel oT HA n CCC3, 3awmueHHocTn ot HO 1
KOMMbIOTEPHbIX aTaK KOMMNbIOTEPHbIX aTaK COOPYKEHUI U
coopyKeHuit n CCCI CCC>
(3a ncknroyeHmem
ceTeli cBA3M YnpasneHue GyHKLMOHNPOBaAHNEM B/02.6
creumansHoro CCC3, 3awmieHHocTblo oT HA, u
Ha3HauyeHus) B KOMMbIOTEPHbIX aTaK COOPYHKEHUN U
npotiecce ux ccea
aKcnayaTaumm
YnpasneHne NnepcoHanom, B/03.6
06C/YKMBAIOLLMM COOPYHKEHUSA U
CCCD, a TaK¥xe NnporpammHble,
nporpammHo-annapartHbie (B Tom
yncne Kpuntorpadpuyeckme) u
TeXHUYECKMe CPeacTBa U CUCTEMbI UX
3awmTbl oT H/, cpeacTsa ana noucka
NPM3HAaKOB KOMMbIOTEPHbIX aTaK B
CeTAX 3N1eKTPOCBA3MU
ObecneueHune YcTaHOBKa CpeacTB CBA3U ceTel C/01.6
dYHKLMOHNPOBAHMA CBAI3M CMELMNANbHOro HazHavyeHus,
CpeacTB CBA3U ceTei BK/IHOYaA cpeacTea
CBAA3M CMELMNANbHOro KpunTtorpaduyecko 3awmThbl
Ha3HayeHuA nHoopmaunm (aanee - CK3U),
cpeacTBa 415 NOMCKA NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3N
ObecneuyeHune becnepeboitHol C/02.6

paboTbl cpeacTB CBA3M CETEN CBA3MU
cneumanbHOro HasHayeHus, BKAYasn




CK3MU, cpeactBa 4na nomucka
NPM3HAKOB KOMMbIOTEPHbIX aTakK B
CeTAX 3N1eKTPOCBA3MU

BegeHue cneymanbHoro
OEenonponsBoaCTBa U TEXHUYECKUX
OOKYMEHTOB B npouecce
3KcnyaTaumm cpeacTs CBSA3M ceTen
CBA3M CMEeLNaNbHOro HasHaYeHus,
BKAtoyaa CK3U

C/03.6

Pa3spaboTKa cpeacts
3awmtbl CCCI (3a

WCKNOYEHNEM CeTel
CBAA3M CMELMNANbHOro
Ha3HayeHuAa) ot HAO n
KOMMbIOTEPHbIX aTaK

AHanus yrpos nHGopmaunoHHOM
6e30MacHOCTM B CETAX 3/IEKTPOCBA3N

D/01.7

Pa3paboTKa cpeacTsB U cucTem
3awmtbl CCC3 ot HA, cpeacts ana
NOWUCKa NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3/IEKTPOCBA3MU
3aWMLLEHHbIX
TE/IEKOMMYHMKALMOHHbIX CUCTEM
(nanee - 3TKC)

D/02.7

MpoBeaeHWe Hay4HO-
nccnenoBaTeNbCKUX U ONbITHO-
KOHCTPYKTOPCKUX paboT (ganee -
HUOKP) B chepe pas3paboTku
cpeacTts 1 cuctem 3awmtbl CCC ot
HA, cospanua 3TKC

D/03.7

ObecneyeHune
3alNTbI CPeacTs
CBA3U CeTen CBA3U
cneumanbHoOro
Ha3Ha4vyeHus ot HA

OpraHusaums GyHKLMOHMPOBAHMSA
ceTeli CBA3M crneunanbHoro
Ha3HauYeHWs U UX CPeacTB CBA3M

E/01.7

MpoeeaeHne HUOKP B cdepe
pa3paboTKu ceTelt cBA3N
CcneumanbHOro Ha3HavYeHMA n nx
cpencTs cBA3M, BKAtoYaa CK3U

E/02.7

KoHTponb 3awmweHHocTn oT HA n
dYHKLMOHaNbHOCTU CETEN CBA3K
cneumanbHOro HasHaveHun

E/03.7

YnpasneHue
pa3BuTMEM CPeacTs
N CUCTEM 3aLLMUTDI
CCC3 ot HA,

YnpasneHue puckamm cuctem
3alWNTbI ceTelt anekTpocssasm ot HA

F/01.7

YnpasneHne OTHOWEHUAMM C
NoCTaBLMKaMM U NoTpebutenamm
NPOrpPaMMHbIX, MPOrpamMmmHO-
annapaTHbIX (B TOM yMcne
KpunTorpadmnyeckunx) u TeXHUYECKNX
cpeacTts 1 cuctem 3awmtbl CCC ot

HA

F/02.7

YnpaBneHue OTHOLEHUAMM C
perynsatopamu B chepe 3alLmThl

F/03.7




MHbopMauun 1 obecneveHus
6e30MacHOCTU KPUTHUUECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI
Poccuiickoin Pepepaumm

G JkcnepTmsa 8 UccnepoBaHue appeKTUBHOCTH G/01.8 8
NPOEKTHbIX peLleHNi cnocoboB, CPeacTB U CUCTEM 3aLLUTDI
B chepe 3awmThl CCC3 ot HA, cpeacTs AnAa noncka
CCCO ot HA M NPU3HAKOB KOMMbIOTEPHbIX aTaK B
KOMMNbIOTEPHbIX aTaK CeTAX 3/1eKTPOCBA3n
Pa3paboTKa TeXHONOrMYECKMX G/02.8 8

npoLLeccoB NPOM3BOACTBA
NPOrpaMMHbIX, MPOrPaMMHO-
annapaTHbIX (B TOM YMcne
KpunTorpadmnyeckunx) n TeXHUYECKNX
cpencts 1 cuctem 3awmtbl CCCO ot
H/A, cpeacTs 4nAa NOUCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3N

lll. XapakTepucrtMka 0606LeHHbIX TPYyA0BbIX GYHKLUMIA

3.1. O606wWweHHan TpyaoBan GyHKLMUA

BbinonHeHWe KoMMNaeKca mMep nNo
obecneyeHunio dyHKUMOHMpPoBaHMA CCCI (3a
HanmeHoB y fl' P ( YposeHb
WCK/IIOYEHUEM CETEN CBA3U CNELManbHOro Koa A 5
aHune KBanmduKkaumuu
Ha3HayeHuA) U cpeacTs UX 3aLmuTbl oT HAO m
KOMMbIOTEPHbIX aTaK
MpouncxoxgeHue
N . 3anmcTBOBaHO
0606ueHHOM TpyaoBoit | OpurnHan X
N3 opurnHana
dYHKUMM
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa
Bo3moKHble TexHWK No 06CNYHKUBAHMIO TENEKOMMYHUKALMOHHOIro 060pya0BaHMA
HaMeHoBaHuA CTapLumit TeXHMK N0 06CNYHKMBAHUIO TENEKOMMYHUKALMOHHOTO
OOoMKHOCTen, npodeccnii | obopyaoBaHun
TpeboBaHMA K CpegHee npodeccrmoHanbHoe obpa3oBaHMe - NPOrpammbl NOATOTOBKU

O6pa3OBaHVIIO n o6yqumo cneumnanncTos cpeagHero 3eeHa

TpeboBaHMA K ONbITY -
NpaKTMYeCcKon paboThbl

Ocobble ycnosums gonycka




K pabote

[pyrve xapakTepncTukm

PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAnbUKaLmm B 061acTM MHGOPMALMOHHOM
6e3onacHoCcTH

[ononHuTenbHble XapaKTepUCTUKMU

HanmeHoBaHue Kog HanumeHoBaHMe 6a30BOW rpynnbl, A4OKHOCTM (Npodeccum)
OOKyMeHTa WU cneumanbHOCTU
OK3 3522 CneumanncTbl-TEXHUKM NO TeIEKOMMYHUKALLMOHHOMY
obopynoBaHuio
EKC <3> - TexHUK no 3awmTte MHbopmaLmnn
OKNATP <4> 27032 TexHMK no 3awwmTe nHbopmaLmnm
OKCO <5> 2.10.02.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

3.1.1. TpyaoBaa GpyHKUUA

MpouncxoxgeHue
TPYAOBOM GYHKLUMUM

YCTaHOBKa NPOrpaMMHbIX, MPOrPamMmHO- VposeHb
HanmeHoB |annapaTHbIX (B TOM uncne
P ( Koa | A/01.5 |(noaypoBeHb) 5
aHue KpunTorpadmyeckunx) u TeXHMYECKUX CpeacTs
KBanndbMKaumnm
n cmctem 3awmTbl CCC3 ot HA
3anmcTBoBaHO
OpuruHan X
n3 opurnHana
Koga PerncrpaumoHHbIn
opurMHana HoMmep
npodeccnMoHanbHoro
CTaHpapTa

TpyaoBble AencTeus

MoHTax obopygoBaHma CCCI

MepBUYHan HacTpolKa 1 NpoBepKa GyHKUMoHMpoBaHUsa CCCI

MOHTaX NporpamMmMHoO-annapaTHbIX (B TOM YMcne Kpuntorpadpuryeckmx)
N TEXHUYECKUX cpeacTB n cnctem 3awmtbl CCCO ot H/,

YcTaHOBKa MPOrpamMHbIX M MPOrpamMHO-annapaTHbIX (B TOM 4mucie
KpunTtorpaduyeckux) cpeacts n cuctem sawwmtbl CCC3 ot HA,

MepBuyHan HacTpoliKa 7 nposepkKa bYHKUMOHMPOBaAHMA
NPOrpamMmHbIXx, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmnyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awwmtbl CCCI
ot HA

Heobxoanmble ymeHUn

MpoBoanTb npoBepKy KomnnekTtHoct CCCI, cpeacts M cucTem




3awmTtbl CCCI ot HY,

MpoBoaUTb MOHTaX (4NA NPOrpammHbIX CpeacTs - yctaHoBKy) CCC3,
cpencts 1 cuctem s3awmtbl CCCO ot HY,

MpoBoANTb MEPBUYHYIO HACTPOMKY M MpPOBEPKY GYHKLMOHMPOBAHMA
CCC3, cpeacts n cuctem 3awmtbl CCCI ot HA,

Heobxoanmble 3HaHKA

HomeHKknaTypa, OYyHKUMOHaNbHOE  Ha3Ha4YeHWMe WU OCHOBHble
Xapaktepuctukm CCCI

HomeHknatypa, ¢yHKUMOHANbHOE  Ha3HAYeHWEe UM OCHOBHbIE
XapaKTePUCTMKM cpeacTB n cuctem 3awmtbl CCCI ot HY,

HopmaTusHble TpeboBaHUsA K cocTasy 7 CcoAepKaHUIo
3KcnyaTauMOHHON AokymeHTaumm CCCI, a TakKe cpeacTB U CUCTEM
3awmTbl CCCI ot HA,

HopmaTuBHble NpaBoBble akTbl B 06/1acTV CBA3K, MHbOPMATU3ALMM U
3aWwmThl MHGOpMauUn

[pyrve xapakTepncTukm

3.1.2. TpypoBasa GpyHKUMUA

HanmeHoB
aHune

ObecneuyeHune becnepeboliHol paboThbl
CCC3, a TaKe NporpaMmMHbIX, MPOrpammHoO-
annapaTHbIX (B TOM Yncne YpoBeHb
KpunTtorpadurueckmx) n TexHnyeckmx cpeacrs | Koa | A/02.5 | (noayposeHb) 5
M cucTem ux 3awmnTbl oT HA, cpeacts ans KBannduKaumm
MOMCKa NPMU3HAKOB KOMMbIOTEPHbIX aTaK B
CETAX 3/IEKTPOCBA3N

MpouncxoxgeHue
TPYA0BOM QYHKLUUM

OpuruHan X

3anmcTBOBaHO
N3 opuUrnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHoOro
CTaHpapTa

Tpyaosble aencTema

Tekywmit, B TOM 4MCAe  ABTOMATM3MPOBAHHbLIA,  KOHTPO/Ib
dyHKUMOoHUpoBaHUA CCCI ¢ ycTaHOBNEHHbIMM NOKa3aTenaMu

TeKkywmit, B TOM uucae  ABTOMATM3MPOBAHHbLIA,  KOHTPOJ/b
bYHKUMOHMPOBAHMUA o YCTaHOBEHHbIMM nokasatensamu
NPOrpamMmHbIX, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmnyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
ot HJ, cpeacTs ANA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3N1eKTPOCBA3U

BHeceHMe un3MeHeHWIt B  HacTpoMku CCC3, nporpaMmHbIX,




nporpammHo-annapatHbix (B TOM uucne KpunTtorpaduyeckux),
TEXHUYECKUX cpeacts n cuctem 3awmtol CCCI ot HA, cpeacts ana
MOMCKA NPMU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTpocBA3u b6e3
npepbiBaHMA npolecca nx PyHKLMOHUPOBAHMA

BocctaHoBNneHWe npouecca ¢YHKUMOHMPOBAHMA nocne cboes U
oTKkasoB CCC3, nporpaMmHbIX, NpPorpamMmmMHo-annapaTHbIX (B TOM ymcne
KpunTtorpaduyeckux), TeXHUYECKUX CPeacTs U cuctem 3awmtbl CCCI ot
H, cpencTtB oA NOMCKa NPU3HAKOB KOMMbIOTEPHBIX aTak B CeTAX
3N1eKTPOCBA3MU

BoccTaHoB/ieHME 3HauyeHUl nokasatenen ¢yHkumoHuposaHus CCC3,
NPOrpamMmHbIX, NporpaMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpaduyeckux), TeXHUYECKUX CPeacTs U cuctem 3awmtbl CCCI ot
H, cpencTtB oA NOMCKa NPU3HAKOB KOMMbIOTEPHBbIX aTaK B CeTAX
3/1IeKTPOCBA3U

Heobxoanmble ymeHUn

MpoBoauTb  TEKyLWMIA  KOHTPOAb  MOKaslatene M npouecca
dYHKUMOHMpoBaHuA CCCI, a TakXe MporpaMMmMHbIX, MPOrpammHo-
annapaTtHbiXx (B TOM u4ucae Kpuntorpaduyeckmx) M TeXHUYECKUX
cpeacts M cuctem 3awmTtel CCC3 ot HZA, cpeacts ana noucka
NPM3HAKOB  KOMMbIOTEPHbIX aTak B CETAX  3/1eKTPOCBA3M,
NpeaycMOTPEHHbIN PerNaMeHTOM MX SKCNAyaTauum

BbINONHATE NPeAyCcMOTPEHHbIE B TEXHUYECKON AOKYMEHTaLMK paboTbl
no nsmeHeHuto HacTpoek CCCI, a TaKkKe NporpammHbIX, NPOrPaMMHO-
annapaTtHbiXx (B TOM u4ucne Kpuntorpaduyeckmx) M TeXHUYECKUX
cpeacts M cuctem 3awmTtel CCCO ot HZA, cpeacts ana Mnoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

MNpoBoguTb  MpeayCcMOTPEHHble persiameHToMm paboTbl no
BOCCTAaHOB/IEHMIO NpoLecca U napameTpoB ¢dyHKUMoHMpoBaHusa CCC3,
a TaKXe MpOorpaMMmHbIX, MPOrpamMmmMHO-annapaTtHbiX (B TOM uucne
KpunTtorpadmyeckux) U TeXHUYECKUX CPeAcTB M cuctem 3awmtbl CCCI
ot HA, cpeacTs ANnA NOUCKA NMPWU3HAKOB KOMMbBIOTEPHbIX aTaK B CETAX
3/1eKTPOCBA3U

Heobxoanmble 3HaHUA

Tunbl, OCHOBHbIE XaPaKTEPUCTUKU CPeaCcTB M3MEPEHUN U KOHTpOoAA
npouecca n napametpos ¢yHKUnoHnpoBaHua CCCI, a Takke cpencTs
n cuctem 3awmtbl CCCO ot HA, cpeactB Ana MOMCKA NPU3HAKOB
KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M

MocnenoBaTenbHOCTb AENCTBUI B LeNsiXx U3MeHeHMA HacTpoek CCC3, a
TaKXe cpeacts n cucrem sawmtbl CCCO ot HA, cpeacTB AnA NOUCKA
NPU3HAKOB KOMMbIOTEPHbIX aTaKk B CeTAX 3/eKTpocesa3M bes
npepbiBaHMA npolecca nx PyHKLMOHUPOBAHMUA

MNocnenoBaTenbHOCTb AENCTBUIM B LLENAX BOCCTaHOB/AEHMA MpoLecca U
napameTpoB ¢yHKUMOHUpoBaHMA CCCI, a TaKKe CPeacTB U CUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

OpraHu13aumoHHble Mepbl No 3almTe nHGopMaLLmm

HOpMaTMBHbIe NnpaBoBble aKTbl B obnactu CBA3Nn, VIHCI)OpMaTVI3aLI,VIM n




3awmTbl  MHPopmaumm, obecneveHna 6e30MaCHOCTU KPUTUYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

[pyrve xapakTepncTukm

3.1.3. TpypoBasa PpyHKUMA

MpoucxoxaeHue
TPYA0BOM QYHKLNM

TexHu4yeckoe obcnyxunsaHmne CCCI, a Takxke
NPOrpamMMmHbIX, MPOrpamMHO-annapaTHbIX (B VpoBeHb
HanmeHoB |TOM uncne kpuntorpaduyeckmnx) un
P pa¢ ) Koa | A/03.5 |(noaypoBeHb) 5
aHue TeXHUYECKUX CPeacTB U CUCTEM UX 3aLLUTbI OT
KBasnduMKaumnm
H/[, cpeacTts ona noncka Npu3HaKoB
KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3U
3anmcTBoBaHO
OpuruHan X
n3 opurnmHana
Koga PernctpaumoHHbIn
opurMHana Homep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

OnarHoctmka CCCD  wTaTHbIMM  CpeacTBamMmM B LENAX NPUMHATMA
peweHna O HanpaBieHUWUM B PEMOHT M3roToBUTENEM WU CBOUMM
cmnamm

[dwnarHoctuka NPOrpamMmmMHo-annapaTHbIX (B TOM ynucne
KpunTtorpadmyeckunx) U TeXHUYECKUX CPeAcTB M cuctem 3awwmtbl CCCI
ot HJ, cpeacTs ANnA NOUCKA NMPU3HAKOB KOMMbBIOTEPHbIX aTaK B CETAX
3/IeKTPOCBA3M WTATHbIMU CPEACTBAMM B LENAX NPUHATUA pPeLleHns o
Hanpas/IeHWM B PEMOHT U3roTOBUTENEM UMW CBOMMMU CUAAMMU

BbinosHEHWE  NpPeayCMOTPEHHbIX  PerflaMeHTOM  Onepauuit  no
TeXHM4YecKomy obcnymMBaHUIO cpeacTs u cuctem 3awmtbl CCC3 ot HA,
CpeacTB AnA MNOUCKa MNPU3HAKOB KOMMNbLIOTEPHbIX aTaK B  CeTax
3/IeKTPOCBA3N

O6HoBNEHME B COOTBETCTBMM C PernameHToOM  3KCnyaTaumu
nporpaMmmHbIX KomnoHeHToB CCC3, nporpammHbIX, MNPOrPaMMHO-
annapaTtHbIX (B TOM uucne Kpuntorpapuyecknx) cpeacts U CUCTEM
3awmtbl CCC3 oT HA, cpeacts Ana NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3MU

YcTpaHeHne HeucnpaBHocTet CCC3, a TakXe NporpammHo-
annapaTtHbiXx (B TOM umcne Kpuntorpaduueckmx) M TEXHUYECKMUX
cpeacts M cuctem 3awmtel CCCI ot HJA, cpeacts Ana Mnoucka
NPM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3N CBOUMM
CMIaMM, CIN 3TO A0NYCKAETCS TEXHUYECKON AOKYMEHTau e

HanpasneHve B pPeMOHT U nNpuvem U3 pPemMoHTa CTOPOHHUMMU
opraHusaumamm CCC3, a TakXe nporpammHo-annapaTtHbiX (B TOM
yncne Kpuntorpaduyeckmx) n TEXHUYECKUX CPeACTB U CUCTEM 3aLLMUTbI




CCCD ot HA, cpeacts onAa NoucKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B
CeTAX 9NEeKTPOCBA3MU

BegeHue aKcnayaTauMoOHHOM  AoKymeHTauum CCC3, a TaKkKe
NPOrpamMmHbIX, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
ot HJ, cpeacTs ANA NOUCKA NPWU3HAKOB KOMMbBIOTEPHbIX aTaK B CETAX
3/1eKTPOCBA3U

Heobxoanmble ymeHUn

O6HapyuneaTtb HeucnpasHocTn CCCI, a TakKe cpeacTB U NOACUCTEM
3awmtbl CCC3 oT HA, cpeactB ona NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3NEKTPOCBA3M COMNACHO TEXHUYECKOM AOKYMEHTAL MM

B3aMmopenctBoBaTb € OpraHM3aumaMu, OCYLLECTBNAOWLMNMMU
rapaHTUMHbLIN U NocnerapaHTUnHbIM pemoHT CCCI, a TaKKe cpeacTsB U
nogcuctem 3awmtbl CCCI ot HA, cpeacts gnAa nomMcka MNPM3HAKOB
KOMMNbIOTEPHbIX aTAK B CETAX 3/IEKTPOCBA3U

MpoBoamnTb PaboTbl NO TEXHUYECKOMY OBCAYKMBAHMIO, B TOM YMCAE MO
obHoBNeHUIO Bepcui nporpammHoro obecneveHus, CCCI, a Takxke
cpeacts M cuctem 3awmtel CCCI ot HJA, cpeacts Ana Mnoucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3MN

YcTpaHATb HeucnpaBHocT CCCI, a TakKe cpeactB M NoOACUCTEM
3awmtbl CCC3 oT HA, cpeacTB AnA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3/IeKTPOCBA3U, €C/IM 3TO NPenyCMOTPEHO TEXHWYECKOM
OOKyMeHTaumemn

Heobxoanmble 3HaHKA

OpraHuszauma UM cofeprkaHMe  OUMAarHOCTUKM M TEXHUYECKOro
obcnykmBaHms CCCI, a TaKKe cpencTs u cucrem 3awmtbl CCCI ot HA,
CpeacTB Ansa MNOMCKa MNPU3HAKOB KOMMbIOTEPHbIX aTaK B  CeTAX
3/IEKTPOCBA3N

MpaBuna BeAeHWs 3KCNAyaTaUMOHHON AokymeHTauum CCCI, a Takxke
NPOrpamMmmHbIX, NporpaMmMHo-annapaTHbIX (B TOoM yucne
KpunTtorpadmyeckunx) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
oT HA, cpencTs ANA NOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3/IeKTPOCBA3N

MeTtoankn mn npuembl pemoHTa CCCI, a TaKKe CpeactB M CUCTEM
3awmtbl CCC3 oT HA, cpeactB AnA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3MU

[pyrve xapakTepncTukm

3.2. O606wWweHHana TpyaoBas GyHKLUA

HammeHos
aHue

ObecneyeHue 3almTbl oT HAO M
KOMMbIOTEPHbIX aTak coopyxeHuin n CCCI
(3a ncknroueHmem ceteli cBA3n Koa B
cneumanbHOro HasHavyeHus) B NpoLecce nux
aKcnayataumm

YpoBeHb
KBanndMKaumnm




MpouncxoxgeHue

0606LeHHoM TpyaoBoi

OpuruHan X

3anmcTBOBaHO
M3 opurnHana

dYHKUMM
Koa PerncrpaumoHHbIn
opUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa
Bo3MOMKHble UH»KeHep no 3awwmte tHPopmaumm OT HECaHKLIMOHMPOBAHHOIO
HaUMeHOBaHMA AocTyna

OOMKHOCTeN, npodeccuii

TpeboBaHMA K

06pa3oBaHUIO U 0BYYEHUIO

Bbicwee obpasoBaHue - bakanaspmaTt B 061acT MHGOPMALLMOHHOM
6e3onacHocTH

TpeboBaHMWsA K ONbITy

NnpaKTMYecKon paboThbl

Ocobble ycnosums gonycKa

K pabote

Hanuuune aonycka K rocyiapcTBeHHOM TaHe <6> (npu
HeobxoaMMOCTH)

[pyrve xapakTepncTukm

PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAnbMKaLmm B 061acTM MHGOPMALMOHHOM
6e3onacHoCTH

JononHutenbHble XapaKTepUCTUKKN

HaumeHoBaHue Koa, HanmeHoBaHue 6a30Boli rpynnbl, LOAXKHOCTU (Npodeccun)
[OKYMeHTa WK cneumanbHOCTH
OK3 2512 Pa3paboTumkm nporpammHoro obecneyeHumsn
EKC - UH»KeHep no 3awmute MHPopmaumm
- HauanbHuk otaena (nabopaTtopuu, cektopa) no 3awure
nHbopmaumnm
oKnATp 22567 UH»KeHep no 3awwmute MHPopmaumm
22870 MHKeHep aneKTpocsBA3mn
OKCO 2.10.03.01 NHpopmaLMoHHan 6e3onacHoCTb

3.2.1. TpypoBasa GpyHKUMA

MOHUTOPUHT PYyHKLMOHUpPOBaHMA CCC3, YpoBeHb
HanmeHoB

3awmuieHHocTv ot HA 1 KomnbtoTepHbix atak | Kog, | B/01.6 |(noayposeHs) 6
aHue o

coopyxeHuin u CCC3 KBanmdumKkaumnu

MpouncxoxgeHue

OpuruHan X |3anmcTBOBaHO




TPYA0BOM QYHKLNM

13 OpUrnMHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa
Tpyaosble aencTema MpucBoeHne 0b6bekKTy KpUTUYECKomn MHPOpPMaLMOHHOM

MHPPACTPYKTYPbl O4HOMN U3 KaTEFOPMUIN 3HAUMMOCTH

PaspaboTka cBefeHW O pesynbTaTax MNPUCBOEHUA  OBbEKTY
KpUTUYECKOW  MHPOPMALMOHHON  MHOPACTPYKTYpbl  OAHOM U3
KaTeropui 3HaYMMoCTH

JoBegeHne cBefdeHUI 0O pesynbTaTax MPUCBOEHMA  OOBEKTY
KPpUTUYECKON  UHPOPMAUMOHHOMW  MHOPACTPYKTYpPbl  OAHOM U3
KaTeropuii 3Haummoctn o denepanbHOro opraHa UCNOSHUTENbHOM
BNACTWU, YNONHOMOYEHHOro B 06nactm obecneyeHns 6e30MacHOCTM
KPpUTUYECKOW  MHPOPMALMOHHOM  MHOpPaAcTpyKTypbl  Poccuitckoit
depepaunu

AHanus pyHKumoHanbHocTn CCC3, 3awmuweHHocTm ot HI, coopykeHui
n CCC3

KoHTpo/b LenocTHocTM coopy:keHnit n CCCI, a TaKKe NporpamMmmHbIx,
NnporpammHo-annapaTHbiXx (B TOM uucne KpunTorpaduyeckux) u
TeXHUYEeCcKnx cpeacTs n cuctem 3awmntbl CCCO oT HA 1 KOMMbIOTEPHbIX
aTakK

CoctaBneHMe OTYeTOB MO pe3ysbTaTaM MPOBEPOK, B TOM uucne
BbIAB/IEHNE MWHLMAEHTOB, KOTOpble MOTyT MPUBECTU K COoAM WM
HapyweHuto  PYHKUMOHMPOBAHUA  WAM  BO3HMKHOBEHUIO  Yrpos3
6e3onacHocTU UHPopmauum, umpkryamnpytowen B8 CCCI

Heobxoanmbie ymeHus

Ucnonb3oBaTtb YyCTaHOB/IEHHblE denepanbHbIM opraHom
WCNONHUTENbHOM BNACTM, YNOJHOMOYEHHbIM B 061acTn obecneveHus
6e30MacHOCTU  KPUTMYECKOM MHPOPMALMOHHON MHOPACTPYKTYpPbI
Poccuiickoir Pepepaummn ¢Gopmbl AOKYMEHTOB, COMPOBOXKAAILINX
KU3HEHHbIA  UMKN  0ObeKTa  KpuUTuYeckoir  MHPOpPMaALMOHHOM
MHPPACTPYKTYpPbI

Mcnonb3oBaTb CcpeacTBa  MOHMTOPWMHra  paboTocnocobHocT U
30PEKTUBHOCTM  MPUMEHAEMbIX  NPOrPamMMHbIX,  MNPOrpPammHoO-
annapaTtHbiXx (B TOM umcne Kpuntorpaduueckmx) M TEXHUYECKMUX
cpepcts 3awmTbl CCCO ot HA 1 KOMNbIOTEPHbIX aTaK

MpoBoANTb KOHTPO/b PYyHKUMOHMpPOBAHMA CCCI, MxX 3alUULLEHHOCTU
oT HAl n KoMNbIOTEPHbIX aTaK

OnpepenAatb TexHMYeckne xapakrepmctmkm CCCI, ux 3almLLEeHHOCTH
oT HA v KoMNbloTEPHbIX aTaK

OueHnBaTb  MOMeEXoycTomumBoctb U 3dPEeKTUBHOCTb  ceTeM
3NEKTPOCBA3M Npu  nepegade Tpaduka, ONTUMM3IMPOBATL  UX




napameTpbl

OcywectBnatb nposepkn CCCI, nporpammHblX, MPOrpammHo-
annapaTtHbiXx (B TOM umcne Kpuntorpaduueckmx) U TEXHUYECKMUX
cpencts n cuctem 3awmtbl CCC3 oT HA M KOMNbIOTEPHbLIX aTaK Ha
COOTBETCTBME 3aZ@aHHbIM TpeboBaHMAM

MpoBoanTb AOKYMeHTaLUMOHHOe obecrneyeHne ¢GyHKLMOHMPOBAHMA
CCC3, nx 3awmweHHocTn oT HA n KoMNbloTEPHbIX aTakK

Heobxoaumbie 3HaHUSA MeToabl KOHTponA ¢yHKUMOHMpoBaHUA CCCI, MX 3alMLLEHHOCTM OT
HA v KoMNblOTepPHbIX aTak

MpuHLUUNbI NOCTpOoeHnA coBpeMeHHbIX cetel 9J1IEKTPOCBA3MU,
mMaTematTnyeckme moaen i KaHanaos CBA3U, BUAbl moAynAunnM CUrHanos

@PYHKLMOHANbHOE HAa3HAaYeHWEe U OCHOBHbIE XapaKTEPUCTUKN CPeacTB
KOHTpona ¢yHKunoHmpoBaHma CCCI, ux 3awmuweHHoctn ot HA wu
KOMMbIOTEPHbIX aTaK

MeToaunKKn KoHTpoaa dyHKUunoHnposaHusa CCCI, nx 3almLUeHHOCTM OT
H/[, n KOMnblOTepHbIX aTak

BO3MOXHble UICTOYHMKM U TEXHUYECKME KaHabl YTeYKH MHd)OpMaLI,MVI

HopmaTtuBHble npaBoBble aKTbl B 06/71aCTM  CBA3M M 3aLLMTHI
nHpopmauunm

3aKkoHogaTtenbcTBo Poccuiickon Pepepaumm B obnactn obecneveHus
6€30MacHOCTN KPUTUYECKON MHDOPMALLMOHHOM MHOPACTPYKTYpbI

HopmaTtuBHble npaBoBble aKTbl MpesnaeHTa Poccuiickoit Pegepaumm,
MpasutenbctBa Poccuiickonn deaepauun, depepanbHoOro opraHa
MCMONHUTENbHOW BNACTU, YNOJHOMOYEHHOrO B 061acTh obecneyeHus
6€30MacHOCTN  KpUTMYECKON UHOOPMALMOHHON  MHPPACTPYKTYpPSI
Poccuinckol depepaunn no BOMpocam obecneyeHus
nHbopmaumnoHHom besonacHoctn CCCI

[pyrve xapakTepnctuku -

3.2.2. TpypoBasa GpyHKUMUA

YnpasneHue pyHKunoHmposaHmem CCC3, YpoBeHb
HanmeHoB
AHne 3aWMLWeHHOoCTbo OoT HA 1 KoMNbloTepPHbIX Koa | B/02.6 |(noayposeHsb) 6
aTak coopyeHun n CCCI KBanmduKkaumnu
MpouncxoxaeHne 3anmcTBOBaHO
P o A OpuruHan X mer
TPYA0BOM GYHKLUUM n3 opuUrnHana
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro

CTaHAapPTa



Tpyaosble aencTema

OnpegeneHne HeobXxoAMMOro cocTaBa, 0OCOBEHHOCTEN pa3MeLLeHns U
dYHKUMOHaNbHbIX BO3MOXKHOCTeM CCCI, a TakXe MpPOorpamMmHbIX,
NPOorpamMmHo-annapaTHbiXx (B TOM uucnie Kpuntorpadpuyeckmx) u
TEXHUYECKUX cpeacTs n cuctem 3awmtbl CCCO oT HA M KOMNbIOTEPHbIX
aTak

MNpoBeaeHne MOHTaXKa M HacTpoikm CCCI, a TaKKe MNporpaMMmHbIX,
NnporpammHo-annapaTHbiXx (B TOM uucae KpunTorpaduyeckux) u
TeXHUYEeCcKnx cpeacTs n cuctem 3awmntbl CCCO oT HA M KOMMbIOTEPHbIX
aTakK

KOHTponb cooTBeTCTBMA NapameTpos noacucrem sawmtbl CCCI ot HA,
N KOMMbIOTEPHbIX aTaK YCTaHOB/AEHHbIM TpeboBaHMAM, obecneyeHne
CBOEBPEMEHHOW KOPPEKTUPOBKM HacTpoek CCCI, cpeacTB U CUCTEM UX
3awmTbl oT H “ KOMNbIOTEPHBbIX aTak B LeEAX pearMpoBaHMA Ha
BbIIB/IEHHbIE HapyLweHnA

YcTaHOBKa M HacTpoMKa nporpammHoro obecneyeHus, Heobxoanumoro
ana ynpasnenma CCCO u cpeactBamm ux 3awmtbl ot HA w
KOMMbIOTEPHbIX aTaK

PaspaboTka M  oOpraHu3auma  BbIMOJIHEHUA  MeponpuATMi B
COOTBETCTBMM C  MOJNIOKEHUAMM  MOAUTUKM  UHPOPMALMOHHOM
6e30MacHOCTM B CETU 3/1EKTPOCBA3N

MNpoBeaeHne OTAENbHbLIX MEPOMNPUATUIA B pPamKax aTTecTaummn Ha
npeameT cooTBeTCTBUA TpeboBaHMAM MO 3aluTe coopyKeHuit n CCCI
oT Hl n KOMNbIOTEPHbIX aTakK

Heobxoanmbie ymeHus

OcyLLecTBNATb OPraHU3auMio U NPOBEAEHME MOHTAXKa M HACTPOMKMU
CCCO, a TaKkxke cpeactB U cuctem 3awmtel CCC3 ot HAO wu
KOMMbIOTEPHbIX aTaK

OcyulecTBnaTb opraHusaumio 6becnepeboHOro ¢yHKUUMOHMPOBAHMA
CCCO, a TaKkxke cpeactB U cuctem 3awmtel CCC3 ot HAO wu
KOMMbIOTEPHbIX aTaK

Mcnonb3oBaTb BCTPOEHHble  MeXaHM3Mbl 3aWwutbl oT HO w
KOMMNbIOTEPHbIX aTak B coctase CCCI

YcTaHaBamMBaTb WU HACTpanBaTb MNapamMeTpbl CeTeBbIX MPOTOKOJ/0B,
Peann3oBaHHbIX B TENEKOMMYHUKAUNOHHOM OﬁOpy,ﬂ,OBaHMM

PaspabatbiBaTb  NpeasorKeHus Mo  COBEpPLIEHCTBOBAHUIO U
NoBbIWEHNIO 3PDEKTUBHOCTU MPUHUMAEMbBIX TEXHUYECKUX Mep MU
NPOBOAMMBIX OPraHM3aLUMOHHbIX MeponpuaTuii no 3awmute CCCI ot
H/[, n KOMnNblOTepHbIX aTak

OpraHu3oBbIBaTb pPaboTbl MO BbINOAHEHMIO TpPeboBaHU pexnma
3aLWMTbl MHGOPMALLMM OFPAHUYEHHOTO AOCTYNA B CETU 3/1EKTPOCBA3M

PaspabatbiBaTb MeTOgMYECKME MaTepuanbl M OpraHM3auUMoOHHO-
pacnopAguTenbHble  AOKYMeHTbl MO  obecneyeHuo  3aWmThl
coopyxeHuin n CCCI ot HA M KomnbloTepHbIX aTak

Heobxoanmble 3HaHUA

Bo3amoxHble yrposbl HA K coopyxeHnam n CCCO M KOMNbIOTEPHbIX




dTaK Ha HUX

CeTeBble NMPOTOKO/Jibl U UX NAapaMeETPbI HaCTpOVIKM

CpeacTtBa 1 cnocobbl obecrneyeHuns 3awwmTbl oT HA K COOpyKeHUsm u
CCC3 1 KOMMbIOTEPHbIX aTaK Ha HUX, MPUHLMMNbI NOCTPOEHMA CPeacTB
N CUCTEM 3aLWMTbl coopyrKeHnit n CCCI oT HL n KOMNbIOTEPHbIX aTakK

OcobeHHOCTU NPUMEHEHUS MPOrPaMMHbIX, NPOrpamMmHO-annapaTHbIX
(B TOM uncne kKpuntTorpadrUecKknx) U TEXHUYECKMX CPeacTB U CUCTEM
3awmtbl CCCO ot HA 1 KOMNbIOTEPHbIX aTak

MeToabl KOMNNEKCHOTO obecneyeHus 3alWnTbI cetel 3/1EKTPOCBA3U

MNokasatenu adPeKTMBHOCTH NpPUMEHAEMbIX NPOrpaMMmMHbIX,
nporpammHo-annapaTHbix (B TOM uucae KpunTorpaduyeckux) u
TeXHUYEeCcKnx cpeacTs n cuctem 3awmntbl CCCO oT HA 1 KOMMbIOTEPHbIX
aTakK

HopmaTuBHble MpaBoBble aKTbl B 06/1acTM 3aWMUTbl UHGOPMaLUK
orpaHM4YeHHOro AocTyna

HaunoHanbHbIe, MeXrocyaapcreeHHbIE n mexayHapoaHbie
CTaHAapTbl B obnactu 3alnUThbI VIHd)OpMaLI,VIVI

PykoBogawme UM meToaMyeckMe [AOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbiX OPraHoOB  MCMOAHUTENbHOM BAACTM MO 3aluTe
nHoopmauum un  obecneyeHMto  6e30NaCHOCTU  KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

[pyrve xapakTepnctuku -

3.2.3. TpypoBasa GpyHKUMA

YnpasneHue nepcoHanom, 0bcayRunsatowmm
coopyxeHuna n CCCI, a TakkKe nporpammHble,
nporpammHo-annapaTHble (B TOM Yncne YpoBeHb
HanmeHos
AHe KpunTtorpaduyeckue) n TexHM4eckme Koa | B/03.6 |(noayposeHsb) 6
cpeacTsa U cucTembl X 3aWwmTbl oT HA, KBannduKaumm
cpeacTsa ANA NOUCKa NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U
I‘Ipomcxo:K,u,eHme Opurytan X 3aMmcTBOBaHO
TPyAoBoW GyHKLUM M3 opuUrnMHana
Koa PerncrpaumoHHbIn
opurMHana HOMep
npodeccnoHanbHOro
CTaHaapTa
TpynoBsble aencTems dopmupoBaHue uenein, NnpuopuTeTos, 06a3aHHOCTEN U NOJHOMOYMI

nepcoHana, obcnyxuBatowero coopykeHus u CCCI, cpeactsa MU




cuMcTemMbl MX 3awmtbl oT HJ, cpeactBa AnA MNOMCKA MPM3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U

PacnpepeneHve  o6sA3aHHOCTEM WM MNONHOMOYMI  MEPCOHanNa,
obcnyKmBatowero coopyxeHua n CCCI, cpeactBa U CUCTEMbI WX
3awmTbl oT HA, cpeactsa AnA NOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3/1EKTPOCBA3M

MpoBepKka ypoBHA KBanuduKauuu nepcoHana, ob6CAyKMBaAIOLLETO
coopyxeHma n CCCO, cpepctBa uMx 3awmtbl ot HA, cpeacrtsa gnA
NOWNCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U, B TOM
yucae npu Nnpueme Ha pabory

KOHTpO/Mb BbINOAHEHUS MNEepCcOHas oM TPeboBaHUM WHCTPYKUMIA U
pernameHToB no skcnayatauunm CCC3, cpeacts n cuctem 3awmTbl CCCI
ot HJ, cpeacts ona noncka NPM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3/1EKTPOCBA3M

PaspaboTka npepnoeHUit no  nNpPodpeccCMoHaNbHOMY  PA3BUTUIO
nepcoHana, obcnyxuBatowero coopyxkeHus u CCCI, cpeactsa MU
cucTembl MX 3awmtbl oT HA, cpeactsa A/A MNOMCKA MPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

Heobxoanmble ymeHUn

Mpoun3BoaMTb NOCTAHOBKY 33434 NePCOHany No obecneyeHmo 3aWwmTbl
CCCO or HA v KOMMbIOTEPHLIX aTaK B CETAX 3NEKTPOCBA3IN U
OpraHn30BbIBATb UX BbINONHEHWE

OpraHun30BbIBaTbL KOHTPO/1b BbINO/IHEHNA OpraH13aunoHHo-
TEXHUYECKMX MeponpuATMi no obecnedeHuto 3awmTbl CCCI ot HA m
KOMMNbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

OpraHun30BbIBaTL NepepacnpeneneHme obAasaHHOCTEN M MOAHOMOUNIA
nepcoHana, obcnyxuBawlero coopyxeHua u CCCI, cpeactsa U
cuctembl MX 3awmtbl ot HJ, cpeactBa AnA NOMCKA MPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3U

Heobxoanmble 3HaHUA

Llenn v 3agaum ynpaB/ieHna nepcoHasom Mo obecneyeHuto 3aluThl
ceTeil anekTpoceasn oOT HA M KOMMbIOTEPHbIX aTak B CceTax
3/1EKTPOCBA3N

MeToaunka BblpaﬁoTKM N peannsalmmn ynpassieH4eCKOro peweHna no
obecneyeHuto 3alnThbI cetem I1IEKTPOCBA3N OT HAO v KOMMNbHOTEPHDbIX
dTaK B CETAX 2/IEKTPOCBA3U

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OpPraHOB  WMCMOJIHUTENIbHOM  BAACTM MO 3aluTe
MHbopmauum 1M obecrnieyeHnto  6e30MaACHOCTU  KPUTMYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

Kputepnn  KOMNNEKCHOW  OLLEHKM  KBanUMOUKauuM  NepcoHana,
obcnyKmBatowero coopyxeHua n CCCI, cpeactBa U CUCTEMbI WX
3awmTbl oT HA, cpeacTsa AnA NOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3/1EKTPOCBA3M

[pyrve xapakTepnctuku




3.3. 0606wWweHHan TpyaoBan GyHKLMUA

ObecneyeHune GYHKUMOHUPOBAHMA CPEaCTB
HanmeHoB . GyHKY P PEA YpoBeHb
CBAA3M CETEMN CBA3M CrneunanbHOro Kog, C 6
aHue KBanmduKaumnm
Ha3HayeHuA
MpoucxoxaeHue
o o 3anmcTBoBaHO
0606wweHHoM TpyaoBson | OpurnHan X
U3 opurnHana
dYHKUMM
Koa PerncrpaumoHHbIn
opurMHana Homep
npodeccnoHanbHOro
CTaHpapTa
Bo3moOKHble UHKeHep cneumanbHOM CBA3M
HanMeHOBaHUA

AONIKHOCTEN, npodeccuia

TpeboBaHMA K

06pasoBaHUIO U 0OYYEHUIO

n

Bbicwee obpasoBaHue - bakanaspmaTt B 061acT MHGOPMALLMOHHOM
6e3onacHoCTH

[ononHutenbHoe npodeccroHanbHoe 06pasoBaHme - NPOrpammbl
NoBbILEHMA KBaIMbUKALMM B 061aCTU SKCMNIyaTaLMu CPeaCcTB CBA3N
ceTeli CBA3M CreunasbHOro Ha3Ha4YeHus

TpeboBaHMWA K ONbITY

npakTUYeckol paboTsbl

Ocobble ycnoBus gonycka

K paborte

Hannuune gonycka K rocyaapcTBeHHOM TanHe (Npu HeobxoanumocTu)

[pyrve xapakTepnctuku -

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Bo rpynnbl, 4OAXKHOCTU (Npodeccum)
[OKYMeHTa WK cneumnanbHOCTH
OK3 2153 MHXeHepbl N0 TEIEKOMMYHMKALMAM
EKC - NHKeHep no 3awute nHbopmaumnm
- HauanbHuK oTaena (nabopatopumn, cektopa) no salute
nHpopmauunm
oKnATP 22567 NHKeHep no 3awute nHbopmaumnm
22847 UH»KeHep cneunanbHoOM cBsasun
OKcCO 2.10.03.01 NHbopmaumoHHas 6e30nacHOCTb




3.3.1. TpypoBasa PpyHKUMA

YcTaHOBKa cpeacTB CBA3WN ceTei cBA3U
YpoBeHb
HanmeHoOB | cneumanbHOro HasHaveHus, Bkatodasa CK3U,
Koa | C/01.6 |(noayposeHb) 6
aHue cpeacTsa AnA NoOUCKa NPU3HaKoB
KBannduMKaumnm
KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M
MpoucxoxaeHue 3anmcTBoBaHO
P o A OpuruHan X
TPYA0BOM QYHKLUNM M3 OpUrMHana
Kop, PerncrpaumoHHbIn
opurnHana HOMep
npodeccnoHanbHOro
CTaHAapTa
Tpyaosble aencTema MoHTaX CpeacTB CBA3M CeTell CBSA3M CMeuuanbHOro HasHayeHus,

BKAtoyas CK3W, cpeactsa 4/1A NOMCKa NPU3HAKOB KOMMbIOTEPHbIX aTak
B CETAX 3/1IEKTPOCBA3N

HacTpoika cpeacTB CBA3M CeTel CBA3M CrneumasibHOro HasHayeHwus,
BkAtovaa CK3U, cpepctsa oA NoMcKa NPU3HAKOB KOMMbIOTEPHbIX aTaK
B CETAX 3N1EKTPOCBA3N

MpoBepKa (YHKUMOHMPOBAHUA CpPeaACTB CBA3M  CeTel  CBA3M
cneyManbHOro HasHadeHua, Bkatouvaa CK3U, cpeactsa gnA noumcka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX INEKTPOCBA3N

Heobxogmmble ymeHus MpoBoaUTb MPOBEPKY KOMMAEKTHOCTU CPeacTB CBSA3M CeTel CBA3U
cneuManbHOro HasHadeHua, BKkAtovaa CK3U, cpeactBa gnAa noumcka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

MpoBoAUTb MOHTaXK (ANA NporpamMmHoOro obecneyeHus - yCTaHOBKY)
CPeAcTB CBs3M CeTel CBA3M CMeunanbHOro HasHayvyeHus, BK/OYas
CK3MW, cpeactsa gnAa nomcKa Npu3HaKoB KOMMbIOTEPHbIX aTaK B CETAX
3/IEKTPOCBA3N

BbINO/MHATL HAaCTPOMKY U NPOBepPKY GYHKLMOHNPOBAHNA CPeACTB CBA3N
ceTell CBA3M CneumnanbHOro HasHavyeHus, Bkatodas CK3W, cpeactsa ans
MOWCKa NPMU3HAKOB KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3N

HeobxogMmble 3HaHMS HomeHknaTtypa, ¢YyHKUMOHANAbHOE  Ha3HAaYeHWMe U OCHOBHbIe
XapaKTePUCTUKN  CPeacTB  CBA3M  CeTel CBS3M  ChneumanbHoro
HasHayeHua, BKA4aAa CK3W, cpeactBa A4NnA NOMCKA MNPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U

HasHauyeHne ¥ npuHUMnbl paboTbl OCHOBHbLIX Y3/10B CPEACTB CBA3M
ceTen CBA3U cneumanbHoro HasHadeHus, srkaodana CK3U, cpeacrea ana
MOMCKa NPMU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbiX OPraHOB  MCMOJHUTENbHOM BAACTM MO 3aluTe
nHbopmaumnm




[pyrve xapakTepnctuku

3.3.2. TpypoBasa GpyHKUMA

ObecneyeHune becnepeboitHoM paboThbl
CpeacTB CBA3M CeTel CBA3M CneunanbHoro YpoBeHb

HanmeHoB

AHne Ha3sHa4veHwuA, BKAtovaa CK3WU, cpeacrea gna Kog | C/02.6 |(noayposeHb) 6
NMOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B KBanmduKkaumnu
CETAX 31eKTPOCBA3MU

MpouncxoxaeHne 3anMmcTBOBaHO

P o A OpuruHan X
TPYA0BOM QYHKLNM M3 opuUrnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnMoHanbHoro
CTaHaapTa

TpyaoBble AencTeus

Tekywmii, B TOM uMcae  aBTOMATU3UPOBAHHbLIA,  KOHTPO/Ib
OYHKLMOHNPOBAHMA CpPeacTB CBA3SU CeTel CBA3U  ChneuuanbHoro
HasHayeHua, BKA4aa CK3W, cpeactBa A4NA NOMCKA MNPM3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U

Tekywuin, B TOM 4YMCNe  aBTOMATM3MPOBAHHbIM,  KOHTPO/b
bYHKLMOHNPOBAHNA NpOorpaMmMHOro obecrneyeHna B cocTaBe CpPeacTs
CBA3M CceTell CBA3M CMeumanbHOro HasHadyeHus, Bkaovaa CK3U,
cpeacTea AnAa MOUCKA MPU3HAKOB KOMMbIOTEPHbIX aTak B CeTax
3N1EKTPOCBA3N

BHeceHWe W3MeHeHult B HaCTpOVIKM cpencrte CBA3n ceTen cBA3MU
cneynanbHOro HasHa4vyeHuA

BocctaHoBneHMe npouecca ¢yHKUMOHMPOBaAHMA nocne cboes W
OTKa30B CPeACTB CBA3M CeTeN CBA3W CNeLmanbHOro HasHaveHums

I'Ionyqume, ncnonb3oBaHne U aHHyAnpoBaHMe  cneuunasibHbIX
AOKYMEHTOB, NPUMEHAEMbIX B NpoLlecce sKkcnayataumm cpencrts CBA3U
ceTen cBA3mU cneunanbHOro HasHa4yeHumA

MpegycmoTpeHHOE PernameHToOM WM HOPMATMBHLIMKU AOKYMEHTamM
TeXHMYeckoe  obCny:KMBaHMe, B TOM  uucne  obHOBAEeHMWe
nporpaMmHoro obecrneuyeHus B COCTaBe CPeAcTB CBA3WU CETel CBA3U
CMNeLManbHOro HasHayeHus

JnarHoctmnka cpeacTs CBA3MU ceTemn cBA3mn cneynanbHOro HasHa4yeHuMA B
uenax NnpuHATUA peleHnA o HanpasieHNUN B PEMOHT U3TOTOBUTENIEM

Heobxoanmbie ymeHus

MpoBoAWTb  TEKyWMI  KOHTPO/b  MNOKasaTesen W npouecca
OYHKLMOHNPOBAHNA CPEACTB CBA3WM CeTeill CBSA3W  CMeunanbHoro
Ha3HauYeHuWs, NPeayCMOTPEHHbIM PEernameHTOM MUX 3KCNIyaTaLmm

BbINONHATL NPEeAYyCMOTPEHHbIE 3KCMAyaTauMOHHOM M HOPMATUBHO-




METO,CI,VI‘-IECKOVI AOKYMEHTaLI,Meﬁ pa6OTbI no U3MeHEHUIO HaCTpoeK
cpencTs CBA3N ceTel cBs3un cneunanbHOro HasHa4yeHuA

MpoBoAWTb  MPenyCMOTPEHHble  pernameHTom  paboTbl o
BOCCTAaHOB/IEHWMIO NpoLecca M MapameTpoB  YHKLMOHUPOBAHUA
CPeACTB CBA3U CETel CBA3M CMeLManbHOro HasHauyeHus

MpoBoAnTb NPeayCMOTPEHHOE pPernaMeHTOM WM HOPMaTUBHbIMM
AOKYMEHTaMM TeXHUYEeCKoe 06CnyKnBaHue, B TOM Yncne obHoBaeHUe
BepCuit nporpammHoro obecrnedyeHns B COCTaBe CPeACTB CBA3M ceTei
CBA3M CNeumanbHOro HasHayeHun

Heobxoanmble 3HaHUA

TuNbl, OCHOBHbIE XapPaKTEPUCTUKU CPEACTB U3MEPEHUIA U KOHTPOSA
npouecca U napametTpoB QYHKLMOHMPOBAHWUA CPEACTB CBA3WU ceTel
CBA3M CNeumanbHOro HasHavyeHun

MeToamnKka (pernameHT, noCAeA0BaTeNbHOCTb) M HOPMAaTUBHbIE
TpeboBaHMA K AeACTBUAM B LENAX M3MEHEHMS HaCTpOeK CpeacTs
CBA3M ceTel CBA3M CneumnabHOro HasHaYeHus

MeToguka (pernameHT, nocnegoBaTeNbHOCTb), HOPMaTUBHbIE
TpeboBaHMA U coAeprKaHMe TEeXHMYECKOro 0B6CNYXKMBaHWUA, BKAOYAA
06HOB/MIEHME NPOrpaMmHOro obecrneyeHua B COCTaBe CPeACTB CBA3M
ceTell CBA3M CrneumanbHOro HasHaYeHus

MeToguKka (pernameHT, nOCNeAOBaTENbHOCTb) M HOPMATUBHbIE
TpeboBaHMA K OEWCTBUAM B LENAX BOCCTAaHOB/AEHWA npouecca wu
napameTpoB QYHKUMOHMPOBAHWA CpeacTB CBA3M  CeTell  CBA3U
CMNeLManbHOro HasHayeHus

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OpPraHOB  WMCMOJHUTE/IbHOM  BAACTM MO 3aluTe
nHpopmauunm

[pyrve xapakTepncTukm

3.3.3. TpypoBasa PpyHKUMA

MpoucxoxaeHue
TPYA0BOM QYHKLNM

BeaeHue cneunanbHOro AenonpomM3BoAcTBa VposeHb
HanvmeHOB |1 TeXHUYECKUX JOKYMEHTOB B npoLecce
AOKY P ILI' Kog | C/03.6 |(noayposeHb) 6
aHue 3KCNAyaTaLmmn CpeacTB CBA3U CETEN CBA3M
KBanmduKkaumnu
cneunanbHOro HasHavyeHusa, Bkarodaa CK3U
3aMMCTBOBAHO
OpuruHan X
N3 opuUrnHana
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTemA

3anonHeHMe  cneuuanbHbIX  KYpPHanoB UM y4YeTHbIX  dopm,




npeaycMoTpeHHbIX HOPMATUBHbIMU AOKYMEHTaMWU Mo NpuMeHeHUto
cpencTs CBA3N ceTel cBs3un cneunanbHOro HasHa4yeHuA

HanpaBnewle B pPeEMOHT U npuem unU3 pPemMoHTa CTOPOHHUMU
opraHnsaumamm  cpeacrts CBA3n ceteir  cBA3U cneunanbHOro
Ha3Ha4YeHunA

BegeHue 3KcnayaTaUMOHHOW [AOKYMEHTaLuu CcpeacTs CBA3W ceTei
CBA3W CneumanbHOro HasHadyeHua

Heobxoanmbie ymeHus

BbinonHATL 3agaun no nony4yeHuto, XpaHeHuko, ydeTy, Bblaaye,
npuemy " ytunmsalmmn cneuymnasibHbiX OOKYMEHTOB, NMPUMEHAEMbIX B
npouecce sKkcnayataumn cpencrtes CBA3U ceTen cBa3n cneuynanbHOro
Ha3Ha4YeHunA

B3aMmopgenctBoBaTb C  OPraHM3auMaMK,  OCYLLECTBAAIOLLMMM
rapaHTUMHLIA M NOCAEerapaHTUNHbLIA PEMOHT CPeAcTB CBA3WU ceTel
CBA3W CNeLManbHOro HazHayYeHun

BecTtn aKcnayaTauMoOHHYIO AOKYMEHTALMUIO CpeaCcTB CBA3MU ceTel CBA3M
cneynanbHOro HasHa4vyeHuA

Heobxoanmble 3HaHUA

I'Ipanma BeaeHnA cneunaabHOro aenonponssoncrea U TeXHUYECKUX
AOKYMEHTOB CpeAacTB CBA3U ceTen cBs3m cneynanbHOro HasHa4yeHuA

HopmaTtuBHble  npaBoBble  aKTbl MO  OPraHW3auuM  3alMUTbI
rocyAapCTBEHHOM TalHbl, KOHPUMAEHUMANbHOMU WHPOPMAUUM WU
OeATeNIbHOCTU OPraHOB 3aLLMUTbI FOCY4aPCTBEHHOM TalHbI

Opl'aHM3aLI,MOHHbIe mMepbl Mo 3awuTte VIHd)OpMaLI,VIM B CeTAX CBA3U
cneynanbHOro HasHa4vyeHuA

PykoBogswme W MeToAMYECKME OOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OPraHOB  WMCMOJIHUTENIbHOM  BAACTM MO 3aluTe
nHpopmauum U1 6e30NacHOCTU  KPUTUYECKON WMHGOOPMaLLMOHHOM

MHPPACTPYKTYpbI

[pyrve xapakTepncTukm

3.4. 0606wWeHHan TpyaoBan GyHKLMUA

Pa3spaboTKka cpeacts 3awmTbl CCCI (3a
HanmeHoB P peA o = ( YpoBeHb
MCKNOYEHMEM CETEWN CBA3U CNEeLMaNbHOro Kog, D 7
aHue KBanmduKaumum
Ha3HayeHuA) oT HA M KOMNblOTEPHbIX aTak
MpoucxoxaeHue
o o 3anmcTBoBaHO
0606wweHHoM TpyaoBson | OpurnHan X
U3 opuUrnHana
dYHKLMM
Kop, PerncrpaumoHHbIn
opurMHana HOomep
npodeccnoHanbHOro

CTaHAapPTa




Bo3moKHbie
HanMmeHOBaHUA

AONIKHOCTEN, npodeccuia

MHKeHep-NpOoeKTUPOBLLUK | KaTeropum
MHKeHep-NpoeKTMPOoBLWUK Il KaTeropumu
MHKeHep-npoeKTnpoBLWUK Il KaTeropmnmn
NHKeHep-NpoeKTUPOBLLUK
PykosoauTenb NnpoeKTos

TpeboBaHMA K

06pa3oBaHUIO U 0OYYEHUIO

Bbicwee obpas3oBaHue - cneumanmTeT Ui maructTpatypa B obaactu
nHbOopMaLMOoHHOM besonacHoCcTH

TpeboBaHMsA K ONbITY

npakTUYeckol paboTsbl

Ona ponxKHocTen ¢ Kateropuen - onbIT paboTbl B A0MKHOCTU C bonee
HU3KOW (NpeaLlecTByIOLLEN) KaTeropmueit He MeHee OZIHOTO roAa

Ocobble ycnoBus gonycka

K paborte

Hanuuune gonycka K rocyapcTBeHHoOM TaHe (Npu HeobxoanumocTu)

[pyrve xapakTepnctuku

PekomeHayeTca aonosHMTeNbHOE npodeccmoHanbHoe obpasoBaHme -
NpPorpammbl NOBbILEHUA KBaANPUKALMN B 061aCTU MHPOPMALIMOHHOM
bes3onacHocTn

JononHutenbHble XapaKTepUCTUKKN

HammeHoBaHue
OOKYMEHTa

Kog HanmeHoBaHMe 6a30Boi rpynnbl, AOAXKHOCTU (Npodeccun)

nnn cneunmanbHoOCTU

OK3

2519

Pa3paboTumKu U aHaUTUKKM NPOrPaMMHOro obecneyeHus 1
NPUNONKEHWNIA, HE BXOAALLME B ApYrve rpynnbl

ERC

3aBeayowmin (HaYaIbHUK) HAYYHO-MCCNeA0BaTEIbCKUM
oTaenom (nabopatopueit) yuperkaeHuns; 3aseayoLinia
(HaYaNbHMK) Hay4YHO-UCCNEAOBATE/ILCKUM CEKTOPOM
(nabopatopueit), BXoaALMM B COCTAB Hay4YHO-
nccnenoBaTeNibckoro otaena (otaeneHus, nabopatopum)
MHCTUTYTa

WHKeHep-nporpammmcT (Nporpammmcr)

MHKeHep-NpoeKTUPOBLLMK

HayuHbIli COTpYAHMK

Cneumanunct no satumrte MHGopmaLun

CTapLmni1 HayYHbI COTPYLHMUK

OKMATP

22824

MHKeHep-nporpammuct

24392

HayuHbIi coTpyaHuK (B 061acTM HGOPMATUKK U
BbIYMUC/IUTENIBHOMN TEXHUKN)

26579

Cneumanunct no 3atumrte MHGopmaLun

44544

HavanbHuK MCCJ'IE,CI,OBBTEIII:CKOVI rpynnol

OKcCO

2.10.04.01 NHpopmaLMoHHan 6e3onacHoOCTb




2.10.05.01 KomnbloTepHas 6e30nacHOCTb

2.10.05.02 NHbopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX

cnucrtem

2.10.05.03 NHpopmaLMoHHan 6€30NacHOCTb aBTOMAaTU3UPOBAHHbIX

CUCTEM

2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKME cncTeMbl 6e30MacHOCTU

2.10.05.05 Be3sonacHoCTb UHPOPMALMOHHbBIX TEXHO/IOTUI B

npaBooxpaHuTenbHo chepe

2.10.05.06 Kpuntorpadwmsn

2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BedKam

3.4.1. TpypoBasa GpyHKUMA

HanMeHoB AHanus yrpo3 nHGopmaunoHHOM YpoBeHb
AHne 6€30MacHOCTU B CETAX 3/IEKTPOCBA3U Koa | D/01.7 | (noaypoBeHsb) 7
KBanmduKkaumnu
MpouncxoxaeHune 3anMmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLNM U3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

BbiasneHue yrpo3 HL K ceTam 3/1eKTpOCBA3HU

Cbop u cucTemaTtusaums (aHanus 1 oLeHKa) ceegeHuit o6 yrposax HJ,
K CeTAM 3/1eKTpOCBA3U

OueHKa yA3BMMOCTEN CeTEeM 3NEeKTPOCBA3M C TOYKM  3peHuA
BO3MOXHOCTU H/], K HUM

BbipaboTKa NpeasioKeHnin no NpefoTBPALLEHUIO U HeWTpanusaumu
yrpo3s HZ K ceTAam aneKTpocBa3mn

Heobxoanmble ymeHUn

BbIABAATL M OUEeHUBATL Yrpo3bl HA, K ceTAm a1eKTpOoCBA3mn

MNpoBoguTb nNpoBepKy paboTocnocobHocT U 3ddEeKTUBHOCTU
NPUMEHAEMbIX NPOrpamMMHO-annapaTHbIX (B TOM ynucne
Kpuntorpadpuyeckmx) U TexXHUYECKMX CpeacTB  3aluuTbl  CeTel
aneKkTpocsAasm ot H/,

MpoBOAUTb MHCTPYMEHTA/IbHbIN MOHUTOPUHT 3aLwmweHHocTn CCCI

MNpoBoAuTb TexHW4YeckmMe paboTbl npwm atTecTaumm CCCO ¢ ydyeTom
TpeboBaHMii No 3awmte HGopmauum




Heobxoanmble 3HaHUA

Mogenu yrpos H/J, K ceTaAm 31eKTpOoCBA3mn

MeToAMKN OLLEHKWN YA3BUMOCTEN CETEN 3NEKTPOCBA3M C TOUKM 3pEeHuns
BO3MOXHOCTU H], K HUM

CpeacTtBa aHanM3a 1 KOHTpPoAA 3awmueHHocTn CCCI

OpraHM3auMoOHHO-TEXHUYECKME  MeponpuaTMa no  obecrneyeHuto
3almMTbI ceTel anekTpoceasu oT HA 1 nx apdeKTMBHOCTbL

HopmaTuBHble NpaBoBble akTbl B 06/1acTV CBA3K, MHbOPMATU3ALMM U
3aWwmThl MHGOpMauUn

HaunoHanbHbIe, MeXrocyaapcreeHHbIE n mexayHapoaHbie
CTaHAapPTbl B obnactu 3alnTbI VIHd)OpMaLI,VIVI

[pyrve xapakTepnctuku

3.4.2. TpypoBasa GpyHKUMA

PaspaboTKka cpeacts 1 cuctem 3awuTbl CCCI VpoBeHb
HavmeHos |oT HJ, cpeacTs Ana noncka NprM3HaKoB
A, cpeacts A P Kog | D/02.7 | (noaypoBeHb) 7
aHue KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N KBANVUKALN
3TKC
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
npodeccnoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

CuctemaTtumsaums (aHaM3 U OLEHKA) CBEAEHUIM O MeTodaX, cpeacTBax
n cuctemax sawmtbl CCCI ot HA, cpeactsax 4NAa NOUCKA NPU3HAKOB
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N, MPUHLMMNAX NOCTPOEHMUA
3TKC

dopmupoBaHMe pa3fenoB TEXHWYECKOTo 3aZaHuA Ha pa3paboTky
cpeacts M cuctem 3awmTtel CCCO ot HZA, cpeacts ana noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CeTAX aneKTpocsasn, 3TKC

PaspaboTka npeasoKeHUn Mo MNPUMEHEHUIO TEXHONOTUIM 3almThbl
MHbOpMaAUMM NpU CO34aHUM CpeacTB U cuctem 3awmtbl CCCI ot HA,
CpeacTB Ansa MNOMCKa MNPU3HAKOB KOMMbIOTEPHbIX aTaK B  CeTAX
anekTpocsasmn, 3TKC

MpoeKTMpoBaHME 3/1EMEHTOB CpeacTB N cuctem 3awmtbl CCCI ot HA,
CpeacTB AnA MNOUCKa MNPU3HAKOB KOMMNbLIOTEPHbIX aTaK B  CeTax
anektTpocsasmn, 3TKC

PaspaboTKa NpeanorKeHun U NpakTUYecKkas peanmsauusa 31eMeHTOB,
cpeacts M cuctem 3awmtel CCCI ot HA, cpeacts Ana noucka




NPM3HAKOB KOMMbIOTEPHbIX aTakK B ceTax anektpocsasn, 3TKC,
BK/It0YAA pa3paboTKy nporpammHoro obecneyeHums

Heobxoanmble ymeHus

MpoBoguTb cbOp M aHaNN3 UCXOAHbIX AAHHbIX AR NPOEKTUPOBAHMA
cpeacts M cuctem 3awmtel CCCI ot HA, cpeacts gna noucka
NPM3HAKOB KOMMbIOTEPHbIX aTaK B ceTAX aneKkTpocsasn, 3TKC

MpoBoAWTb CpaBHUTE/bHbLIM aHanM3 ceTelm M CcUCTEM Mepeaaqu
NMHdOpMaLMK NO NOKa3aTeNAM 3aLWnTbl MHGOpMaLUK

MpoeKTnpoBaTb cpeacTsa M cuctembl 3awmtel CCCI ot HA, cpeacrtsa
017 NOMCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1eKTPOCBA3M,
3TKC c yuyetom TpeboBaHWI HOPMATUBHbLIX MPABOBbIX aKTOB W
MeTOANYECKUX LOKYMEHTOB

PaspabaTbiBaTb NPOEKTbI, TEXHUYECKME 3aJaHUs, MAaHbl U rpaduKu
nposeaeHua paboT no 3awmte CCCI oT HA, KOMNblOTEpPHbIX aTaK B
CETAX 3/IEKTPOCBA3N U HEOBXOAMMYIO TEXHUYECKYIO LLOKYMEHTALLMIO

ObecneunBaTb palLMOHaNbHbIA BbIBOP 3/1eMeHTHoM 6a3bl  npu
NPOEKTUPOBAHMN YCTPOMCTB M cuctem 3awmtbl CCCO ot HA,
KOMMNbIOTEPHbIX aTaK B CeTAX aneKkTpocsasmn, 3TKC

Mcnonb3oBaTb CTaHAAPTHble METoAbl M CPeacTBa MPOEKTUPOBaHUA
LUMPPOBBIX Y3/10B U YCTPONCTB, METOAbI aHAIN3A INEKTPUYECKUX Lenei

PewaTtb TMNOBble 33aJa4M MOMEXOYCTOMYMBOrO KOAMPOBAHUA MU
AeKoaMpoBaHMA COObLLEHWI

PaspabatbiBaTb NOAMTMKY 6€30MacHOCTH, BbIGBMPaATb MeToabl WU
cpeactBa obecneyeHns uHbopmaumoHHoOM 6GesonacHoCcTU ceTel
3/1eKTPOCBA3N

Heobxoanmble 3HaHUA

HopmaTuBHble NpaBoBble aKkTbl B 06/1acTV CBA3K, MHbOPMATU3ALMUM U
3aWwmThl MHGOpPMaLUn

HaunoHanbHbIe, MeXrocyaapcreeHHbIE n mexayHapoaHbie
CTaHA4apTbl B obnactu 3alnUThbI VIHd)OpMaLI,VIVI

OCHOBHble MeToAbl ynpaBieHus MHOOPMALMOHHOM He30NacHOCTbIO
ceTen anekTpoceaAsn, 3TKC

Yrposbl 6e3onacHOCTU, MHPOPMALMOHHbIE BO3AENCTBUA, KpUTepuu
OLLEHKM 3aLlMLLEHHOCTM U MeToabl obecneyeHns MHGOPMALMOHHOM
6e3onacHOCTH ceTelt anekTpocsasu, 3TKC

MeTogbl, cnocobbl, cpencrTsa, NocnenoBaTeNbHOCTb U COAEP)KaHMe
3TanoB pa3paboTku cpeacts U cuctem 3awmtbl CCCI ot HA, cpeacts
ONA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3M,
3TKC

OcHosBbl TEOPUN INEKTPUYHECKUX LI,EI'IeVI, MeTo4bl aHa/In3a U CUHTE3a
INIEKTPOHHDbIX CXEM

OCHOBHblE XapPaKTEPUCTMKN U MoKasaTenn 3PpPeKTUBHOCTU CPeacTB U
cnctem 3awmtbl CCC3 ot HA, cpencts gnA nNoucka MpPU3HAKOB




KOMMNbIOTEPHbBIX aTaK B CeTAX aneKkTpocsasmn, 3TKC

MeToaMKKN pacyeToB M MPOEKTUPOBAHWUA CPeACTB M CUCTEM 3aLuUTbI
CCCD ot HA, cpeacts ona NouCKa NPU3HAKOB KOMMNbIOTEPHbLIX aTaK B
ceTax aneKktpocsAasmn, 3TKC

OcHoBbl MoaennpoBaHua GyHKUMOHUpoBaHUA 3TKC

TexHoNOrMM, MeToAabl, A3bIKM M CPeAcTBa NPOrPaMMUpPOBAHMA,
npuMeHsemble A1a co34aHMA NPorpaMmHOro obecneyeHmsa B cocTaBe
CCC3, a Takxe cpeacts u cuctem 3awmtol CCCI ot HA, cpeacts ana
NOWCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B ceTAX anekTpocsasn, 3TKC

[pyrve xapakTepnctuku -

3.4.3. TpyaoBaa GpyHKUUA

MposeaeHne HUOKP B chepe pa3paboTku YpoBeHb
cpencTts 1 cuctem s3awmtbl CCCO ot HY, Kog | D/03.7 | (noaypoBeHsb) 7
co3zgaHua 3TKC KBanmduKkaumnu

HanmeHoB
aHune

MpouncxoxaeHue 3aMmcTBOBaHO
o OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnMoHanbHoro
CTaHpapTa

TpynoBsble aencTems MnaHnposaHue stanos sbinonHeHnAa HWOKP no cospgaHuto cpeacts u
cuctem 3awmtbl CCCO ot HA, 3TKC

BbinonHeHne HNOKP no cosaaHuto cpeacts un cuctem 3awmtbl CCCI ot
HA, 3TKC

OpraHu3aumsa onbITHOM 3KcNyaTaumMm cpeacTs u cuctem 3awmtbl CCCI
ot HA, 3TKC

MNpoBeaeHne cepTUPUKALMOHHBIX WCMbITAHUA CPeacTB M CUCTEM
3awmtbl CCCO ot HA, 3TKC ¢ ncnonb3oBaHMEM WHCTPYMEHTANbHbIX
cpeacTs

MoarotoBKa aHa/lMTMYECKOro OT4yeTa MO pe3y/abTaTamM MNpPoBeAeHHbIX
CepTUPUKALMOHHBIX UCMbITaHUA cpeacTs n cuctem 3awmtbl CCCI ot
HA, 3TKC n popmynnpoBaHue BbIBOAOB MO OLLEHKE 3aLUMNLLEHHOCTH

MoAaroToBKM OTYETHbLIX A4OKYMEHTOB Mo utoram nposegeHmnsa HUOKP B
COOTBETCTBMU C HOPMATUBHbIMW AOKYMeHTamu UM TpeboBaHUAMMK
3aKasumka

Heobxoanmbie ymeHus OpraHu3oBbiBaTb cbop, 06paboTKy, aHaAM3 U cUCTEMATM3ALMIO
HayYHO-TEXHUYECKON MHGOOPMALLMM, OTEYECTBEHHOTO U 3apyberkHoro
onbiTa no npobnemam WHGOPMALMOHHON 6GE30MacHOCTU ceTel




3N1EKTPOCBA3M, BbIPAabOTKY NpeasioxKeHNN Mo BONPOCaM KOMMIEKCHOTO
obecnevyeHus MHGoOpMaLMOHHON 6E30NaCHOCTU CeTel 3/1eKTPOCBA3N,
pa3paboTky mogenein yrpo3 HA K ceTam aneKTpocBA3m

MNpoBoguTb BbIbOp, MccnenoBaTb 3GEKTUBHOCTL UM paspabaTbiBaTb
TEXHUKO-3KOHOMMUYECKOE 060CHOBAHWE MPOEKTHbIX PELIEHNA CpeacTs
n cuctem 3awmtbl CCC3 ot HA, 3TKC c uenbio obecneyeHusn
Tpebyemoro ypoBHS 3aLULLEHHOCTH

MnaHnpoBaTb 3Tanbl BbinoaHeHMAa HUOKP no cosgaHuio cpeacts u
cnctem 3awmtbl CCC3 ot HA, 3TKC

PacnpegensTtb 3agaum cpeau ucnonHuteneir HUOKP no cospaHuio
cpeacts 1 cuctem 3awmtbl CCC3 ot HA, 3TKC, KOHTPOAMPOBATL CPOKMU
N KauyecTBO MX UCMOIHEHMA

OpFaHVI3OBbIBaTb noAroToBky Hay4YHO-TeEXHUYECKUX OTHETOB, O630pOB,
I'Iy6J'IVIKaLI,VIl7I No pe3ynbTaTaM BbINO/IHEHHbIX MCCﬂeAOBaHMVI

OpraHM30BbIBaTb COMPOBOMAEHME pPa3paboTKM TEXHUYECKUX U
nNporpaMmHo-anmnapaTHbiX  CPeACTB  3aWuThl M 06paboTKM
NMHdOPMaLNN B CETAX NEKTPOCBA3M

Heobxoanmble 3HaHUA

HaunoHanbHble, MErocy4apCTBEHHbIE 7 MeXKayHapoaHble
CTaHZApPTbl, YCTaHaBAMBawWMe TpeboBaHMA K OpraHM3auum wu
nposegeHnto HMOKP, onbiTHOM 3KcnayaTaumm cpeacts U CUCTEM
3awmTbl CCCI ot HA, 3TKC

PykoBogawme UM meToaMyeckMe [AOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbiX OpraHOB UCMOAHUTENLHOM BAACTW, YCTaHaBAMBalOWME
TpeboBaHMA K OpraHMsauMm W NpoBeAeHW0 aTTecTaummM W
cepTUOMKALMOHHbBIX UCNbITaHWIA cpeacTB U cuctem 3awutbl CCCD ot
HJ, 3TKC

OcHoBHble cpeacTBa M cnocobbl obecnevyeHnAa WMHPOPMALLMOHHOM
6e30MacHOCTM, MPUHLMMbI MOCTPOEHUS CPEACTB U CUCTEM 3aLLUTLI
CCC3 ot HA, 3TKC

MHCTpYMeHTalbHble CPeacTBa KOHTPOAA M UCMbITaHWI Ccpeacts U
cnctem 3awmtbl CCCI ot HA, 3TKC 1 meToAnKa UX MPUMEHEHMA

HauuoHanbHble, MEeXrocyaapCcTBeHHble " MexXayHapoaHble
CTaHAapThbl, ycTaHaBAMBaloLWme TpeboBaHMa No 3awmre MHbopmaLuu,
aHann3y 3alMLIEHHOCTM CeTel 3/1EeKTPOCBA3M M OLLEHKE PUCKOB
HapyLlieHnsa ux MHdopmaLMoHHOM Be3onacHoCTH

[pyrve xapakTepncTukm

3.5. O606wWweHHan TpyaoBasa GyHKLUA

HammeHos | ObecneyeHne 3alnTbl CPeACTB CBA3N ceTell
aHue CBA3W CneumanbHOro HasHadeHua ot HJl KBannduKaumm

Koa £ YpoBeHb

MpoucxoxaeHue

OpuruHan X |3anmcTBOBaHO




0606LeHHoM TpyaoBoi

13 OpUrnMHana

dYHKUMM
Koa PerncrpaumoHHbIn
opurMHana Homep
npodeccnoHanbHOro
CTaHpapTa
Bo3moxHble CTapLlumin nHxeHep
HanMeHOBaHUA CTapLunit nHKeHep-pa3paboTUnK

OOMKHOCTeN, npodeccuii

CTapwuii uHKeHep cneuynanbHOM CBA3K
KOHCYNbTaHT NO cneunanbHbIM TEEKOMMYHUKaUUAM

TpeboBaHMA K

Bbicwee 06pasosaHme - cneynannutTet uan marncrtpaTtypa B obnactu

06pa3oBaHuio M 06yyYeHno | MHPopMaLumoHHOM 6e3onacHoCTH

TpeboBaHMWsA K ONbITy

NnpaKTMYecKon paboThbl

He meHee ogHoro roga B chepe obecneyeHmn 3awmtbl CCC ot HA,
nmbo pas3paboTKM cpeacTB U CUCTEM TAKOW 3aLLUTDI

Ocobble ycnosums gonycKa

K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaumocTu)

[pyrve xapakTepncTukm

PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAndbUKaLmm B 061acTM MHGOPMALMOHHOM
6e3onacHoCTH

JononHutenbHble XapaKTepUCTUKKN

HanmeHoBaHue Kog HaumeHoBaHMe 6a30BoW rpynnbl, A4OJKHOCTK (Npodeccum)
OOKyMeHTa WU cneumanbHOCTU
OK3 2519 Pa3paboTumKmM U aHAaAUTUKM NPOrpaMMHOro obecneyeHuns u
NPWUIOXKEHWUN, HE BXOAALLME B ApYyrue rpynnbl
EKC - 3aBeayowuii (HayanbHUK) HayYHO-UCCNeA0BaTENbCKMM

oTaenom (nabopatopueit) yuperkaeHuns; 3aseayoLinia
(HaYaNbHMK) Hay4YHO-UCCNEAOBATE/ILCKUM CEKTOPOM
(nabopatopueit), BXoaALMM B COCTAB Hay4YHO-
nccnenoBaTeNibckoro otaena (otaeneHus, nabopatopum)
MHCTUTYTa

MHKeHep-KOHCTPYKTOP (KOHCTPYKTOP)

NHKeHep-nporpaMmmumcT (Nporpammmcr)

MHKeHep-NpoeKTUPOBLLMK

HayuHbIli COTPYAHMK

Cneumanuct no 3awmTe MHPopmauun

CTapLumMit Hay4YHbI COTPYAHUK




oKnAarTp 22016 3aBeaytowuii nabopatopueit (HaydyHo-UCCNea0BaTEIbCKO)
22827 UH¥KeHep-NPOoeKTUPOBLUMK
26579 Cneumannct no 3awmTte MHGopmaLmnu

OKcCO 2.10.04.01 NHdopmaumoHHas 6e30nacHOCTb

2.10.05.01 KomnbloTepHas 6e3o0nacHOCTb

2.10.05.02 NHbopmaumoHHas 6e30NacHOCTb TEIEKOMMYHUKALMOHHbIX

cncTtem

2.10.05.03 NHpopmaLMoHHan 6€30NacHOCTb aBTOMAaTU3UPOBAHHbIX

CUCTEM

2.10.05.04 NHbOopMaLMOHHO-aHAaNUTUYECKME cucTemMbl 6e30MacHOCTU

2.10.05.05 Be3sonacHOCTb UHPOPMALMOHHbBIX TEXHO/IOTUI B

npaBooxpaHuTenbHo chepe

2.10.05.06 Kpuntorpadwusn

2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BedKam

3.5.1. TpypoBasa ¢pyHKUuUA

HanMeHoB OpraHu3sayma GYHKLMOHUPOBAHMA ceTel YpoBeHb
AHne CBA3M CNeuynasbHOro Ha3HA4YeHMA U UX Koa | E/01.7 |(noaypoBeHsb) 7
CpeAacTB CBA3U KBanmduKkaumnu
MpouncxoxaeHne 3anmcTBOBaHO
P o A OpuruHan X
TPYA0BOM QYHKLNM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

BbIiNo/NHEHWE KOMMIEKCAa MEepOnpUATUIA NO MOHTaXKy CpeacTB CBA3M
ceTeli CBA3M CrneumanbHOro HasHavYeHus

BbinonHeHne nycCka W Hanagkyn Cpeacrts  CBA3U ceTeit cBA3MN
cneynanbHOro HasHa4yeHuA

KoHTponb  3ddeKTUBHOCTM  PYHKLUMOHMPOBAHUA  KOMIMJIEKCHOM
CUCTEMbI 3aLUMUTbl COOPYKEHUIM W CPeacTB CBA3WM CEeTel CBA3M
cneumanbHOro HasHauveHua ot HJ, BKAtOYan BbiABJAEHME UHLUAEHTOB,
KOTOpble MOryT MpPMBECTM K COOAM WM HapyLeHUulo  UX
OYHKUMOHMPOBAHMA  MAM  BO3HUMKHOBEHMIO yrpo3 6e3onacHocTH
MHbOPMALMK, UMPKYAUPYIOLWEN B HUX, @ TaKKe pearnpoBaHMe Ha
TaKMe UHUMAEHTbI




Heobxogmmble ymeHUs OpraHM30BbIBAaTb MOHTA), HAaCTPOMKY U 3KCMIyaTaLMio CpencTB CBA3U
ceTell CBA3W CNeLManbHOro Ha3HAYeHUsA, CPEACTB N CUCTEM UX 3aLLMUTDI
ot H/,

MpoBOoAUTb KOMMNNEKCHOE TECTUPOBAHME, MYCK W HanagKy Ccpeacrs
CBA3W CeTell CBA3M CrneuManbHOro HasHayYeHus, cpeacTB U CUCTEM WX
3awmTbl oT HA,

OcywectBnsaTe  KOHTPO/b  3OPEKTUBHOCTU  DYHKLMOHMPOBAHMA
KOMM/IEKCHOM CUCTEMbI 3aLLMTbl COOPYXKEHUA U CPeACcTB CBA3M ceTel
CBA3M CneuyanbHOro HasHavyeHma ot HA

PaspabatbiBaTb  NpeasorKeHus No  COBEpPLIEHCTBOBAHUIO U
nosblWeHUO 3OGEKTUBHOCTM MNPUHUMAEMbIX TEXHUYECKUX Mep U
NPOBOAUMBIX OPFraHM3AUMOHHBIX MEPONpPUATUIA No obecneyeHUo
3alMTbl COOPYMKEHUM WU CPeacTB CBA3WU CeTel CBA3U ChneumanbHOro
Ha3Ha4vyeHua ot HA

OpraHu3oBbIBaTb pPaboTbl MO BbINOAHEHMIO TpeboBaHU pexnma
3aLWMTbl MHGOPMALLMM OFPAHMYEHHOrO A0CTYNa

PaspabatbiBaTb MeTOAgMYECKME MaTepuanbl M OpraHM3auUMOHHO-
pacnopAguTenbHble  AOKYMeHTbl MO obecneyeHWo  3aWuThl
COOPYKEHUIM N CPeACTB CBA3M CETEN CBA3N CNeLmnanbHOro HasHavyeHus
ot H/

Heobxoanmble 3HaHWUA Mogenu yrpo3 HI K COOpyXeHUsIM U CpeacTBam CBS3U CeTel CBA3n
CMNeLManbHOro HasHayeHus

CocTaB M HasHayeHWe annapaTHO-MPOrPaMMHbIX CPeacTB 3auUTbl
COOPYKEHUIM N CPeACTB CBA3M CETEN CBA3N CNeLmnanbHOro HasHavyeHus
ot H/

HOpMaTMBHbIe npaBoBble aKTbl, pyKoBOogAWME WU METOAUYECKUE
AOKYMEHTbI YNO/THOMOYEHHDbIX cbep,epaanblx opraHos
NCNONIHUTE/IbHOM B/N1aCTU, yCTaHaB/nBakwwmue T|OE6OBaHMFI no 3awute
MH(I)OpMaLI,MM ceTel cBA3n cneuynanbHOro HasHa4yeHuA

MeToabl KOMNIEKCHOro obecneveHuns 3alWnTbI coopymeHMﬁ n cpeacte
CBA3U CeTen CBA3U cneumanbHOro HasHayeHunAa ot H/,

Mokasatenu apHeKTUBHOCTU NPUMEHAEMBIX MPOrPaMMHO-annapaTHbIX
(8 TOM uncne KpunTorpadUUecknx) U TEXHUUYECKUX CPEeACTB 3aluuThl
CPeAcCTB CBA3W ceTell CBA3M crneunanbHoro HasHayeHus ot HA

[pyrve xapakTepncTukm -

3.5.2. TpyaoBsaa GpyHKUuuA

HauMeHOB MposeaeHne HUOKP B chepe pa3paboTku YpoBeHb
ahue ceTen CBA3M cneumanbHOro HasHadeHma nux | Koa | E/02.7 |(noaypoBeHb) 7
cpepncTs cBA3M, BKAtoYaa CK3U KBannbuMKaumnm

MpoucxoxaeHue OpuruHan X |3anmcTBOBaHO




TPYA0BOM QYHKLNM

13 OpUrnMHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

Pa3pa60TKa pa3aenoB TeXHNYeCKOoro 3agaHnA Ha NPOEKTUPOBaHNE U
MO,D,VICI)MKaLI,VIIO 9/1eMEeHTOB U CUCTEM  3aWLUTbI cetel cBA3MU
cneunanbHOro HasHayvYeHUA U nx cpeacTs ceAsu ot HA

npOEKTMpOBaHVIe 3/1EMEHTOB UM CUCTEM  3alLUTHI ceTeit CBA3N
cneynanbHOro HasHa4yeHuA U nX cpeacTe CBA3U OT HA,

Pa3paboTKka mMeToAMK NpoBeAeHMA UCMbITAaHUIN 3N1EeMEHTOB M CUCTEM
obecneyeHuMa 3aWMTbl CeTel CBA3W CrneuuanbHOro HasHaYyeHua U KX
cpeacts cBAsM oT HA

KOHTpONb COOTBETCTBMA TEXHUYECKOMY 33[aHMI0  pe3y/bTaToB
NPOEeKTUPOBAHUA 3/1IEMEHTOB U CUCTEM obecneyeHuns 3alWnThbI ceten
CBA3M CNeuyanbHOro Ha3HaAYeHMA N Ux cpeacTs ceaAsm oT H/,

Heobxoanmbie ymeHus

MpoBoAanTb CHOP M aHaNMU3 UCXOAHbIX AAHHbIX ANA Pa3paboTKU U
MoANOUKAUMN  SN1IeMEHTOB UM CUCTEM  3alUuTbl  ceTeid  CBA3U
cneumanbHOro HasHadeHua u ux cpeacTts cBsAsm oT HA,

MNpoBOAUTL CpPaBHUTENbHLIA aHaAU3 CceTell CBA3U CneuuManbHOro
Ha3HaAYeHMA U UX CPEeACTB CBA3M MO MOKas3aTeNAM MX 3aLUMLLEHHOCTU
ot H/

Pa3spabaTbiBaTb NPOEKTbI, TEXHWYECKME 3afaHuA, NAaHbl U rpaduKu
nposeaeHuMa paboT Mo 3awuTe ceTeld CBA3W  cheuManbHOro
Ha3HayeHMA U UX cpeacTs cBA3n oT HJ, HeobXoANMMYIO TEXHUYECKYIO
OOKYMeHTaLUMIo

ObecneumBaTb paUMOHanbHbIA BblbOp 3nemeHTHOM 6a3bl npwu
pa3paboTKe M NPOEKTUPOBAHWM CceTeill CBA3M  CrneLMasibHOro
Ha3HaYeHMA M UX CPeACTB CBA3U

PaspabatbiBaTb MNOAMTUKY 6e3omacHocTW, BbIOMPaATb MeToabl U
cpeactBa  obecneveHus  3aluMTbl  CeTel  CBA3M  CMeLMasbHOro
Ha3HA4YeHMA N Ux cpeacTs cBaA3n ot H/,

OueHuMBaTb COOTBETCTBUE pPe3ynbTaToB NPOEKTUPOBAHNA 3/1IEMEHTOB U
CUCTEM 3allnThbI ceTel cBs3m cneunanbHOro HasHa4eHnA U nx cpeacTts
ceAsu ot HA, TEXHUYECKOMY 3a4aHNIO

MpoBoAMTbL aHaNM3 BbINONHEHUA TpeboBaHUI 3aLUMLLEHHOCTU ceTel
CBA3W CneumanbHOro HasHayeHua u ux cpeacrts csasm ot HJ,

Heobxoanmble 3HaHKA

anIHLI,MI'IbI NOCTPOEHUA ceTel cBA3n cneunanbHOro HasHa4yeHuA

Cnocobbl ¥ cpeactBa 3awmTbl  MHPOPMaUMKM  OT  YTEYKM MO
TEXHMYECKMM KaHafam 1 MeToAbl KOHTPOSA X 3GPEKTUBHOCTH




OCHOBHblE XapaKTEPUCTUKM U NOKasaTenn apPeKTUBHOCTU 3N1EeMEHTOB
M CUCTEM 3aWMTbl CEeTel CBA3M CMEeLMasbHOrO Ha3HAYeHUA U UX
cpeacTs cBaA3n ot H/,

MpuHuMnbl  paboTbl  371eMEHTOB UM GYHKUMOHANbHbLIX  Y3/10B
3/1eKTPOHHOWM annapaTypbl, TUMOBbIE CXEMOTEXHUYECKME peLleHUs
OCHOBHbIX Y3/10B U 6/10KOB 31€KTPOHHOM annapaTypbl

MeToanKK pacyeToB M MNPOEKTUPOBAHUA CPeaCTB U CUCTEM 3aLUUTDI
ceTen cBA3mU cneunanbHOro Ha3HayYeHnA uU nx cpeacts cBAasu ot HA

OcHOBbl  MOZENVPOBaHMA  OYHKUMOHMPOBAHWA  CeTell  CBA3M
CMNeLManbHOro HasHayeHus

HaunoHanbHbIe, MEKrocy4apCTBEHHbIE 7 MeXAayHapoaHble
CTaHAapTbl, YyCTaHaBAMBalOWMe TpeboBaHUSA K oOpraHu3auuu u
nposeaeHnio HWUOKP, onbITHOM 3KchyaTauum 3/1E€MEHTOB U CUCTEM
3alMTbl CETEN CBS3M CMeLMasibHOro HasHa4YeHUs U UX CPeacTs CBA3MU
ot HA

HopmaTuBHble NpaBoOBble aKTbl, PYKOBOAALLME W MeETOANYECKME
OOKYMEHTbI YNOJAHOMOYEHHbIX depepanbHbIxX OopraHos
WCNOSIHUTENbHOWM BIACTK, YCTaHaBAMBatowme TpeboBaHNs K cuctemam
3alMTbl CeTel CBA3M CMeLMasbHOro Ha3sHAYeHUA U UX CPeacTB CBA3MU
ot H/

[pyrve xapakTepncTukm

3.5.3. TpypoBasa ¢pyHKUuUA

KoHTposb 3awmueHHocTn oT HA, n YpoBeHb
HanmeHoB P taw o A P
ahue $YHKUMOHaNbHOCTUN ceTel cBA3M Koa | E/03.7 |(noaypoBeHb) 7
crneunanbHOro HasHavyeHus KBanmMduKaumum
MpoucxoxaeHue 3anmcTBoBaHO
P o A OpuruHan X
TPyAoBOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

AHaNN3 M oueHKa yrpos H/ K ceTam €BA3M cneumanbHOro HasHayeHmA

AHanMs ©n  oueHKa pabotocnocobHocT U 3dPEeKTUBHOCTU
npUMeHAEeMbIX NporpaMmmMmHoO-annapaTHbIX (B TOM yuncne
Kpuntorpadpuyeckmx) M TEXHUYECKUX CPEeACTB 3aliuTbl ceTeil CBA3M
cneunanbHOro HasHaveHua ot HA,

ATTectaums sawmueHHocT ot HAO 1 GYHKLUMOHANLHOCTM ceTell CBA3N
cneumanbHoro HasHaveHma




MHCTPYMEHTANbHbIA  MOHUTOPUHI  3aliMWEHHOCTM oT HO w
bYHKLMOHaNbHOCTU CeTel CBA3W CMeLManibHOro Ha3HavyeHuA

Heobxoanmble ymeHus

BbiABNATL M oueHuMBaTb Yyrpos3bl HO K ceTAm cBA3M cneunanbHoOro
Ha3Ha4YeHunA

MpoBoanTb NpoBepKy pabotocnocobHocTM U 3PPEeKTUBHOCTU
npUMeHAEeMbIX NporpamMmmMmHoO-annapaTHbIX (B TOM yuncne
Kpuntorpadpuyeckmx) M TEXHUYECKUX CPEACTB 3aluUTbl CeTei CBA3M
cneumanbHOro HasHadyeHua ot HA

HDOBOAMTb MHCprMeHTaJ'IbeIVI MOHUTOPUHTI 3alUNULEHHOCTU cete
CBA3M CNeunanbHOro HasHavyeHua ot HA,

PaspabatbiBaTb NPeANoXKeHNa No HelTpanmnsaumm yrposbl HI K cetam
CBA3M CNeumManbHOro HasHavyeHun

npOBOAMTb TEXHUYECKHNE p360TbI npu arrectauunm ceTei cBA3U
cneynanbHOro HasHa4yeHuA

Heobxoanmble 3HaHUA

OcHOBHble  yrposbl HO ¥ Mogenu Hapywutensa MOJAUTUKU
MHbOpMaUMOHHOM 6e3onacHOCTM ceTell  CBA3M  CNeuunasibHoro
Ha3Ha4yeHuA

HopmaTuBHble  npaBoBble  aKTbl MO  OPraHU3auMKM  3aLLMUTbI
rocyAapCTBEHHOM TallHbl W KoHbMAeHUManbHON MHbOpPMaLUK,
3aJa4am OpraHoB 3alLMTbl FOCYAaPCTBEHHOM TaliHbI

Cnocobbl M cpeactBa  3awmTbl  MHPOPMAUMKM  OT  YTEYKM MO
TEXHWUYECKMM KaHa/am Y MeToAbl KOHTPOIA UX 3GPEKTUBHOCTH

MeToAMKM  OLEHKN YA3BMMOCTE CceTe CBA3M  cheumanbHOro
Ha3HaYyeHMA C TOYKM 3PEHUA BO3MOXKHOCTM H/,

CpeACTBa dHan3a W KOHTPO/A 3allUWEHHOCTU ceTen cBA3K
cneynanbHOro HasHa4vyeHuA

OcHoOBHble KpunTorpadumyeckne meToabl, ANFrOPUTMbl, MPOTOKO/bI,
ncnonb3yemble gja obecnevyeHus 3aWwmTbl CETEN CBA3U CNeLManbHOro
Ha3Ha4vyeHua ot HA

npOFpaMMHO-aI'II'IapaTHbIE cpencrtea obecneyeHus 3awnTobl cete
CBA3M CNeunanbHOro HasHavyeHua ot HA,

OpraHM3aUMOHHO-TEXHUYECKME MEPONPUATUA NO 3alMTe CceTell CBA3M
CneumManbHoro HasHaveHusa ot HA 1 nx adpdeKkTMBHOCTb

HopmaTuBHble NpPaBOBble aKTbl, PYKOBOAALWME UM MeETOAUYECKME
OOKYMEHTbI YNONHOMOYEHHbIX denepanbHbIxX opraHoB
WCNOJIHUTENbHOWN BAIAacTK, YCTaHaB/MBatowWwMe TpeboBaHUs K cucTtemam
3alLMTbl CETEN CBS3M CMeLMasibHOro HasHa4YeHUs U UX CPeacTB CBA3MU
ot HA

[pyrve xapakTepnctuku

3.6. O606wWeHHan TpyaoBasa GyHKLUA




HanmeHoB | YnpasneHue passutnem cpeacTts U CUCTEM Ko r YpoBeHb 7
aHne 3awmTtbl CCCO ot HY, A KBasnduMKaumnm
MpoucxoxaeHue
o o 3anmcTBoBaHoO
0606wweHHoM TpyaoBson | OpurnHan X
n3 opurnHana
dYHKLMM
Kop, PerncrpaumoHHbIn
opurMHana HOomep
nNpodeccnMoHanbHOro
CTaHpapTa
Bo3moOHble HauanbHUK (pykoBoautenn) otaena (otaeneHma) cucTtem 3amThbl
HanMeHOBaHUA nHbopmaumun
OOMKHOCTeN, npodeccnii | Beaywmin nHxeHep-pa3paboTumnk
TpeboBaHua K Bobiclwee 06pa3oBaHue - cneLmanmTeT UAKM MarncTpaTypa
06pa3oBaHUIo N 0b6yUeHUto
TpeboBaHMA K OMbITY He meHee Tpex net B chepe obecnevenuns sawmtbl CCCI ot HA nam

npakTUYeckol paboTsbl pa3paboTKu CPeacTB U CUCTEM TaKOW 3aLLMUTbI

Ocobble ycnoBusa gonycka |Hanuume gonycKka K rocyaapcTBeHHOM TalHe (npu Heob6xo4MmocCTH)
K paborte

[pyrve xapakTepucTuKu PekomeHayeTcs aonosiHUTEeNbHOE NpodeccMoHanbHoe obpasoBaHue -
nporpammsl NOBbILEHUA KBannpUKaLmm B 061acTv HGOPMaLMOHHOM
6e3onacHocTH

[ononHuTenbHble XapaKTepUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30BoM rpynnbl, 4OAXKHOCTU (Npodeccum)
OOKyMeHTa WAN CneLmanbHOCTH
OK3 1223 PyKkoBoguTenn noapasaeneHnii No Hay4YHbIM UCCieA0BaHMAM

n paspaboTkam

EKC - MeHepep

- HauanbHuK oTaena (nabopatopumn, cektopa) no sauute
nHpopmauunm

- Cneumanuct no 3almTe MHGopmauun

oKnAaTp 24074 MeHeasKep B noapasaeneHuax (cnyxbax) HayuHo-
TEXHWUYECKOrO Pa3BUTUA

OKcCO 2.10.04.01 NHdopmaumoHHas 6e30nacHOCTb

2.10.05.01 KomnbloTepHas 6e3o0nacHOCTb




2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

2.10.05.03 NHdopmaumoHHas 6e30nacHOCTb aBTOMAaTU3NPOBAHHbIX

cncrtem

2.10.05.04 NHbopmMaLMOHHO-aHaNUTUYECKMe cucTembl 6e30MnacHOCTU

2.10.05.05 Be3sonacHOCTb MHPOPMALIMOHHbIX TEXHO/IOTUIA B

npaBooOXpaHUTeIbHOM chepe

2.10.05.06 Kpuntorpadus

2.10.05.07 MpoTnBoaencTBME TEXHUUYECKUM pPa3BeaKaM

3.6.1. TpyaoBsaa GpyHKUuuUA

YnpasneHne puckamm CUCTEM 3aLUTbI CeTen YpoBeHb
HammeHos
AHe aneKkTpocsAsn ot HA, Koa | F/01.7 |(noaypoBeHb) 7
KBannduMKaumnm
MpoucxoxaeHne 3anmcTBOBaHO
P o A OpwuruHan X
TPYAOBOM GYHKUMUM U3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

dopmupoBaHue uenelr, NPUOPUTETOB W OFPAHUYEHUIN CUCTEMDI
3alMTbl CeTM 3/1eKTpocBaA3n oT HM, B TOM 4YuCAe UX U3MEHEeHWe Mo
Mepe U3MEHEHMA BHELHWX YCAOBUA U BHYTPEHHMX noTpebHoCcTel,
BKAOYaA TpeboBaHMA YNONHOMOYEHHbIX deaepanbHbiX OpraHoB
NCMNONHUTENbHOW BNACTK

AHann3 BHYTPEHHMX U BHELWHMX yrpo3 HA, K ceTu 3fieKTpocBaAsn

MoarotoBKa NIaHOB Pa3BUTUA, MOAEPHU3ALMM CUCTEMbI 3aLLUTLI CETH
anektpocsaAsn ot HA, dopmupoBaHue TpebOBAHUI K OTAE/IbHbIM
3N1eMEHTaM U CUCTEME B LLEJIOM

KoHTpob UcnosiHeHMA paboT No pa3BUTUIO, MOAEPHM3ALUM CUCTEMBI
3aWMTbl CETU INeKTpocBA3M oT H/,

Heobxoanmble ymeHUn

q)OpMMpOBaTb ncxoaHble AaHHble n orpaHmn4yeHunA npu
NPOEKTUPOBAHNU CETU I/TEKTPOCBA3N

MpoBoanTb aHanu3 yrpo3 HA, K ceTn aneKTpocBaAsmn

MpUMEHATb METOAONOMMNI0 MEHEeAXMEHTa PUCKOB MHOOPMAaLMOHHOM
6e30MacHOCTM B  TE/IEKOMMYHWUKAUMOHHbBIX CUMCTEMAX MW ceTsx
3N1EKTPOCBA3N




MpoBoAMTb MPOBEPKY OpraHu3auMii Ha coOTBeTCTBME TpeboBaHMAM
HOPMATUBHbIX MNPaBOBbIX aKTOB B 06/1acTM  3aWuTbl  CeTel
aneKkTpocsAasm ot H/,

OpraHun3oBbIBaTb M NPOBOAUTbL NOATOTOBKY OT3bIBOB U 3aK/IOUYEHUI Ha
HOPMaTUBHO-MeToAnYecKme MmaTepuanbl n TEXHUYECKYIo
OOKYMEHTaLUMIO CUCTEM 3aLUTbI ceTel sneKkTpocsasun ot H/

Heobxoanmble 3HaHUA

CocToAHME UM NepCcrnekTUBbl Pa3BUTUA CUCTEM 3alMUTbl  CeTei
aneKkTpocsAasm ot H/,

Mogenv yrpo3s HL, K ceTAm 3/1eKTpoCBA3M

HopmaTuBHble NpaBoBble akTbl B 06/1acTV CBA3K, MHbOPMATU3ALMM U
3aWwmThl MHGOpMauUn

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbIX OPraHOB  MCMOJHUTENbHOM BAACTM MO 3aluTe
nHbopmaumnn

OcHoBbl mogenupoBaHua 3TKC M yrposbl Ux WMHGOPMALMOHHOMN
6e3onacHoCTH

MeTtoponormna MeHeaXMeHTa PUCKOB VIHCI)OpMaLI,VIOHHOﬁ
6esonacHocTM B TENEKOMMYHUKALMOHHbBIX CUCTEemMax WU CeTAX
9/1IEKTPOCBA3N

[pyrve xapakTepncTukm

3.6.2. TpyaoBaa GpyHKUuUA

YnpaBieHne OTHOLWEHUAMM C NOCTaBLUMKAMMU
N NoTpebuTenamm NporpammHbIx, YpoBseHb

HavmeHoB

AHe nporpammHo-annapaTtHbIX (B TOM yncnie Koa | F/02.7 |(noaypoBeHb) 7
Kpuntorpadpuyeckmx) U TEXHUYECKUX CPEACTB KBanmduKaumnm
n cmctem 3awmTbl CCC3 ot HA

MpouncxoxaeHune 3anmcTBoBaHO

P . A OpuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

AHanu3  pblHKa  NPOrpPammHbIX,  MPOrPaMMHO-aNNapaTHbIX W
TEXHUYECKNX cpeacts u cuctem 3awmtel CCCO ot HA B uenax
onpefeneHnss HOMEHKNATYpPbl, XapaKTePUCTUK, YC0BUIA MNOCTaBKU WU
BbIMO/IHEHUA TpeboBaHWI HOPMATUBHbIX AOKYMEHTOB K cpeacTBam
3awmTtbl CCCO ot HY,

AHanus TEKYWMNX U NEePCNEeKTUBHbIX TpeGOBaHMVI, npeagbAasaaemblX




noTpebuTenaMmm K MPOrpaMMHbIM, MPOrPaMMHO-annapaTHbIM U
TEXHUYECKUM cpeacTBam M cmuctemam 3awmtbl CCCO oT HL c TOYKM
3peHuMA HOMEHKNATYpbl, PYHKLMOHANbHOCTU 1 YCIOBUIA NOCTABKM

MpuobpeteHne cpeacts n cuctem 3awmtbl CCCI ot HA, BKAtoYaa ux
npeagsapuTenbHble " npuemMoYyHble UCMbITaHWA,  OMbITHYIO
3KcnJyaTaumio

NHbopmmMpoBaHME NOTEHUMANBHbIX NOTpebuTenein cpencTe U CUCTEM
3awmtbl CCC3 oT HO 0 HOMEHKNAType, XapaKTepPUCTUKAX MU YCAOBUAX
NOCTaBKM cpeacTs 1 cnuctem 3awmtbl CCCI ot H/,

MocTaBkM cpeactB n cuctem 3awmtbl CCCO ot HA, dopmuposaHme
MaKeToB 3aKa3oB, MNAHMPOBaHME W peryaMpoBaHue o06bemos
NoCTaBoK

Heobxoanmble ymeHUn

MpoBoANTb aHaN3 PbIHKA NPOrPaMMHbIX, MPOrPaMMHO-annNapaTHbIX U
TEXHUYECKNX cpeacTs 1 cuctem 3awmTel CCC3 ot HA,

OpraH130BbIBaTb MHGOPMUPOBaAHME NOTEHUMANBbHBIX NOTpebuTenei o
HOMEHKNATYpe, XapaKTePUCTUKAX M YCNOBUAX MOCTaBKM CPeacTs U
cnctem 3awmtbl CCCI ot HA

OpraHn3oBbIBaTb M BbINOJIHATL 3aKa3 CPEACTB U cuctem 3awmTel CCCI
ot HA

OpraHn3oBbIBaTb MOCTAaBKU CPeACTB M cucTem 3awmTbl CCCI ot HA

AHaNN3NPOBATbL COCTOAHUE PbIHKA CPeacTB U cnctem 3awmTsl CCCI ot

HA

Heobxoanmble 3HaHUA

OCHOBHble  Mpou3BOAUTEAM U NOCTABLWMKM  NPOrPammHbIX,
NPOrpaMMHO-annapaTHbIX U TEXHUYECKUX CPeacTB M CUCTEM 3aLLUTHI
CCCO ot HMO, TexHM4YecKne XapaKTepUCTMKM COOTBETCTBYHOLLErO
obopypnoBaHMAa N nporpammHoro obecneyeHus

MopAAoK 3aKa3a U NOCTaBKM MPOrPamMmMHbIX, MPOrPamMmMHO-annapaTHbIX
N TEXHUYECKUX cpeacTB n cnctem 3awmtbl CCCO ot H/,

TpeboBaHua noTpebutenei K yposHto 3awmueHHoctn CCCI ot HA,

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbiX OPraHOB  MCMOJHUTENbHOM BAACTM MO 3aliuTe
nHbopmaumnm

[pyrve xapakTepnctuku

3.6.3. TpyaoBsaa GpyHKUuuA

ynpaBneHme OTHOWEHUNAMMU C PETYNATOPaAMU

B chepe 3awuTbl UHGOPMALUKM U YpoBeHb

HanmeHoB o

AHe obecneyeHna 6e30NacCHOCTU KPUTUYECKO Koa | F/03.7 |(noayposeHsb) 7
MHGOPMALNOHHOM MHPPACTPYKTYpPSI KBanmduKkaumnm

Poccuiickoin Pepepaumn




MpouncxoxgeHue
TPYA0BOM QYHKLNM

OpuruHan X

3anmcTBOBaHO
M3 opurnHana

Koa PerncrpaumoHHbIn
opUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

MOHUTOPUHI HOPMATMBHbBIX MPABOBbLIX aKTOB, PYKOBOAALMX U
METOANYECKUX JOKYMEHTOB YNOJHOMOYEHHbIX dpeaepasbHbIX OpraHoB
NCNoaHUTENbHON Bnactu B chepe 3awmtbl CCC3 ot HA, u obecneyeHus
6€30MacHOCTN KPUTUYECKON MHDOPMALLMOHHOM MHOPACTPYKTYpbI

CornacoBaHve C YMNOJHOMOYEHHbIMM deaepanbHbIMKM  OpraHamu
NCNOIHUTENbHOM BNACTU YCIOBUIM MOCTaBKM CPEACTB U CUCTEM 3aLLMUTI
CCC3 ot HO wn obecneyeHna 6e30MacHOCTU  KPUTUYECKOM
MHPOPMALUNOHHOM MHPPACTPYKTYPbI

MpoBeaeHne cepTudUKaumm cpeacts u cuctem 3awmtbl CCC3 ot HA u
obecneyeHns  6e30MacHOCTM  KPUTMYECKON  UHGOPMALMUOHHOM
MHOPACTPYKTYPbl B COOTBETCTBUM C TPebOBaHUAMM HOPMATUBHbIX
NpaBoOBbIX aKTOB U B cMCTEMax A06PpOBONbHOM cepTUdMKaLUM

OpraHusauma u nposegeHue atrectaumm 3TKC B COOTBETCTBMMU C
TpeboBaHMAMM HOPMATUBHbIX NPABOBbIX AaKTOB

Heobxoanmbie ymeHus

MpoBOAWUTL MOHWTOPUMHT WM aHA/IM3 HOPMATUMBHbLIX MPABOBbLIX AKTOB,
PYKOBOAAWMX W  METOOMYECKMX J[OKYMEHTOB YMOJIHOMOYEHHbIX
denepanbHbiX OPraHOB MCMNOJMHUTENbHOM BNAcTM B cdepe 3auThl
CCCO ot HAO wn obecneyeHnss 6e30NacHOCTU  KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

OpraHu3oBbIBaTb  MOJIyYEHME  OpraHM3aumMer  NIMULEH3UMM  Ha
NMLLeH3Upyemble BUAbl AeATENbHOCTM MO NPOM3BOACTBY TOBAapoB U
ycnyr B cdepe obecneveHumsa 3awmtbl CCCI ot HO u obecneueHun
6€30MacHOCTN KPUTUYECKON MHDOPMALLMOHHOM MHOPACTPYKTYpbI

OpraHu3oBbIBaTb  MOJlyd4eHME opraHusaumenn ceptuduMKaToB  Ha
Npou3BOACTBO TOBapoB M OKasaHuwe ycayr B cdepe obecneuyeHus
3awmtbl CCC3 ot HO n obecneyeHms 6e30MNACHOCTU KPUTUYECKOM
MHPOPMALNOHHOM MHPPACTPYKTYPDI

OpraHM30BbIBaTb NosyyYeHue skcnayatupyrouwen 3TKC opraHmsauymeit
paspewmnTenbHbIX [AOKYMEHTOB B COOTBETCTBUM C TpeboBaHMAMM
HOPMaTUBHbIX NPaBOBbIX aKTOB

Heobxoanmble 3HaHUA

HopmaTuBHble NpaBoBble aKkTbl B 06/1acTV CBA3KU, MHbOPMATU3ALMUM U
3aWwmThl MHGOpMaumn

HauunoHanbHble, MEeKrocyapcTBeHHble " MeKAyHapoaHble
CTaHAapPTblI B 06/1aCTV CPeAcTB U CUCTEM 3aALLUTLI CETEN 3/1EKTPOCBA3M
ot HA n obecneyeHuns 6€30MNaCcHOCTU KPUTUYECKOWN MHDOPMALMOHHOM

MHPPACTPYKTYpbI




HopmaTusHble npaBoOBble aKTbl NO OpraHM3auuM MpPoU3BOACTBA
ToBapoB M ycayr B cdepe 3awmTtbl CCC3 ot HAO, BKAwouaA
NINUEH3NPOBAHME TAKOWN AEATENBHOCTU

PykoBogawme U MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbiX OPraHOB  MCMOJIHUTENbHOM BAACTM MO 3aluTe
nHoopmauum  mn obecneyeHnss  6e30MACHOCTM  KPUTUYECKOM
MHGOPMALNOHHOM MHPPACTPYKTYpPSI

Mopagok ceptudmKaumm cpeacts n cuctem sawmtbl CCC3 ot HAO m
KOMMbIOTEPHbIX aTaK

Mopsagok atrectauum 3TKC Ha cooTBeTCTBME TpeboBaHUAM 3aLuUTI
nHbopmaumnm

[pyrve xapakTepnctuku

3.7. O606wWweHHan TpyaoBas GyHKLUA

HanmeHOB | DKCnepTM3a NPOEKTHbIX peLleHui B chepe Koa, G YposeHb 3
aHne 3awmtbl CCCO ot HA 1 KOMNbIOTEPHbIX aTak KBasndMKaumnm
MpoucxoxaeHue
o o 3anmcTBoBaHO
0606wweHHoM TpyaoBson | OpurnHan X
U3 opurnHana
dYHKLMM
Kop, PerncrpaumoHHbIn
opurMHana HOomep
nNpopeccnoHanbHOro
CTaHpapTa

Bo3moHble HauanbHUK (pyKoBOAUTENB) HAY4YHO-UCCNEA0BATENBCKOMO OTAENA
HaMMeHOBaHWA (nabopatopun)

OO0MKHOCTeN, npodeccuii

Beaywuii (rnaBHbIM) cneuyanmct no 3awuTe nHbopmaumnm
HayyHblli KOHCYNIbTAHT MO 3aWMTe UHPOPMaLUN

TpeboBaHua K
0bpa3oBaHuMIo N 0bydeHUto

Bbicwee obpasoBaHue - cneumanmTeT UamM MaructTpaTypa
nnu
Bbicwee obpasoBaHue - acnMpaHTypa (aaAbloHKTYpa)

TpeboBaHMsA K OnbITy
NnpaKTMYecKon paboThbl

He meHee nATK neT B cOCTaBe KONNEKTUBOB Mo BbiNosHeHMo HUOKP B
chepe obecneyeHuns 3awmTbl coopyKeHuit u CCC3 ot HA, B TOM uncne
He MeHee Tpex NIeT Ha PYKOBOAALLMX AOKHOCTAX (4158 UMEIoLMX
BbicLee 0bpasoBaHue - CNeumannTeT UM maructpaTypa B obnactm
nHbOopMaLNOHHOM 6e3onacHOCTH)

nnu

He meHee Tpex neTt B cOCTaBe KOANEKTMBOB NO BbiNnosHeHMo HNOKP B
chepe obecneyeHuUs 3amTbl COOpyKeHuit u CCC3 ot HA, B TOM uncne
He MeHee ABYX NIeT HAa PYKOBOAALLMX AO/IKHOCTAX (419 MMERoLLMX
BbicLee 06pasoBaHMe - acnUpaHTypa (aaAbloHKTYpa)




Ocobble ycnosums gonycka

K pabote

Hanuuune aonycka K rocyiapcTBeHHoM TaHe (Npu HeobxoaMmocTu)

[pyrve xapakTepncTukm

PekomeHayeTcs foNoNHUTENbHOE NpodeccuoHanbHoe obpasoBaHue -
nporpammsl NOBbIWEHMA KBaAnbUKaLmm B 061acTM MHGOPMALMOHHOM
6e3onacHoCTH

[ononHuTenbHble XapaKTepPUCTUKMU

HanmeHoBaHne Kog, HanumeHoBaHMe 6a30BOW rpynmnbl, A4OJKHOCTM (Npodeccum)
OOKYMeHTa WK cneLmnanbHOCTH
OK3 1213 PykoBoguTenu B o6nactu onpegeneHma noJnTUKN U
NJaHUPOBAHNA AeATE/IbHOCTU
EKC - [NaBHbIM Hay4HbIA COTPYAHMUK
- 3aBeayoWwmin (HaYabHUK) HAYYHO-UCCNeA0BaTEIbCKUM
oTaenom (nabopatopueit) yuperkaeHus; 3aBeayoLmia
(HaYaNbHWK) Hay4YHO-UCCNEAOBATENICKUM CEKTOPOM
(nabopatopueit), BXoaALMM B COCTAB Hay4YHO-
nccnenoBaTeibckoro otaena (otaeneHus, nabopatopum)
MHCTUTYTA
- dkcnept
oKnATpP 20911 [naBHbIM cneumanucT no 3awmnTe MHbopmaymm
22055 3aBeaytowuii oTaenom (Hay4HO-TEXHUYECKOTO Pa3BUTUSA)
23509 KOHcynbTaHT
OKCO 2.10.04.01 NHpopmaLMoHHan 6e3onacHoOCTb
2.10.05.01 KomnbloTepHasa 6esonacHocTb
2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TeNeKOMMYHUKALMOHHbIX
cuctem
2.10.05.03 NHdopmaumoHHas 6e30nacHOCTb aBTOMAaTU3NPOBAHHbIX
cuctem
2.10.05.04 NHbopMaLMOHHO-aHaNUTUYECKMEe cucTemMbl 6e30MnacHOCTU
2.10.05.05 Be3sonacHOCTb MHPOPMALIMOHHbIX TEXHO/IOTUIA B
npaBooOXpaHUTeIbHOM chepe
2.10.05.06 Kpuntorpadus
2.10.05.07 MpoTnBoaencTBME TEXHUUYECKUM Pa3BeaKaM
2.10.06.01 NHpopmaLMoHHan 6e3onacHOCTb
2.10.07.01 NHbopmaumoHHas 6e30nacHOCTb
OKCBHK <7> 051319 MeToabl 1 cucTemMbl 3aLLnTbl UHPOPMaLUUK, MHGOPMALMOHHAA




6e3onacHoCTb

3.7.1. TpypoBasa GpyHKUMUA

MpouncxoxgeHue
TPYA0BOM QYHKLNM

UccnepoBaHue apdeKTUBHOCTM CNOCo60B,
YpoBeHb
HanmeHos | cpeacts n cuctem s3awmtbl CCCO ot HY,
Koa | G/01.8 | (noaypoBeHsb) 8
aHue CpeAcTB oA NOMCKa NPU3HAKOB
KBanmdukaumnu
KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3U
3anmcTBoBaHO
OpuruHan X
M3 opuUrnHana
Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHaapTa

TpyaoBble AencTeus

ConpoBoxaeHue pa3paboTKu, UcciefoBaHMI CeTei 3/1eKTPOCBA3K, a
TaKXKe TEXHUYECKMX M MPOrpamMmMHO-annapaTHbIX CPEACTB UX 3aLuUTbI
oT HA, cpeacTB A1 NOMCKA NPU3HAKOB KOMMbIOTEPHbLIX aTak B CETAX
3/1eKTPOCBA3N

AHaNM3 3alWMLLEHHOCTM ceTel aneKTpocBasn oT HA 1 oueHKa puckos
HapyLeHUAa nx MHbopmMaLMoHHON 6e3onacHoCTH

UccneposaHnme CCC3, a TaK¥Ke TeXHUYECKMX W NPOrpaMmmHoO-
anmapaTHbIX cpeacTB ux 3awmtbl oT HA, cpeacts AnA mnowmcka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3MN

Heobxoanmble ymeHUn

ObecneunBaTb MNOArOTOBKY MWCXOAHbIX [aHHbIX Mpu pa3paboTke,
NUCCNeA0BaHUM  CeTel 3/1eKTPOCBA3M, a TaKKe TeXHUYECKMX M
nporpaMmmHo-annapaTHbIX CPeAcTB MX 3alWmTbl oT HJ, cpeacts ana
MOWCKa NPMU3HAKOB KOMMNbIOTEPHbIX aTaK B CETAX 3/1€KTPOCBA3N

OueHunBaTb 3PPEKTUBHOCTL  CETE  3/IEKTPOCBA3KM, a  TaKXKe
TEXHUYECKMX W MPOrPaMMHO-annapaTHbIX CpeacTs UX 3awmTbl oT HA,
CPeAcTB AN NOWCKA MPU3HAKOB KOMMbIOTEPHbLIX aTaK B  CeTaAX
3N1EKTPOCBA3N

PaspabaTbiBaTb M McCNeaoBaTb aHa/NIUTUUECKUE U KOMMbIOTEPHbIE
mogenu cpeancts n cuctem sawmtol CCC3 ot HA, cpeacTts ana noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

AHaNM3MpPOBaTb  MNPOrPaMMHbIE,  APXUTEKTYPHO-TEXHUYECKNE WU
CXeMOTexHM4YecKue pelweHuA CCC> c uenbto BbIIBIEHUA
NnoTeHUManbHbIX YA3BUMOCTEN WX 3almTbl OoT HA M KOMMbIOTEPHbIX
aTakK

OueHnBaTb WHPOPMAUMOHHbIE PUCKM B CETAX 3/1EKTPOCBA3M U
onpeaenats HGOPMaLMOHHYO MHPPACTPYKTYPY U MHPOPMALMOHHbIE
pecypcbl, NoANeKalime 3amTe




Mcnonb3oBaTb TEXHMYECKME, NPOrpamMmHO-annapaTtHble CcpeacTsa
obecneveHus 3awmtbl CCC3 oT HA, cpeactsa AnA NoOUCKa NPM3HaKOB
KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M

MNpoBoAuTb aHaNN3 BbINOAHEHUA TpeboBaHMI 3awwmweHHocTn CCCI ot
HA » KoMnblOTEpPHbIX aTak

Heobxoanmble 3HaHUA

Moaenu yrpo3 MHbopMaLMOHHOM 6e30MacHOCTU ceTell 3N1EeKTPOCBA3M

OcHoBHble VIHd)OpMaLI,VIOHHbIe TEXHO/NIOTNMKN, MNCNoab3yemble B CeETAX
I1EKTPOCBA3N

MpunHumnbl noctpoeHna 3TKC

OCHOBHbIE XapaKTEPUCTUKM CnocoboB, CPeacTB M CUCTEM 3aLUUTbI
CCC3 ot HA, 1 KOoMNblOTEPHbIX aTaK

OcHosbl mogennpoBaHua 3TKC

[pyrve xapakTepncTukm

3.7.2. TpypoBasa GpyHKUMUA

HammeHos
aHue

Pa3paboTKa TEXHONOIMUYECKMUX NPOLLECCOB
NpPOM3BOACTBA NPOrPamMmHbIX, NPOrpammHO-
annapaTHbIX (B TOM Yncne YpoBeHb
Kpuntorpaduyeckmx) n TexHmuyeckmx cpeacts | Koa | G/02.8 |(noayposeHb) 8
n cmctem 3awmTel CCCI ot HA, cpeacts gna KBasndMKaumnm
NMOUCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B
CeTAX INeKTPOCBA3MU

MpouncxoxgeHue
TPYA0BOM QYHKLNM

OpuruHan X

3anmcTBOBaHO
U3 opuUrnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

MnaHMpoBaHMe  TEXHO/NIOTMYECKMX  MPOLECCOB  NPOM3BOACTBA
NPOrpaMmHbIx, nporpaMmMmHo-annapaTHbIX (8 Tom yncne
KpunTtorpadmyeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeacTB Ana NOMCKAa NPU3HAKOB KOMMbIOTEPHbIX aTak B CeTAX
3N1EKTPOCBA3N

PaspaboTka TeXHOMOrMYECKOM [AOKYMEHTaUMM Ha MNpPOU3BOACTBO
NPOrpamMmHbIX, NporpamMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmnyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
ot HJ, cpeacTs ANA NOUCKA NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX
3N1eKTPOCBA3U

Pa3p360TKa CNCTtembl MOHUTOPUHIA TEXHOJIOTMYECKUX Nnpoueccos




NpPOM3BOACTBA NPOrPaMMHbIX, MPOrPaMMHO-anmnapaTHbIX (B TOmM Yucne
Kpuntorpadmyeckmx) n TEXHUYECKMX CPeacTs U cuctem sawmutbl CCC
oT HJ, cpeacTB Ana NOMCKAa NPU3HAKOB KOMMbIOTEPHbIX aTak B CeTsAX
3N1EKTPOCBA3N

Heobxoanmble ymeHus

MpoBoanTb aHanus 7 BblIOOP COCTaBa, XapaKTEPUCTUK
TEXHOJIOTUYECKUX npotieccos npon3BOACTBA NPOrpammHbIX,
NnporpammHo-annapaTHbiXx (B TOM uucae KpunTorpaduyeckux) u
TeXHUYECKNX cpeacts n cuctem sawmtol CCCI ot HA, cpeacts ana
NMOMCKa NPMU3HAKOB KOMMNbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3M

®PopmupoBaTb TEXHOIOTUYECKYID AOKYMEHTaUMI0 Ha MpPOU3BOACTBO
NPOrpamMmHbIX, NporpaMmmMmHoO-annapaTHbIX (B TOM yncne
KpunTtorpadmyeckux) U TeXHUYECKUX CPeacTB M cuctem 3awmtbl CCCI
ot HJ, cpeacTsB ANA NOUCKA NMPWU3HAKOB KOMMbBIOTEPHbIX aTaK B CETAX
3/1IeKTPOCBA3U

BbinonHATb aHanM3s M 0b6OCHOBaHWE CUCTEMbl  MOHWTOPMHIA
TEXHONOrNYECKMX npoueccos npoun3BoacTea NPOrpaMmmHblIx,
nporpammHo-annapaTtHbix (B TOM uucne KpunTtorpaduyeckux) u
TEXHUYECKUX cpeactB n cuctem 3awmtbl CCCI ot HA, cpeacts ana
NOWNCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

BblbMpaTb HOMEHKNATYPY W XapaKTEPUCTUKM TEXHO/I0TMYECKOro
obopyaoBaHun

Heobxoanmble 3HaHUA

TpeboBaHMA K MOKasaTeNAM KayecTBa NPOrpammHbIX, NPOrpaMmMHoO-
annapaTtHbiXx (B TOM umcne Kpuntorpapuueckmx) M TeXHUYECKUX
cpeacts M cuctem 3awmTtel CCC3 ot HZA, cpeacts ana noucka
NPM3HAKOB KOMMbIOTEPHbIX aTaK B CETAX INEKTPOCBA3MN

dnemMeHTHana 3/1IeKTPOHHaa 6asa npous3BoACTBa MPOrPaMMHbIX,
nporpammHo-annapaTtHbix (B TOM uucne KpunTtorpaduyeckux) u
TEXHUYECKUX cpeacts n cuctem 3awmtol CCCI ot HA, cpeacts ana
NOWMCKa NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/IEKTPOCBA3N

MeTog0on0rMA UCNbITAHUI NPOrPaMMHbIX, MPOrPamMMHO-annapaTHbIX
(B TOM uncne kKpuntTorpadrUecKknx) U TEXHUYECKMX CPeacTB U CUCTEM
3awmtbl CCC3 oT HA, cpeacTB 4NA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

MpuHUMNABI NOCTPOEHUA CUCTEMbI MOHUTOPUHIA TEXHONIOTMYECKUX
npoLLeccoB MNPoOM3BOACTBA MPOrpaMMHbIX, MPOrpPammHO-annNapaTHbIX
(B8 TOM uncne Kpuntorpadpuyecknx) n TEXHUYECKUX CPEAcTB U CUCTEM
3awmtbl CCC3 oT HA, cpeacTB AnA NOMUCKA NPU3HAKOB KOMMbIOTEPHbIX
aTaK B CETAX 3N1EeKTPOCBA3M

HopmaTuBHble NpaBoBble aKkTbl B 06/1aCTW CBA3U, MHPOPMATU3ALUM U
3aWwmTbl MHGOPMaLUK

HauuoHanbHble, MeXrocyaapcrBeHHble n mexXayHapoaHble
CTaHAapTbl B obnactu cpeAacts U CUCTEM 3alNTbI cetel 3/1eKTPOCBA3N
ot HA, cpencrte 4N1A NOUCKA NPU3HAKOB KOMMbHOTEPHbIX aTaK B CETAX
I1EKTPOCBA3N




HopmaTusHble npaBoOBble aKTbl NO OpraHM3auuM MpPoU3BOACTBA
ToBapoB U ycayr B coepe 3awmTbl CCCI ot HA, cpeacts Ana noucka
NPU3HAKOB KOMMbIOTEPHbIX aTaK B CETAX 3/1EKTPOCBA3U

PykoBogawme UM MeTogMyeckme [OOKYMEHTbl  YNOJHOMOYEHHbIX
depepanbHbiX OPraHOB  MCMOJIHUTENbHOM BAACTM MO 3aluTe
nHbopmauumM n 6Ee30MacHOCTU  KPUTUYECKOM WHPOPMALMOHHOM

MHPPACTPYKTYpbI

[pyrve xapakTepnctuku

IV. CBeaeHua 06 opraHusaumax - paspaboTumkax
npo¢eccMoHanbHOro cTaHaapTa

4.1. OTBeTCTBEHHAA OpraHM3auuna-paspaboTumnk

Accoupauma 3awmTtbel MHGopmauum, ropos Mocksa

Mpe3ngext

Jlocb Bnagummp Masnosuny

4.2. HaumeHoBaHUA opraHusaumit-paspaboTumkos

1 |AHO ANO ueHTp nosbiweHna KBanndukaymm "AUC", ropog Mockea

2 | Accoumaumsa npegnpuaTii KOMNbIOTEPHbLIX U MHPOPMALMOHHDBIX TEXHOOMI, ropoa MocKBa

3 | ®reY "BHUW tpyaa" MuHTtpyaa Poccuun, ropoa Mocksa

4 | ®YMO B cucteme Bbicwero obpasosaHua no YICHIM "MHdopmaumoHHas 6esonacHocTb", ropog,

MockBa

<1> O6LepoccUMCKUn KnaccudmrKaTop 3aHATUN.

<2> 06LWepoCcCHMUCKN KnaccudmKaTop BUAOB SIKOHOMUYECKOW AEeATENbHOCTY.

<3> EAMHbIA KBaNUPUKALMOHHBIN CNPaBOYHUK OOMKHOCTEN pyKkoBoguTenein, cneuuanmucTos M

APYrUX CAYMKaLWMX.

<4> 0buepoccnnckuin KnaccudumkaTop npopeccnin paboUmx, AOMKHOCTEN CAYKALMNX U TaPUPHbIX

paspaaos.

<5> 0O6Lepoccninckmin KnaccudurKaTop cneumnanbHocTen no obpasoBaHuto.

<6> 3aKkoH Poccuinckoit degepauum ot 21 mona 1993 r. N 5485-1 "O rocygapcTBeHHON TaliHe"
(Poccuiickasn raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon ®epepauymm, 1997, N

41, cT. 4673; 2022, N 32, cT. 5809).

<7> O6L1epoCCUNCKUIN KnaccudmrKaTop CneumnabHOCTelM BbiCLLEn HayYHOM KBaanuduKaumm.




