[okymeHT npepoctasneH KoHcynbTaHTIN0C

3apernctpmpoBaHo B MuHtocte Poccum 14 oktabpna 2022 r. N 70543

MWHUCTEPCTBO TPYAA U COLIMANBHOM 3ALLUTBI POCCUIACKOMN ®EAEPALIUM

NMPUKA3
oT 14 ceHTAb6pa 2022 r. N 525H

OB YTBEPXXAEHUN NPOPECCMOHAJIbHOIO CTAHAAPTA
"CNELMUANUCT NO 3ALLIUTE UHOOPMALIUUN
B ABTOMATU3NPOBAHHbIX CUCTEMAX"

B cooTtBeTcTBMM C nNyHKTOM 16 [paBun paspaboTKM W yTBepXAeHWs npodecCUoHaNbHbIX
CTaHAApPTOB, YTBEPXKAEHHbIX NocTaHoBAeHWem [paButenbcTBa Poccuiickoit ®eaepaumm ot 22 AHBapA
2013 r. N 23 (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®epepaumn, 2013, N 4, cT. 293; 2014, N 39, cT.
5266), npukasbiBato:

1. YTBEepAUTb Npunaraemblit npopeccnoHanbHbIM cTaHAapT "CneymanmcT no 3awmrte MHPopmaumm
B aBTOMATM3MPOBAHHbIX cucTeMax'.

2. Mpu3HaTb yTPaTUBLLMM CUAY NPUKa3s MUHUCTEPCTBA TPYAA U COLMANbHOM 3awWwmuTbl Poccuiickoi
depepaummn ot 15 ceHtAabps 2016 r. N 522H "O6 yTBepXAeHUM npodeccMoHaNbHOro CTaHAapTa
"Cneumanuct no 3awmte WHOOPMAUMM B aBTOMATU3MPOBAHHbLIX cucTemax" (3aperMcTpupoBsaH
MuHUCTepcTBOM tocTULLMK Poccuiickon deaepauum 28 ceHtabps 2016 r., pernctpaumnoHHbiii N 43857).

3. YCTAHOBMWTb, YTO HACTOALLMIM NPUKa3 BCTynaeT B cuay ¢ 1 mapta 2023 r. n geicreyeT o 1 mapTa
2029r.

MuHucTp
A.O0.KOTAKOB

YTBepKaeH

npukasom MuHUcTepcTea Tpyaa
M COLMaNbHOM 3aLLUTbI
Poccuiickoin Pepepaumm

oT 14 ceHTa6pa 2022 r. N 525H

NPO®ECCUOHA/NbHbINA CTAHOAPT

CNELMANUCT NO 3ALLUTE NHOOPMALINUA
B ABTOMATU3NPOBAHHbIX CUCTEMAX

843

PerncrpaumoHHbIi Homep

I. Obwme ceegeHunn



ObecneyeHne 6e30MacHOCTM MHOOPMALUN B AaBTOMATU3MPOBAHHbIX CUCTEMAX,
NCNOMIb3yeMbIX B TOM YMC/le Ha OOBEKTaX KPUTUYECKOM WMHGOOPMALMOHHOMN

06.033
MHOPPACTPYKTYPbl, B OTHOLUEHMM KOTOPbIX OTCYTCTBYET HEoBX0AUMOCTb
NPUCBOEHUA UM KaTeropmin 3Ha4YMMocCTu
(HaMmeHoBaHMe BMAa NpodeccMoHanbHOWN AeATeNbHOCTH) Kopg

OcHoBHaA uenb Buga npogpeccMoHaNbHOMU AeATeNbHOCTU:

MoBbllWeHWE 3aLMLLEHHOCTM ABTOMATU3MPOBAHHbLIX CUCTEM, OYHKLMOHUPYIOWNX B YCNOBUAX
CYW,EeCcTBOBaHUSA yrpo3 B WHOOpPMAUMOHHOW cdepe u obnagaowmx MHPOPMaLMOHHO-
TEXHOJ/IOTMYECKMMW Pecypcamu, NogseKawmumMy 3awmTe, MCNoib3yeMblX B TOM YMCAe Ha 0bbeKTax
KPUTUYECKOM  MHDOPMALMOHHON  MHPPACTPYKTYpbl, B OTHOWEHWM KOTOPbIX  OTCYTCTBYET
HeobXoAMMOCTb MPUCBOEHUA UM KaTEropuii 3HaUYMMOCTH

lpynna 3aHATUNA:

1213 PykoBoautenm B obnactn | 2512 Paspabotunkun
onpeaeneHus NOJINTUKM 7 NpPOrpammHoro
NAaHMPOBAHUA AEATENBHOCTH obecneyeHuns
2523 Cneuyanuctol no 3513 CneumanncTbl-TEXHMKM NO
KOMMbIOTEPHbIM CETAM KOMMNbIOTEPHbIM CETAM U
cMcTemam
(kog, OK3 <1>) (HanmeHoBaHuMe) (kop OK3) (HaumeHoBaHwMe)

OTHeceHuMe K Bugam 3KOHOMMUECKOM AeATeNIbHOCTU:

62.09 [eAatenbHOCTb, CBA3aHHAA C MCMO/1b30BAaHNEM BbIYUCAUTENIbHOM TEXHUKU U
MHPOPMALMOHHbBIX TEXHOIOTUI, NpoYyan

(kop OKB3/ <2>) (HaMmeHOBaHMe BUZA SKOHOMMUYECKOW eATe/IbHOCTH)

Il. Onucanme TPyAo0BbIX GYHKLMIA, BXOAALLMX B NPOodeCcCUOHANDbHDIM
cTaHAapT (PyHKUMOHANbHAA KapTa BUAA
npo¢eccMoHaNbHON AeATeNbHOCTH)

0606ueHHble TpyaoBble GpyHKUMMU Tpyaosble GpyHKUMM
KOZ, HanmeHoBaHue ypoOBeHb HaMMeHOBaHMWe KOZ, YpOBEHb
KBanuodu (nogypos
Kauum €Hb)
KBanuduk
aunm
A Ob6cnyKnBaHue 5 NposegeHne TEXHNYECKOro A/01.5 5
CUCTEM 3aLLUMUTDI 06CNYKMBAHMA CUCTEM 3aLLMUTHI
MHbopmaLnn B MHPOPMaLUN aBTOMATU3NPOBAHHbIX
aBTOMaTU3MPOBAHHbI cncTem




X CUCTEMAX,
NCNo/b3yeMblX B TOM
yncne Ha obbekTax
KpUTUYECKOM
MHPOpPMaALMOHHOM
NHPACTPYKTYPbI, B

BeaeHue TeXHUYECKOoM
[OKYMEHTALMKM, CBA3AHHOM C
3KcnayaTauuen cMcTem 3alluThbl
MHbOPMaLMN aBTOMATUINPOBAHHbIX
cuctem

A/02.5

OTHOLLEHWUM KOTOPBIX ObecneyeHue 3awmTbl UHGopmauumn | A/03.5
oTcyTcTBYET npw BbIBOAE M3 3KCNayaTaunm
HEoB6X0AMMOCTb aBTOMATU3MPOBAHHbIX CUCTEM
NPUCBOEHMA UM
KaTeropui
3HAYMMOCTH
ObecneveHune [AnarHocTMKa cucTtem 3amThl B/01.6
3aLWmThI MHGOPMaLMM aBTOMATMU3UPOBAHHDIX
nHbopmauum B cUCTEM
aBTOMATM3MPOBAHHbI
X cUcTEeMax, ALMWHUCTPUPOBAHME CUCTEM B/02.6
NCMosib3yeMbIX B TOM 3aLWMTbI MHGOPMaLMK
yncae Ha o6beKTax aBTOMATU3MPOBAHHbIX CUCTEM
KPUTHUYECKOM .
MHAOPMALMOHHO YnpasneHue 3awmTon nHbopmaumnm B/03.6
MHGPACTPYKTYPbI, B B aBTOMATM3MPOBAHHbIX CUCTEMAX
OTHOLLEHMM KOTOPBIX ObecneyeHune paboTocnocobHOCTH B/04.6
oTcyTeTByer CUCTEM 3aLLUTbI MHPOPMALUK NPU
Heobxoanmocte BO3HWKHOBEHWWN HELUTATHbIX
I'IpMCBoeHuMﬂ UM cUTyaLMil
KaTeropum
3Ha4umoctu, 8 MOHWUTOPWHT 3aLUULLEHHOCTH B/05.6
npouecce ux nHdopmauum B
SKcnayaTaumm aBTOMaTM3MPOBaHHbIX CUCTEMAX
AyauT 3aWm,eHHoCTU nHpopmauum B/06.6
B aBTOMATM3MPOBAHHbIX CUCTEMAX
YcTaHOBKa 1 HacTpoMKa cpeacTs B/07.6
3aWwmTbl MHGOPMaL MK B
aBTOMATM3MPOBAHHbIX CUCTEMAX
Pa3paboTKa opraHM3auMOHHO- B/08.6
pacnopAaMTeNibHbIX LOKYMEHTOB NO
3awmTe MHPopmaLmm B
aBTOMATM3MPOBAHHbIX CUCTEMAX
AHanus yasBMmOCTel BHeApAeMoWn B/09.6
CUCTEMbI 3aLWUTbI MHGOPMaL MK
BHegpeHMe opraHM3aLMOHHbIX Mep B/10.6
no 3awmte MHPopmaLmn B
aBTOMATM3MPOBAHHbIX CUCTEMAX
PaspaboTKka cuctem TecTMpoBaHue CUCTEM 3aALMUTDI C/01.7

3alLmTbI
nHbopmaumnm

VIHd)OpMaLI,VIVI dBTOMAaTU3NPOBAHHDbIX
cncrem




aBTOMATM3UPOBAHHDI Pa3paboTKa npoeKTHbIX peweHunit no | C/02.7 7
X CUCTEM, 3awmTe MHPopmaLmm B
NCNo/Ib3yeMbiX B TOM aBTOMATM3MPOBAHHbIX CUCTEMAX
yncne Ha obbeKTax
KPUTUYECKOM PaspaboTka skcnyaTauMoHHOM C/03.7 7
MHHOPMALMOHHOIA LOKYMEHTaLMM Ha CUCTEMBI 3aLLUTDI
MHAPACTPYKTYPSI, B MHPOPMaLUN aBTOMATU3NPOBAHHbIX
OTHOLWIEHMM KOTOPbIX cmcrem
oTcyTcTByeT
Pa3paboTka NnporpaMmHbIX U Cc/04.7 7
HeobxoaMMOoCTb
nporpammHo-annapaTHbIX CPeacTs
NPUCBOEHMA UM
o J1A cMcTem 3aWwmTbl HGOPMaLUn
KaTeropum A t bopmauy
aBTOMATU3MPOBAHHbIX CUCTEM
3HAYMMOCTH
D dopmmpoBaHme 7 Ob6ocHoBaHMe HeobxoaAMMoCTH D/01.7 7
TpeboBaHUi K 3alWnTbl MHPOPMaLMK B
3awmTe aBTOMATM3MPOBAHHON cUcTEME
nHpopmauum B
aBTOMAaTU3MPOBaHHbI OnpepeneHue yrpos 6e3onacHocTy D/02.7 7
X CUCTeMax, nHdopmauun, obpabatbiBaemoin
MCMO/b3YEMbIX B TOM aBTOMATU3MPOBAHHOM CUCTEMOM
yncne Ha obbekTax
N Pa3paboTKa apXUTEKTYPbl CUCTEMbI D/03.7 7
KpUTUYECKOM
o 3aWmTbl MHOOPMALUM
MHPOPMALNOHHOWN - bopmay, .
aBTOMATU3MPOBAHHOM CUCTEMDI
NMHPACTPYKTYpbI, B
OTHOLUEHWN KOTOPbIX MogennposaHue 3aWmLeHHbIX D/04.7 7
OTCVQCTBVET ABTOMATM3MPOBAHHbIX CUCTEM C
HEODXOANMOCTL Le/Iblo aHann3a X ya3BUMoCTeN U
NPUCBOEHMA UM
P N apdpeKkTMBHOCTU cpeacTs U cnocobos
KaTeropui
P 3aWmTbl MHOOPMALUM
3HAYMMOCTH
lll. XapakTepucTtuka 0606LeHHbIX TPYA0BbIX GYHKLMUIA
3.1. O606wWeHHan TpyaoBan GyHKLMUA
Ob6cnyRunBaHMe cUCTEM 3aLLUUTBI
MHPOPMALMKN B aBTOMATU3NPOBAHHbIX
CMUCTeMaXx, MCNOAb3yeMbIX B TOM YMcne
HavmeHoBaHM | Ha 06BEKTaxX KPUTUYECKOM Ko A YpoBeHb 5
e MHGOPMALNOHHOW MHPPACTPYKTYpPSI, B KBanmdukaumnu
OTHOLLIEHMW KOTOPbIX OTCYTCTBYET
HeoHX04MMOCTb MPUCBOEHUA UM
KaTeropuii 3HaYMMOCTH
MpoucxoxaeHue
o o 3anmcTBoBaHO
obobuweHHoM Tpygoson | OpurnHan X
N3 opuruHana
dYHKLMM
Koga PernctpaumoHHbIn
opurnHana HOoMep

npodeccrmoHanbHoro




cTaHAapTa

Bo3MOXKHble
HaMMeHOBaHWA
[JOJI)KHOCTEN,
npodeccui

TexHuK No 3awwmTe nHpopmauuu | Kateropum
TexHMK no 3awmte nHdopmaumu Il Kateropum
TexHWK No 3awmTe MHPopMaLUK

TpeboBaHMA K
obpasoBaHuioO U
0byueHuto

CpeaHee npodeccnoHanbHoe 06pasoBaHMe - NPOrpammbl NOATOTOBKM
CneuunanncTos cpeaHero 3seHa no Npoouo AeATeNbHOCTU

TpeboBaHMWsA K ONbITy
NnpaKTMYecKon paboThbl

Ons ponKHocTel ¢ Kateropmen - onbIT paboTbl B A0KHOCTM € Bonee
HM3KOW (NpeaLwecTBYOLLEN) KaTeropnen He MeHee 0AHOrO roga

Ocobble ycnosus
AonycKa K pabote

Apyrve
XapPaKTePUCTUKHN

PekomeHayeTcs fONOAHUTENbHOE NPOdEecCMoHaNbHOe 06pa3oBaHuMe -
nporpammbl NOBbIWEHUA KBaiMdMKaLumm B 061acTv HGOPMALNOHHOM
b6e3onacHocTH

[ononHuUTenbHble XapaKTepPUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Bo# rpynnbl, 4OAXKHOCTU (Npodeccum)
[OKYMeHTa WY cneumnanbHOCTH
OK3 3513 CneymanncTbl-TEXHUKM MO KOMMNbIOTEPHbIM CETAM U CUCTEMAM
EKC <3> - TexHMK no 3awwmTe nHbopmaLmnm
OKMNATP <4> 27032 TexHMK no 3awwmte nHbopmaLmum
OKCO <5> 2.10.02.01 OpraHu3auma u TeXHONorna 3awWmnTbl tHPopmauunm

2.10.02.02 NHdopmaumoHHas 6e30NacHOCTb TENIEKOMMYHUKALMOHHbIX

CUCTEM

2.10.02.03 NHpopmauMoHHan 6€30NacHOCTb aBTOMAaTU3UPOBAHHbIX

cucTtem

3.1.1. TpypoBaa pyHKUMA

MNpoBeaeHMe TEXHUYECKOTO
YpoBeHb
HavmeHoBaHM | 06CAYKMBaAHUA CUCTEM 3aLLMUTI
Koa | A/01.5 |(noaypoBeHb) 5
e MHbOPMALUM aBTOMATU3MPOBAHHbIX
KBasndMKaumnm
cuctem
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana

Kop, PerncrpaumoHHbIn




opurnHana Homep
npodeccrmoHanbHoro
cTaHAapTa

TpyaoBble AencTeus

MpoBepka pPaboTOCNOCOBHOCTM  CUCTEMBbI  3aWMUTbl  MHPOpMaLun
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

KOHTPOAb COOTBETCTBUA KOHPUrypaumMu CUCTEMbI 3aLMTbl MHPOpMaLUK
aBTOMaTU3MPOBAHHOMN CUCTEMBI €€ 3KCMNYyaTaLMOHHON AOKYMEHTaLUN

KOHTpOJ’Ib CcTabunbHOCTU XapPaKTeEPUCTUK CUCTEMDI 3aLNTDbI MHd)OpMaLI,MVI
aBTOMaTVI3VIpOBaHHOI7I Cncrembl

Heobxoanmble ymeHUn

KoHdurypmposaTb  napameTpbl  CUCTEMbl  3alUmUTbl  MHPOpPMaLMU
aBTOMaTU3UPOBAHHOM CUCTEMbI B COOTBETCTBUM C €€ 3KCMNIyaTaLMOHHOM
OOKyMeHTauunemn

O6HapyuBaTb M YyCTPaHATb  HEUCMPaABHOCTM  CUCTEMbl  3aWUThbI
nHbopMaLUK aBTOMaTU3MPOBaHHOM cUCTEMbI cornacHo
3KCnayaTaUMOHHOMN AOKYMEHTaLuUK

npOMBBO,ﬂ,MTb MOHTaXX U ANarHOCTUKY KOMMNbHOTEPHbIX cete

Mcnonb3oBaTb  TUMOBble  Kpuntorpaduyeckme  cpeactsa  3alumThl
NMHOPMaLMK, B TOM YMCAEe CPeACTBA SNEKTPOHHOW NOANMCU

Heobxoanmble 3HaHUA

Tunosble cpeacrtBa M metToAbl 3aWuUTbI MHd)OpMaLI,VIVI B JIOKa/IbHbIX WU
rno6anbHbIX BbIYNCAUTENbHbBIX CETAX

basoBasn KOHdUrypaums cucTembl 3alLMTbI nHdopmaunm
aBTOMaTU3MPOBAHHOMN CUCTEMDI

OcobeHHoCTH NMPUMEHEHNA NPOrpaMMHbIX U NPOrpaMmMHO-annapaTHbIX
cpeacTs 3alnTbI MHd)OpMaLI,MM B @aBTOMATU3NPOBAHHbIX CUCTEMAX

Tunosble  cpeactBa, MeToAbl WM MNPOTOKOAbI  MAEHTUGUKALUUW,
ayTeHTMdUKaLuUmM 1 aBTopmsaumm

HOpMaTMBHbIE NpaBoOBblE€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.1.2. TpypoBaa pyHKUMA

BefeHue TeXHUYECKON AOKYMEHTALMM,
HamvmeHOBaHM |cCBA3aHHOM C 3KCNayaTaumen cuctem

e 3aWmTbl MHGopmaLmm
aBTOMaTU3MPOBaHHbIX CUCTEM

YpoBeHb
Koa | A/02.5 |(noaypoBeHb) 5
KBanndbuMKaumnm

MpoucxoxaeHue

OpuruHan X |3anmcTBOBaHO




TPYA0BOM QYHKLNM

13 OpUrnMHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

Tpyaosble aencTema

BeaeHne [OOKYMeHTOB y4eTa, 06paboTKKM, XpaHeHMs W nepegayu
WMHOPMaLMKN OrpaHNYeHHOro A40CTyna

NHbopmmpoBaHme nepcoHana o6 yrposax 6esonacHocTn MHpopmaumm

MHPopmMMpOBaHME MepcoHasna O npaBwuaax 3KcnayaTauuu CcUCTEMbI
3alMTbl aBTOMATM3UPOBAHHOW CUCTEMbI U OTAE/IbHbIX CPeacTB 3aluTbl
nHpopmauumm

BeseHue NPOTOKO/IOB U }KYPHAIOB yyeTa Npu U3MEeHEHUN KoOHOUrypaumm
CUCTEM 3aLLMTbI MHGOPMALMM aBTOMATU3UPOBAHHBIX CUCTEM

BeaeHne NPOTOKONOB W KYPHANOB ydyeTa MNpU  OCYLLECTB/EHUU
MOHWUTOPUHIa CUCTeM 3aWmMTbl MHOOPMaLUMM  aBTOMATU3MPOBAHHbIX
cuctem

BeneHune NMPOTOKOJZIOB U XXYPHA/I0B Yy4e€Ta NpuU ocywectBieHnn ayguta
CNCTEM 3allnThbl MHCI)OpMaLI,VIVI dBTOMATU3NPOBAHHbLIX CUCTEM

MoaroToBKa cBeAeHWin 06 OTCYTCTBMM HeobXoAMMOCTM MNPUCBOEHMUA
KaTeropuit  3HaYMMOCTU OOBEKTY  KpUTMYECKoN MHPOpPMaLMOHHON
MHPPACTPYKTYpPbl, HA KOTOPOM WCMO/Ib3yeTca aBTOMaTM3MPOBAHHanA
cucTeMa, M Hanpas/feHWe B MWUCbMEHHOM BWAE 3TUX CBeAeHWl B
depepanbHblil  opraH WCMNONHUTENbHOMW BAAacTW, YMNOJHOMOYEHHbI B
obnactn obecneyeHua 6e30NaCHOCTU KPUTUYECKON WMHPOPMALIMOHHOM
nHdpacTpyKTypbl Poccuinickoit ®eaepaumm, no yTeepaeHHon um dopme

Heobxoanmble ymeHUn

OdopmMnAaTb AOKYMEHTaUMIO MO  pernameHTauuMnm  Meponpuatun U
OKasaHMuto ycayr B 061acTv 3aWmuTbl UHGOpPMaLUn

Od)OpMJ'IﬂTb TEXHUYECKYHO AOKYMEHTaUUo B COOTBETCTBMMN C
HOPMaTUBHbIMU NMPABOBbIMU aKTaMW B obnactu 3alnThbI VIHd)OpMaLI,VIVI

Heobxoanmble 3HaHUA

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTH 3aLLMTbl MHbOPMALMM

OCHOBHble METOAMYECKME W PYKOBOAALME AOKYMEHTbl denepasnbHbiX
OpraHoOB  MCMNONAHUTE/NIbHOM BAACTW, YNOAHOMOYEHHbIX B 06nactu
obecneyeHus MHOPMALNOHHOM be3onacHocTy, 6e3onacHocTn
MHGOPMaLUUM B KOYEBBIX CUCTEMAX MHPOPMALMOHHON MHPPACTPYKTYpSI,
NPOTUBOAENCTBMUA TEXHUYECKMM pasBedKaM U TeXHUYECKOM 3aluThbl
nHpopmauum

3KCI’IJ’IyaTaLI,MOHHaFI N NPOEKTHAaA AOKYMEHTALUMNA Ha aBTOMaTU3NPOBAHHYIO
cncremy

OCHOBHble  MeToAbl OpraHM3aumMM M NPOBEAEHUA  TEeXHWUYECKOro
06CNYKNBAHUA TEXHUYECKMX CPEACTB MHbOPMATU3aLMM




OpraHu13aLMoHHble Mepbl No 3awmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.1.3. TpypoBasa PpyHKUMA

ObecneyeHune 3aWwmTbl MHGOPMALMM YpoBeHb
HanmeHoBaHuH
o Npw BbIBOAE M3 IKCMNyaTaumm Koa | A/03.5 |(noaypoBeHb) 5
aBTOMATM3NPOBAHHbIX CUCTEM KBanmuduKaumum
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpuruHan X
TPYAO0BOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccrMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

BKkntoyeHne B OpraHM3aLMOHHO-pacnopAgUTesibHble  AOKYMEHTbl MO
3awmTe MHbOPMaLMK Npoueayp YHUUTOXKEHMA (CTUpaHUA) HbopMaumun
Ha MALWMHHbBIX HOCUTENAX, 3@ TaKXKe KOHTPO/AA YHUYUTOXKEHUA (CTUpaHus)
nHpopmaumm

YHWUYTOXKEeHUe (CTVIpaHMe) VIHd)OpMaLI,VIVI Ha MaWUHHbIX HOCUTENAX NMPUN UX
nepegadye mexay nosnabsoBatenamum, B CTOPOHHUE OpraHuU3aunn AOnAa
PEMOHTA NN YTUNN3AUWNN, @ TAKKE KOHTPO/1b YHUUTOXKEHUA (CTMpaHVIFI)

dusnyeckoe YHUUTOXKEHWE MALUUHHbIX  HocuTenen uHbopmaLmum,
obpabaTtbiBaemoli aBTOMaTU3MPOBAHHOW CUCTEMOM

ApxuBnpoBaHMe WHbOpmaunmn, obpabaTbiBaeMon aBTOMATU3NPOBAHHOM
cUCTEMOM

Heobxoanmble ymeHUn

Mcnonb3oBaTb  NporpamMmmHble  cpeacTBa  ANs apXMBUPOBAHUA
nHpopmauum

Mcnonb3oBaTb NporpammHble M NMPOrpaMMHO-annapaTHble cpeacTsa g
YHUUYTOXKEHUS (cTUpaHma) MHdopmaLumm U HocuTenen nHbopmaumm

Mcnonb3oBaTb  TUMOBble  Kpuntorpadpuyeckme  cpeactsa  3almThl
NMHOPMaLMK, B TOM YMCIE 3NEKTPOHHYIO0 NoANMCh

Heobxoanmble 3HaHUA

Mpoueaypsl ApPXMBUPOBaAHUSA nHbopmauuuy, obpabatbiBaemoit
aBTOMATU3MPOBAHHOM CUCTEMOM

HasHayeHne W NpuHUMNDI pa6OTbI OCHOBHbIX Y3/10B COBpeMeHHbIX
TeXHUYEeCKUX cpeacrts MH¢OpMaTM3aLI,MM

Opl’aHVI3aLI,VIFI TEXHUYECKOIo 06CJ'Iy)KVIBaHVIFI N pemMoOHTa KOMMOHEHTOB
aBTOMaTVI3VIpOBaHHOl7I CnCTembl

Mpoueaypbl YHUUTOXKEHMA (CTUpaHMA) WHPOPMaLMM Ha  MALUMHHBIX




HOCUTENAX, a TaKXKe KOHTPONA YHUUTOXKeHUA (CTupaHua) nHbopmaumm

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbI VIHCI)OpMaLI,VIM

OCHOBHble MeToAMYECKME U PYKOBOAALLME AOKYMEHTbI YNOAHOMOUYEHHbIX
deaepanbHbIX OPraHoOB MUCMNOHUTE/IbHOM BAACTU NO 3alimTe nHGopmMaumm

Apyrve -
XapPaKTePUCTUKHN

3.2. O606wWweHHana TpyaoBasa GyHKLUA

ObecneyeHune 3aWnTbl UHGOPMaLUM B
aBTOMaTM3MPOBAHHbIX CUCTEMAX,
NCMNO/Ib3yeMblX B TOM YMC/e Ha 0BbeKTax
HanmeHOBaHW | KpUTUYECKOI MHPOPMALMOHHOM Ko B YpoBeHb 6
e MHPACTPYKTYPbI, B OTHOLLEHWUN KBannduKaumm
KOTOpPbIX OTCYTCTBYET HEO6XO4MMOCTD
NPUCBOEHMA UM KaTeropmin 3HAUYMMOCTH,
B MpOLLECCe UX SKCNAyaTauum
MpouncxoxgeHue
0606LeHHOM TpyaoBo | OpurnHan X 3a1MCTBOBAHO
ByHKLAM N3 opuUrnMHana
Koa PerncrpaumoHHbIn
opurMHana HOMep
npodeccnoHanbHOro
CTaHaapTa
Bo3MOKHble MHKeHep no 3awute nHpopmaumm
HaMMeHOBaHMsA Cneumanuct no 3awmre MHopmauuu | Kateropum
JO/IKHOCTEN, Cneumanuct no 3awmte nHdopmauum Il Kateropum
npodeccui Cneumanuct no 3awmTte nHbopmaLmnm
MH}KeHep-nporpaMmmICT Nno TeXHUYecKon 3awmte nHdpopmaumm |
KaTeropum
NHKeHep-nporpaMmmCT Nno TeXHUYecKkon 3awmte nidopmaumm i
KaTeropum
NHKeHep-nporpaMmmCT Nno TeEXHUYECKOM 3awmte nHpopmaumm
NHKeHep-nporpaMmmcT | Kateropmu
NHxkeHep-nporpammumcr |l KaTteropmnm
NHxeHep-nporpammuct Il Kateropum
NHKeHep-nporpammmct
TpeboBaHus K Bbiclwee obpasoBaHue - 6akanaBpuaT B 061aCTM MHGOPMALNOHHOW
obpasoBaHUioO U 6e3onacHocTH
0byueHuto
TpeboBaHMA K ONbITY Ons ponKHocTel ¢ Kateropmen - onbIT paboTbl B A40IKHOCTM € Bonee
NPaKTUYECKOM paboTbl | HM3KOW (NpeaLwecTBYOLLEN) KaTeropnen He MeHee 0AHOro roga




Ocobble ycnosus
AonycKa K pabote

Hanunume ponycka K rocy4apcTBeHHoM TaliHe <6> (Mpu HeobxoamMmocTu)

Apyrve
XapPaKTePUCTUKHN

JononHutenoHole XapPaKTeEPUCTUKHN

HanmeHoBaHwWe Kog, HanumeHoBaHMe 6a30BOW rpynnbl, A4OKHOCTM (Npodeccum)
OOKYMeHTa WK cneLmnanbHOCTH

OK3 2523 CneumanncTbl MO KOMMNbIOTEPHbLIM CETAM
EKC - NHKeHep-nporpaMmmumcT (Nporpammmcr)

- NHKeHep-nporpaMmmmCT No TEXHUYECKON 3aumuTe

nHbopmaumnn

OoKnATp 22567 UH»KeHep no 3awwmute MHPopmaumm

22824 UHxeHep-nporpammnct

26579 Cneumannct no 3awmTte MHGopmaLmnu
OKcCO 2.10.03.01 NHbopmaumoHHas 6e30nacHOCTb
3.2.1. TpypoBaa pyHKUMA

JMarHoctmkKa cmctem 3awmThbl YpoBeHb
HavmeHoBaHu
o MHpopMaLUM aBTOMATU3UPOBAHHbIX Koa | B/01.6 |(noayposeHb) 6
cuctem KBanmMduKaumum
MpouncxoxaeHune 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana
Kop, PerncrpaumoHHbIn
opurnHana HoMep
nNpodeccnoHanbHOro
CTaHAapTa
TpyAoBble AeicTens O6HapyxeHune WHUMOEHTOB B npouecce aKcnyaTauum
aBTOMATU3MPOBAHHOM CUCTEMDI
NpeHTndmkauma WHUMOEHTOB B npouecce 3KcnAyaTaumm

aBT0MaTVI3VIpOBaHHOI7I Cncrembl

OueHKa 3aWmLEeHHOCTH dBTOMATU3NPOBAHHbBIX CUCTEM C NOMOLbBIO
TUNOBbIX NPOrpaMMHbIX CPeacTs

YCTpaHeHme I'IOCJ'IE,CI,CTBVIﬁ MHUMNOEHTOB, BO3HUKWMNX B Npouecce
3KCnayaTauunm aBTOMaTMBMDOBaHHOﬁ CncTtembl




Pacuet noKasarene appeKTUBHOCTH 3aLLMNTbI nHpopmaymn,
obpabaTbiBaeMoli B aBTOMaTU3MPOBAHHbIX CUCTEMAX

MHCTPYMEHTa/IbHbIA KOHTPO/Ib MNOKasaTesel 3$GEeKTUBHOCTM  3alumTbl
nHdopmauum, obpabaTbiBaeMoin B aBTOMATU3NPOBAHHbIX CUCTEMAX

Heobxoanmble ymeHUn

Oﬂpe,ﬂ,eﬂﬂTb UCTOYHUKN N NPUYNHbI BOSHUKHOBEHUNA MHLUWNAOEHTOB

OueHunBaTb NOCNEACTBUA BbIABNEHHbIX MHLWAEHTOB

O6HapyXunBaTb HapyLLEHMA NPaBUA pa3rpaHUYeHns AocTyna

YCTpaHATb HapyLWeHUa NpaBuA pasrpaHnUyYeHmsa gocTyna

OCVLLI,eCTBﬂHTb KOHTPO/1b obecneyeHus YpOBHA 3aWUWEHHOCTN B
dBTOMATU3UPOBAHHbIX CUCTEMAX

Ucnonb3osaTtb KpMI'ITOI'pad)VI‘-IECKVIe meToabl W CpeacrtBa 3alUuUTbl
VIHd)OpMaLI,VIVI B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

Heobxoanmble 3HaHUA

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYyHapoAHble CTaHOaPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

PykoBogsawme M MeToAMYecKMe  AOKYMEHTbl  YNOJHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmaumm

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmaunm

MpUHUMNbLI  MOCTPOEHMA  CpeacTB  3aWuTbl  MHbOpmauMM  OT
HEeCaHKLMOHNPOBAHHOrO A0CTYNa U YTEYKM MO TEXHUYECKUM KaHanam

KpMTepMM OUEHKM 3alUnNLLEHHOCTU aBTOMaTVI3VIpOBaHHOI7I cncrembl

TexHWYeckne cpeactBa KOHTponsa 3GGPEKTUBHOCTM  Mep  3aLuuTbl
nHpopmauum

PernameHT VIHd)OpMVIpOBaHVIﬂ nepcoHana aBTOMaTMBMpOBaHHOﬁ cncrembl
O BbIAB/IEHHbLIX MHUMNAOEHTAX

PernameHT yyeTa BbIAB/IEHHbIX MHLNAEHTOB

PernameHT YCTPaHEHUA I'IOCJ'IE,CI,CTBVIVI MHUNOEHTOB

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
ucnonbsyemble  ana  obecnedyeHusa  3awmTbl  MHGOpMaumMmM B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

Apyrve
XapPaKTePUCTUKHN

3.2.2. TpypoBaa pyHKUMA

HanmeHoBaHU | AOMUHUCTPUPOBAHNE CUCTEM 3aLLUUTDI
e NMHPOPMaLMN aBTOMATU3MPOBAHHbIX

YpoBeHb

Koa | B/02.6 (noAyposEHs)




CUCTem

KBasndbuMKaumnm

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

3anmcTBOBaHO

OpuruHan X
N3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccrMoHanbHoro
CTaHAapTa
Tpynosble aencTems YcTaHOBKa 06HOBNEHWI NPOrpaMmmMmHOro obecneyeHus

aBTOMaTVI3VIpOBaHHOl7I Cncrembl

BbinonHeHMe YyCTaHOBNEHHbIX npoueayp obecnedyeHua 6e3onacHOCTU
mHpopmaumm c yyetom TpeboBaHMAa 3GPeKTUBHOIO GYHKLMOHMPOBAHMUSA
aBTOMATU3MPOBAHHOM CUCTEMDI

ynpaBnewle NONTHOMOYNAMU AocTtyna nosib3oBaTenemn
aBTOMaTVI3VIpOBaHHOI7I Cncrembl

MHPopmmpoBaHMe  Monb3oBaTene O  MpaBuaax  sKChAyaTauum
aBTOMaTU3MPOBAHHOM CUCTEMBbI C YyyeTomM TpeboBaHMI MO 3awuTe
nHbopmauum

MpoBeaeHMe 3aHATMIA C MepcoHanom no paboTe C CUCTEMOM 3alLMTbI
MHPOPMaUMN aBTOMATU3MPOBAHHOM CUCTEMbI, BK/KOYas MpoBeaeHue
NPaKTUYECKUX 3aHATUI C NEPCOHAIOM Ha MaKeTax MW B TECTOBOM 30He

BHeceHue N3MEHEHUI B 3KCNNYyaTaUMOHHYKO  AOKYMEHTauuto n
OpraHn3auMoHHO-pacnopAagunTesibHble OOKYMEHTbl MO CUCTEME 3allUThbI
VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOVI cncrembl

Heobxoanmble ymeHUn

Co3pasatb, yOanATb U U3MEHATb YYeTHble 3anucum nonb3oBaTene
aBTOMaTM3MpOBaHHOl\/’I Cncrembl

cDOpMMpOBaTb NONINTUKY 6e3sonacHocTH NPOrpaMmmMHbIX KOMMOHEHTOB
dBTOMATU3NPOBAHHbBIX CUCTEM

YcTaHaBAMBaTb W HacTpamBaTb OMepauMoOHHble CUCTEMbI, CUCTEMbI
ynpasneHua 6asamMu OaHHbIX, KOMMbIOTEPHbIE CETU W MPOrPaMMHble
cucTemMbl € ydeTom TpeboBaHMi No obecneyeHnto 3aLmTbl MHGOPMaLMK

Ucnonb3oBaTtb KpMI'ITOI'pad)VI‘-IECKVIe mMmeToabl W CpeacrtBa 3aluuUTbl
VIHd)OpMaLI,VIVI B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

PernctpmpoBaTb COb6bITUA, CBA3aHHble C 3alWMTOM WHPOpMauun B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

AHaJ'IM3VIpOBaTb CO6bITMﬂ, CBA3aHHbIE C 33LLI,VITOﬁ MHd)OpMaLI,MVI B
dBTOMATU3UPOBAHHbBIX CUCTEMAX

Heobxoanmble 3HaHUA

MpuHLMNbl GOPMMPOBAHUA MNOAUTUKN MHPOPMALMOHHOM 6e30nacHOCTM B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX




MporpammHo-annapaTHble cpeactsa 3alLMTbI nHdopmauunm
aBTOMaTU3MPOBAHHbIX CUCTEM

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anroputmbl, NPOTOKObI,
ncnonbdyemblie AON1A 3aWUTHI MHd)OpMaLI,MVI B aBTOMATU3UNPOBAHHbIX
cncremax

MeToapbl KOHTPONA 3PpdHEKTUBHOCTU 3anTbl MHGOPMALMKN OT YTEUKM MO
TEXHUYECKMM KaHanam

Kputepun oueHKM 3OGEKTUBHOCTM W HaZEeKHOCTU CPeacTB  3alumThbl
nporpammHoro obecrneyeH1s aBTOMaTU3MPOBAHHbIX CUCTEM

TexHWYeckne cpeactBa KOHTpona 3GGEKTUBHOCTM  Mep  3aLuuTbl
nHpopmaumm

MPUHLMNbI OpraHU3auMmM M CTPYKTypa CUCTEM 3aluTbl MPOrPamMHOro
obecneyeHnn aBTOMaTU3NPOBAHHBIX CUCTEM

Copep)kaHne U nNopAdOK AeATeNbHOCTM nepcoHasna Mo 3KcnayaTaumu
3alinleHHbIX aBTOMATU3UPOBAHHbLIX CUCTEM WU CUCTEM 6e3onacHocTH
dBTOMATU3UPOBAHHbIX CUCTEM

OcHOBHble mepbl Mo  3aluTe MHd)OpMaLI,MVI B aBTOMATU3INPOBAHHbIX
cncremax

Apyrve
XapPaKTePUCTUKHN

3.2.3. TpyaoBaa GpyHKUuUA

YnpasneHue 3awmton uHpopmauum B YpoBeHb
HammeHoBaHu P W bopmaL, P
o ABTOMATM3NPOBAHHbIX CUCTEMAX Koa | B/03.6 |(noayposeHb) 6
KBanndbuMKaumnm
MpoucxoxaeHne 3anmcTBOBaHO
P o A OpwuruHan X
TPYAOBOM GYHKUMUM M3 OpUrnMHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

AHanu3 BO3A4ENCTBUS M3MEHEHUI KOHQUrypauuMum aBTOMATM3MPOBAHHOM
CUCTEMbI Ha ee 3aLMLLEHHOCTb

CoctaBneHvMe KOMMNAeKca npaswus, Mnpoueayp, NPakTUYECKUX MNPUEMOB,
NPUHLUMMNOB M METoA0B, CPeacTB obecneyeHua 3almTbl MHGOpMaLMK B
aBTOMaTU3MPOBAHHOMN cucTeme

OueHKa NocneacTBuiA OT peannsaumm yrpos 6esonacHocty MHGopmaLmMm B
aBTOMAaTU3MPOBAHHOMN cucTEMeE




AHanus N3MeHeHMUA yrpos 6e3onacHoCTU nHdopmaumnm
aBTOMaTU3MPOBAHHOMN CUCTEMBI, BO3HUKAIOLLMX B XOAE €e IKCNIyaTaumm

Heobxoanmble ymeHus

OueHunBaTtb VIHd)OpMaLI,VIOHHbIe PUCKKN B aBTOMATU3UPOBAHHbBIX CUCTEMAX

Knaccudunumposatb 1 OLEHMBATL Yrpo3bl 6e3onacHOCTM MHpopMaLnm

Onpegenatb  nognexawme  3awmte MHOOPMALMOHHbIE  pecypcsbl
aBTOMATU3MPOBAHHbIX CUCTEM

MpMMeHATb HOpPMaTMBHbIE OOKYMEHTB! no 3almTe ot
HEeCaHKLUMOHNPOBAHHOro A40CTyna K WHGOpMauum M MNpoTMBOAENCTBUIO
TeXHUYEeCKol passeaKe

PaBpa6aTblBaTb npeanoxeHuma no COBEPLIEHCTBOBAHUKD  CUCTEMDI
ynpasaeHnAa 3anTbl MH(I)OpMaLI,MM dBTOMATU3NPOBAHHbLIX CUCTEM

KoHdurypuposaTb  napameTpbl  CUCTEMbl  3aWuTbl  MHPOpMaLmUn
aBTOMaTU3MPOBAHHbIX CUCTEM

MPUMEHATb TEXHUYECKME CPeacTBa KOHTPOAs 3PPEeKTUBHOCTU Mep
3aLLMTbI MHGOPMALLUM

Heobxoanmble 3HaHKA

OcHOBHble MeToAbl yNpaBaeHUsA 3aWmnTon nHbopmaumm

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALUN U MOLENN HapyLUTENs B
aBTOMATU3MPOBAHHbIX CUCTEMAX

MeTtoabl 3almThl MHPOPMALMM OT HeCaHKLUMOHWPOBAHHOIMO AocTyna W
YTEUKM MO TEXHUYECKUM KaHaam

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alWnThbl VIHCI)OpMaLI,VIM

HauMoHanbHblE, MEXrocyaapCTBEHHbIE U MeXXAYyHapoaHble CTaHAAPTbl B
obnactu 3aWmTbl MHGOPMaLUK

PYKOBO,D,FHJJ,VIE n meTogundyeckme AOKYMEHTDI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

Apyrve
XapaKTepUCTUKK

3.2.4. TpypoBaa pyHKUMA

ObecneyeHune paboTocnocobHoOCTH YpoBeHb
HanmeHoBaHM
o CUCTEM 3aLLNUTbI MHDOPMALLIUK NPU Koa | B/04.6 |(noayposeHb) 6
BO3HWKHOBEHWUWN HELWITATHbIX CUTyaLUit KBanudukaumuu
MpoucxoxaeHme 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana

Koa PerncrpaumoHHbIn
opurMHana HOoMep
npodeccnMoHanbHoro




cTaHAapTa

TpyaoBble AencTeus

ObHapyKeHue HeucnpaBHocTel B paboTe cucTembl 3aWmTbl MHGOPMALLUM
aBTOMAaTU3MPOBAHHOM CUCTEMDI

YcTpaHeHWe HeucnpasHocTelt B paboTe cucTeMbl 3alWmMTbl MHGOpMaLUK
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Pe3epBMpOBaHme nporpaMmmHoOro 06eCI'Ie‘-IEHMFI, TEXHUYECKNX CpPeacTs,
KaHa/10B nepegayvyn OaHHbIX aBTOMaTM3MpOBaHHOVI CNCTeMbl ynpasseHUA
Ha cnyqaﬁ BO3HUKHOBEHUA HELWITATHbIX CVITyaLI,VIVI

CosfaHune anbTepHaTUBHbIX MECT XpaHeHUA U 06paboTKn nHbopmaLmMmM Ha
CNy4Yai BO3HUKHOBEHMSA HELWTaTHbIX CUTYaLnid

BocctaHoBneHue nocne cboeB M OTKA30B nporpammHoro obecneyeHus
dBTOMATU3NPOBAHHbBIX CUCTEM

Heobxoanmble ymeHUn

MpMMeHATb TMNOBble MNPOrpaMmHble CPeacTBa Pe3epBMpOBaHMA U
BOCCTaHOB/IEHNA MHOOPMALMM B aBTOMATU3NPOBAHHbIX CUCTEMAX

anMEHﬂTb cpencrtea obecneyeHus OTKa3OYCTOl7I‘-IMBOCTM
dBTOMATU3NPOBAHHbBIX CUCTEM

Knaccuduumposatb " oLeHmBaTb yrposbi MHOOPMaLMOHHOM
6e3onacHocTH

anMEHﬂTb nporpammHblie cpencrtBa obecneyeHuns 6esonacHoOCTH AaHHbIX

[OoKyMeHTUpOBaTb AENCTBMA MO YCTPaHEHUIO HeucnpasHocTel B pabote
cMCTeMbl 3aLWnTbl MHGOPMaLLMM aBTOMATU3MPOBAHHOW CUCTEMDbI

Heobxoanmble 3HaHKA

MeTtoabl n cnocob6bl obecneyeHus OTKa3OYCTOl7I‘-IMBOCTM
dBTOMATU3NPOBAHHbBIX CNUCTEM

Copep)kaHne W nNOpAAOK AeATeNbHOCTM nepcoHasna Mo 3KcnayaTaumu
3alinleHHbIX aBTOMAaTU3NPOBAHHbIX CUCTEM U NOACUCTEM 6e3onacHOCTH
dBTOMATU3NPOBAHHbBIX CUCTEM

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbIX CUCTEMAX

anHLI,VII'IbI noCTpoeHnAa CcpeacTs 3alluThbl VIHd)OpMaLI,MM OT YTE€YKM Mo
TEXHUYECKUM KaHa/laM

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUn
aBTOMaTU3MPOBAHHbIX CUCTEM

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMyeckMe  AOKYMEHTbl  YNOJIHOMOYEHHbIX
deaepanbHbIX OPraHOB MCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

OpraHu3aLMoHHble Mepbl No 3alwmTe HGopmMmaumnm

Apyrve




XapaKTEPUCTUKM

3.2.5. TpypoBasa ¢pyHKUuUA

MOHUTOPWHT 3aLLMLLEHHOCTH YpoBeHb
HanmeHoBaHu
o MHbOPMaALUM B aBTOMATM3MPOBAHHbIX Koa | B/05.6 |(noaypoBeHb) 6
cucTemax KBanndukaumm
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHoOro
CTaHpapTa

Tpyaosble aencTema

BbipaboTKa pekomMeHAauuin Ana NPUHATUA PelleHUs O MOAepHM3auun
CUCTeMbI 3aWuTbl MHGOPMaL MM aBTOMaTU3NPOBAHHOW CUCTEMbI

BbipaboTKa peKkomeHZauMin O1a NPUHATAA pelleHMAa O MOBTOPHOM
atrecTauMmM  aBTOMATM3MPOBAHHOM CUCTEMBI WMAM O MpPOBeAeHUM
AOMONHUTENbHbIX aTTECTALUMOHHBIX UCMbITaHUIM

BoiAasneHue yrpos 6e3onacHoCTH VIHd)OpMaLI,VIM B aBTOMaTU3NPOBAHHDbIX
cncremax

MpuHATME Mep 3alWMTbl MHPOPMaLMKM MPU BbIABAEHUU HOBbIX Yrpo3
6e3onacHocTM nHpopmaunm

AHanus HeAO0CTaTKOB B d)YH KUMOHMPOBAHNNA Cuctembl 3alnThbI
VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOVI cncrembl

YcTpaHeHne HeaoCTaTKoB B QYHKUMOHMPOBAHUM CUCTEMbI  3aLLMUThI
NMHPOPMaLMN aBTOMATUINPOBAHHOM CUCTEMbI

Heobxoanmbie ymeHus

Knaccudumumposatb " oLeHMBaTb Yrposbl MHDOPMaLUOHHOM
6e3onacHocTH

AHanusumposaTtb nporpammHbile, APXUTEKTYPHO-TEXHUYECKME "
CXeMOTeXHUYECKME peLleHna KOMNOHEHTOB aBTOMATU3MPOBAHHbIX CUCTEM
C UEeNbl BbIABAEGHWA MNOTEHLMANbHbIX YyA3BMMOCTel 6e3onacHoCTH
WMHPOPMaLMKN B aBTOMATU3MPOBAHHbIX CUCTEMAX

anMEHﬂTb HOPMaTuBHbIE OOKYMEHTbl MO 3auluTe MH(I)OpMaLI,MM oT
HEeCaHKUMNOHNPOBAHHOIO [0CTyna w I'IpOTMBO,D,GﬁCTBMIO TEXHNYECKOM
pa3Beake

KoHTpoanpoBaTb 3¢pPEeKTUBHOCTL MPUHATLIX Mep No peanunsaumnm NoauTmUK
6e30nacHOCTM MHGOPMaLMM aBTOMATU3MPOBAHHbIX CUCTEM

KOHTpOJ’IVIpOBaTb cobbiTMAa 6esonacHoCcT U AEVICTBMH nosib3oBaTenemn
dBTOMATU3NPOBAHHbBIX CNUCTEM




MPUMEHATb TeXHUYECKMe CpeacTBa KOHTPons 3PPeKTUBHOCTU Mep
3alMTbl MHGOPMALLUM

JoKymeHTUpOBaTb npoueaypbl n pesybTaTbl KOHTpOAS
bYHKUMOHMpPOBaAHUA cucTemsl 3aLLMTbI HdopMauun
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

Heobxoanmble 3HaHUA

Copep)kaHne U nNoOpALdOK OeATeNbHOCTM nNepcoHasna Mo 3KcnayaTaumu
3alneHHbIX aBTOMAaTU3NPOBAHHbIX CUCTEM U NOACUCTEM 6e3onacHOCTH
dBTOMATU3UPOBAHHbLIX CUCTEM

OcHoBHble yrpo3bl 6e30nNacHOCTM MHPOPMALUKN U MOAENN HapyLUTENs B
aBTOMATU3MPOBAHHbIX CUCTEMAX

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
Mcnonb3yemble 404 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

MporpammHo-annapaTHble cpeacTea obecneyeHun 3awmTbl MHPOpPMaLUm
aBTOMaTU3MPOBAHHbIX CUCTEM

MeToabl 3aWnThl VIHCI)OpMaLI,VIVI OT YTe4YKU NO TeEXHNYECKMM KaHalam

HOpMaTMBHbIE NnpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYeckMe  AOKYMEHTbl  YNOJHOMOYEHHbIX
deaepanbHbIX OPraHOB MCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmMmaunm

Apyrve
XapaKTepUCTUKK

3.2.6. TpyaoBaa GpyHKUUA

AyAnT 3aMLLEHHOCTM MHPOPMALLUM B YpoBeHb
HanmeHoBaHuH ya iy bopmay P
o ABTOMATM3NPOBAHHbIX CUCTEMAX Koa | B/06.6 |(noayposeHb) 6
KBanndbuKaumnm
MpoucxoxaeHue 3anmcTBoBaHO
P o A OpwuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

OueHka WMHGOPMAUMOHHbIX pUCKOB 6e3onacHocTM WHpopmauun B
aBTOMAaTU3MPOBAHHON cucTEMeE

O60CHOBaHME M KOHTPO/b PEe3y/NbTaToB YNpPaBAEHYECKUX pPelleHnin B
ob6nactn 6e3onacHoCTM MHOPMALLMM aBTOMATU3UPOBAHHbIX CUCTEM




3KCI‘IepTVI3a COCTOAHUA 3alneHHOCTH VIHCI)OpMaLI,VIVI
dBTOMATU3UPOBAHHbIX CUCTEM

Ob6ocHoBaHKue KpuTepmes addeKTMBHOCTH bYHKLMOHUPOBaHUS
3aLLUMLLEHHbIX aBTOMATU3MPOBAHHbIX CUCTEM

Heobxoanmble ymeHUn

KnaccndumumpoaTb M oueHMBaTb yrpo3bl 6e3onacHocTn MHpopmaumm ans
ob6bekTa MHPopMmaTM3aLUn

PaBpaﬁaTblBaTb npeanoxeHuma no COBEPLUEHCTBOBAHUKD  CUCTEMDI
ynpassieHna MHd)OpMaLI,MOHHOﬁ 6e3onacHoCTblO dBTOMATU3UNPOBAHHDbIX
cncrem

Pa3pabaTtbiBaTb NONUTUKM 6e3onacHocTH nHpopmauunm
aBTOMATU3MPOBAHHbIX CUCTEM

anMEHﬂTb WHCTPYMEHTA/IbHblE CPeAcCTBa KOHTPOA 3alMUWLEHHOCTU
VIHd)OpMaLI,VIVI B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

Heobxoanmble 3HaHUA

OcHoBHble  KpunTorpapuyeckme MeToAbl, anropuTMbl, MNPOTOKObI,
Mcnonb3yemble 444 3aWuTbl MHPOPMALMM B aBTOMATU3MPOBAHHbIX
cuctemax

Cnocobbl 3alnThbI VIHd)OpMaLI,VIVI OT HECAaHKULMOHUPOBAHHOIO A0CTyna W
YTEYKHM NO TEXHUYECKMUM KaHa/1laM

MeTtoapl  KOHTponsa  3pdeKTMBHOCTM  3awmTbl  UMHPoOpmauum  OT
HECAHKLUMOHWUPOBAHHOIO AOCTYNA M YTEYKM MO TEXHUYECKMM KaHaNaM

anHLI,VII'IbI NOCTPOEHUA CUCTEM 3aLLLUTDI MHd)OpMaLI,MVI

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundeckme AOKYMEHTDI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOM BNACTU NO 3auuTe VIHd)OpMaLI,MM

OpraHu13aluMoHHble Mepbl No 3almTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.2.7. TpypoBasa GpyHKUMA

YcTaHOBKa M HacTpoliKa CpeacTB 3aLmTbl YpoBeHb
HanmeHoBaHu
o MHbOPMaALMM B aBTOMATM3MPOBAHHbIX Koa | B/07.6 |(noaypoBeHsb) 6
cucTemax KBanndukaumm
MpouncxoxaeHue 3aMmcTBOBaHO
P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHoOro

CTaHAapPTa




Tpyaosble aencTema

BXO4HOM KOHTPO/b KauecTBa KOMMNEKTYIOWNX U3AENNIA CUCTEMbI 3aLLNTDI
UHbOPMaLMM aBTOMATU3NPOBAHHOM CUCTEMBI

OCYLLI,GCTBJ'IEHME aBTOHOMHOW Hanagkn TeXHUYECKUX U NPOrpamMmMHbIX
cpencTts CUCTEMbI 3aLLLUTDI MH(I)OpMaLI,MM aBTOMaTM3MpOBaHHOﬁ CncTtembl

NposegeHne nNpUemoYHbIX MCMbITaHUN CcUCTEMDI 3alUTbI MHCI)OpMaLI,VIM
aBTOMaTM3MpOBaHHOl\/’I Cncrembl

BHeceHune B JKCNAyaTaUMOHHYIO  [AOKYMEHTauuio U3MEHEeHUN,
HanpaB/ieHHbIX Ha YCTpaHeHMe HeAOCTaTKOB, BbIABAEHHbIX B npouecce
MCNbITaHUM

Heobxoanmble ymeHUn

AOMMHUCTPUPOBATL  MPOrPamMHble  CPeAcTBa  CUCTEMbI  3aLUMTbI
MHPOPMaLMN aBTOMATUINPOBAHHBIX CUCTEM

yCTpaHﬂTb M3BECTHbIE YA3BUMOCTU aBTOMaTMBMpOBaHHOﬁ CUCTEMDbI,
npueogAawne K BOSHUKHOBEHUIO Yrpo3 6e3onacHoCTH VIHd)OpMaLI,VIVI

MPMMeHATb HOPMATMBHblE [AOKYMEHTbl Mo 3awmte uHGopmaumm OT
HECAaHKLUMOHMPOBAHHOrO A0CTyna W MNPOTUBOAEUCTBMIO TEXHUYECKOM
pasBeake

anMEHﬂTb dHaanTn4yecrkme n KOMNbIKOTEPHbIE moaenun
dBTOMATU3UPOBAHHbLIX CUCTEM N CUCTEM 3aLLUNTDI VIHd)OpMaLI,VIVI

MpoBOAMTb aHaNMU3 CTPYKTYPHBIX U GYHKLMOHAbHBIX CXEM 3aLLMLLEHHOW
aBTOMATU3MPOBAHHOMN CUCTEMDI

Onpefdenatb napameTpbl HAcTPOMKM nNporpammHoro obecneyeHus
cMCTeMbl 3aLnTbl MHGOPMaLLMM aBTOMATU3MPOBAHHOW CUCTEMDbI

Heobxoanmble 3HaHUA

OcHoBHble yrpo3bl 6e30nNacHOCTM MHPOPMALUN U MOLENN HapywUTens B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

CopepraHue 3KCMAyaTaUMOHHOM AOKYMEHTaUuUM aBTOMAaTM3MPOBAHHOM
cucTembl

Tunosble  CcpeacTBa, MeTogbl M MPOTOKO/bl  MAEHTUPUKALMMK,
ayTEHTUOUKALMM M aBTOPM3ALUM

OCHOBHbIe mepbl Mo 3auuTe VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbIX
cncrtemax

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYecKue  AOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

Apyrve
XapPaKTePUCTUKHN

3.2.8. TpyaoBsaa GpyHKUuuUA




e 3awmTe nHdopmaumm B

MpoucxoxaeHue
TPYAOBOM GYHKUMUM

Pa3paboTKa opraHM3aLMoHHO- VposeHb
HanmeHoBaHM | pacnopaguTenbHbiX 4OKYMEHTOB NO
P PAA AOKY Koa | B/08.6 |(noayposeHb) 6
KBannbuMKaumnm
aBTOMATM3MPOBAHHbIX CUCTEMAX
3anmcTBoBaHO
OpuruHan X
N3 opuruHana
Koa PerncrpaumoHHbIn
opurnHana HoMep
nNpodeccnMoHanbHOro
CTaHAapTa

TpyaoBble AencTeus

OnpegeneHne npasua W npoueayp YNPaBAeHWA CUCTEMOM 3aLLUTbI
NMHPOPMaLMM aBTOMATUINPOBAHHOM CUCTEMDbI

Onpe,u,eneHme npasuva n npoueayp sbiABNEHNA UHUNLOEHTOB

OnpeaeneHne npaBun U Npouesyp MOHUTOPUHra obecneyeHus YpPOBHS
3aLLMLLEHHOCTU MHPOPMALMKN aBTOMATU3NPOBAHHOM CUCTEMDbI

OnpeaeneHne npasua M npoueayp 3awmtbl MHGOPMALMM NPU BbiBOAE
aBTOMATU3MPOBAHHOM CUCTEMBI M3 3KCMJIyaTaLMM

OnpeaeneHne npaswa M Npoueayp pearMpoBaHWUA Ha MHUMAEHTblI B
aBTOMaTU3MPOBAHHOMN cucTeme

Heobxoanmbie ymeHus

Knaccndumumposatb " oLeHMBaTb Yrposbl MHDOPMaLUOHHOM
b6e3onacHocTH

MPMMEHATb HOPMATMBHblE [AOKYMEHTbl MO 3awmte uHGopmaumm OT
HECAaHKLUMOHMPOBAHHOrO A0CTyna W MNPOTUBOAEUCTBMIO TEXHUYECKOM
pasBeake

Onpefenatb napameTpbl  HACTPOMKM NPOrpamMmmMHOro  obecneyeHus
cUCTeMbI 3aLWMTbl MHGOPMALLMM aBTOMATU3MPOBAHHOM CUCTEMDI

KoHTpoanposaTtb 3GGeKTUBHOCTb NPUHATBLIX Mep Mo 3almTe MHGopMmaumnm
B @aBTOMAaTM3MPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHUA

Copep:kaHue M MNOPAAOK [AeATeNbHOCTM MepcoHana Mo 3KChayaTaumu
3aLUMLLIEHHbIX ABTOMATM3MPOBAHHbLIX CUCTEM W CUCTEM  3aLLMUTHI
nHbopmaumnm

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENN HAPYLUINTENS B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnonbdyemble AON1A 3aWUTbI MHd)OpMaLI,MVI B aBTOMATU3NPOBAHHbIX
cncremax

MpUHUMNbLI  MOCTPOEHMA  CpeacTB  3aWuTbl  MHbOpMmauMM  OT
HEeCaHKLMOHNPOBAHHOrO AOCTYNa W YTEYKM N0 TEXHUYECKUM KaHanam




HopmaTtunBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

Apyrve
XapaKTepUCTUKK

3.2.9. TpyaoBsaa GpyHKUUA

AHanus yasBMMOCTe BHeapseMon YpoBeHb
HavmeHoBaHM
o CMCTEMDbI 3aLWMTbI MHPOPMaL MK Koa | B/09.6 |(noayposeHsb) 6
KBanmduKkaumnu
MpoucxoxaeHue 3aMMCTBOBaHO
P o A OpuruHan X
TPYA0BOM GYHKLUMUM 13 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa

TpyaoBble AencTeus

Bbibop n obocHoBaHMe KpuTepuneB 3GOEKTUBHOCTM GYHKLMOHUPOBAHUSA
3aLLUMLLEHHbIX aBTOMATU3MPOBAHHbIX CUCTEM

MpoBegeHMe aHanM3a YA3BMMOCTM NPOrPaMMHbIX U MPOrPamMHO-
annapaTHbIX cpeacTs cuctembl 3alLMTbI nHdopmauum
aBTOMaTU3MPOBAHHOMN CUCTEMDI

npOBeAEHME 9KCNepTn3bl COCTOAHMA 3alLUNLLEHHOCTU MHd)OpMaLI,VIVI
dBTOMATU3NPOBAHHbBIX CUCTEM

YTouHeHne moaenu yrpos 6e30MnacHoOCTM nHdopmaumnm
aBTOMaTU3MPOBAHHOMN CUCTEMDI

npOBeAEHMe npeanBapuUTesibHbIX NCMbITaHUN cncrembl 3aWnTbI
VIHd)OpMaLI,VIVI aBTOMaTM3MpOBaHHOl7I cncrembl

MpoBegeHMe  aHanM3a  yA3BMMOCTEM  aBTOMATM3MPOBAHHbLIX U
NHPOPMALMOHHBIX CUCTEM

Heobxoanmble ymeHus

KnaccupmumpoBatb M oueHMBaTb yrposbl 6e3onacHoCTM WHpopmMauum
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

PaspabatbiBaTb NpPeaoXeHWA MO  COBEPLUEHCTBOBAHUIO  CUCTEMbI
ynpasaeHua 3almTon nHGopmMaumnmM aBToMaTU3MPOBAHHON CUCTEMDI

MpoBoAMTb aHaNM3 AOCTYMHbIX UHGOPMALMOHHBIX UCTOYHUKOB C LE/IbHO
BbISIBJIEHUS U3BECTHbIX YS3BUMOCTEN, MCMO/Ib3YeMbIX B CUCTEME 3aLLUTHI
MHPOPMaLMM NPOrPAMMHbIX U NPOrPaMMHO-annapaTHbIX CPeacTB

YCTpaHATb BbIABAEHHbIE YA3BMMOCTM aBTOMAaTU3MPOBAHHOM CUCTEMBI,
npuBoAsaLLMe K BO3SHUKHOBEHUIO yrpo3 6e3onacHocTM nHpopmaumnm




Heobxoanmble 3HaHUA

OcHOBHble  MeToabl WM cpeacTtBa  KpunTorpaduyeckon  3awuTsl
nHpopmauum

Cnocobbl 3alnThbl VIHd)OpMaLI,VIVI OT HECAaHKULMOHUPOBAHHOIO A0CTyna W
YTE€YKHM NO TEXHUYECKMUM KaHa/laM

Crnocobbl  KoHTpons  3ddEeKTUBHOCTM  3aWuTbl  MHPoOpmauMm  OT
HECaHKLUMOHUPOBAHHOIO AOCTYNA M YTEYKM MO TEXHUYECKMM KaHaNam

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYeckMe  AOKYMEHTbl  YNOJHOMOYEHHbIX
deaepanbHbIX OPraHOB MCMNOJHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

OpraHu13aLMoHHble Mepbl No 3aLwmTe nHGopmaunm

CopepraHue 3KCMAyaTaUMOHHOM AOKYMEHTaUUM aBTOMAaTM3MPOBAHHOM
cucTembl

Apyrve
XapPaKTePUCTUKHN

3.2.10. TpypoBas PpyHKLMA

BHeapeHMe opraHM3aLMOHHbIX Mep Mo YpoBeHb
HanmeHoBaHM
o 3awmTe MHpopmaumn B Koa | B/10.6 |(noayposeHb) 6
aBTOMATM3MPOBAHHbIX CUCTEMAX KBasnduMKaumnm
MpouncxoxgeHue 3aMMCTBOBAHO
P . A OpuruHan X
TPYAOBOM GYHKLUMUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOMep
npodeccnMoHanbHoro
CTaHAapTa

Tpyaosble aencTema

MpoBeaeHMe nNpPOBEPKM MONHOTbI OMWUCAHUA B  OPraHU3aLMOHHO-
pacnopaauTenbHbIX [AOKYMEHTAaX Ha aBTOMATU3MPOBAHHYK cUCTEMY
OEeWCTBMIA NepcoHasna no peannsauuy OpraHM3auMOHHbIX Mep 3alLMTbl
nHpopmauum

npOBeAEHME 3aHATUIN C nepcoHaaom no pa60Te C cuctemon 3aWnTbIl
VIHd)OpMaLI,VIVI aBTOMaTMBMDOBaHHOVI cncrembl, BK/KOYaA nposeageHune
NPaKTU4eCKnxX 3aHATUIN Ha MaKeTax Wan B TECTOBOM 30He

MoAroToBKa [AOKYMEHTOB, oOnpedenstolmx npasuaa M npoueaypsi,
peanusyemble onepaTopom Ana obecneyeHus 3awmTbl MHPOPMALUKM B
MHPOPMaLMOHHOM CUCTEME B XOAE ee 3KCMAyaTauum

npOBeAEHME NPOBEPKN TOTOBHOCTU NeEPCOHaNa K 3KCnayaTaunnm CUCTEMbI
3alnTbl MHd)OpMaLI,MVI aBTOMaTM3MpOBaHHOVI CnCTtembl

MoArotoBKa [AOKYMEHTOB, oOnpeaenalolmMx npasuMna W npoueaypbl




KOHTpONs 06ecneyeHHOCTM YPOBHA  3aLUMWEHHOCTM  WHPOpMaLUK,
coaepKauenca B MUHPOPMaALMOHHOM cucTeme

MoAroToBKa [AOKYMEHTOB, OMNpeAenslowmx npasuaa W npoueaypbl
BbIAIBJIEHUS MHUMAEHTOB, KOTOpble MOryT npuBecT K cbosm wam
HapyweHuio  QYHKUMOHMPOBAHUA  MHOOPMALMOHHOM  CUCTEMbI U
BO3HWKHOBEHMUIO Yrpo3 6e30nacHoCTU MHOPMALMK

MoarotoBKa [AOKYMEHTOB, OMNpeaenailolmx npaBuaa W npouesypbl
ynpasneHuMa KoHoUrypauuern atrectoBaHHOM MHPOPMALMOHHOM CUCTEMDI
W CUCTEMBI 3aLLMTbI MHPOPMALLMN MHOOPMALMOHHOM CUCTEMBI

Heobxoanmbie ymeHus

PeanunsosbiBaTb npasuaa pasrpaHnyeHna A0CTyna nepcoHana K obbeKTam
Aocrtyna

AHann3MpoBaTb NPOrpammHble U NPOrpamMmMHO-annapaTHble pewweHns npu
NPOEKTUPOBAHMMN CUCTEMbI 3aLMTbl MHOOPMALMU C LENblo BbiABAEHUA
NOTEHUMANbHbIX  yA3BMMOCTel  6e3onacHoCTM  MHpopmauum B
aBTOMATU3MPOBAHHbIX CUCTEMAX

KoHcynbTMpOBaHWE MepcoHana aBTOMATM3MPOBAHHOM CUCTEMbI MO
KOMMJieKcy Mep (npaBunam, npoueaypam, MPaAKTUYECKMM Npuemam,
PYKOBOZALLMM MPUHUMNAM, METOAAM, CpeacTBam) obecneyeHms 3awmThbl
nHpopmauum

OcyliecTBnaTb NAaHWPOBaHME W OpraHusaumio paboTbl NepcoHana
aBTOMAaTU3MPOBAHHOM CUCTEMBI C YyyeToM TpeboBaHMIK MO 3alwuTe
nHbopmauum

KoHdurypmpoBaTb aTTeCTOBaHHYO MHGOPMALMOHHYIO CUCTEMY U CUCTEMDbI
3aLWnTbl MHPOPMALUMM MHPOPMALLMOHHOM CUCTEMDbI

Heobxoanmble 3HaHKA

HopmaTuBHble NpaBoOBble aKTbl M HALUMOHANbHble CTaHAAPTbl Mo
NIMLEH3MpoBaHUIO B 06/1acTM obecneyeHns 3aWmTbl rOCYAaPCTBEHHOW
TaliHbl U cepTUdMKaLMM CpeacTs 3aWwmTbl MHPopMauum

MeTtoabl, cnocobbl, cpeacTBa, MOCAEAOBATENbLHOCTb W COAepKaHue
3TanosB pa3paboTKM aBTOMATU3UPOBAHHbLIX CUCTEM W CUCTEM 3aLUuTbl
aBTOMaTU3MPOBAHHbIX CUCTEM

HOpMaTMBHbIE NpaBoOBbl€ aKTbl B obnactu 3alWnThbl VIHCI)OpMaLI,VIM

PykoBogsawme M MeToAMYeckue  AOKYMEHTbl  YNOJHOMOYEHHbIX
denepanbHbIX OPraHOB MCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmMmaunm

MeToanKKN cepTUPUKALMOHHBIX UCNbITaHNA TEXHUYECKMX CPeaCTB 3aLmTbl
MHPOPMAUMN OT HEeCaHKUMOHMPOBAHHOrO AOCTyna M YyTeYKM no
TEXHUYECKMM KaHanam Ha cootsercTeue TpebosaHuAm no 6esonacHocTu
nHbopmauum

MeToabl, cnocobbl  u cpeactea obecneyeHus OTKa3OYCTOl7I‘-IMBOCTM
dBTOMATU3UNPOBAHHbIX VIHd)OpMaLI,VIOHHbIX CUCTem

Apyrve




XapaKTEPUCTUKM

3.3. 0606wWweHHan TpyaoBan GyHKLMUA

HanmeHoBaHM

MpoucxoxaeHue
0606LeHHoM TpyaoBoOW

dYHKLMM

Pa3spaboTKka cucTem 3alumThl
MHbOPMALMKN aBTOMATUINPOBAHHbIX
CUCTEM, UCMONIb3YEMbIX B TOM YMC/IE Ha
06bEKTAX KPUTHUYECKOM Ko C YpoBeHb 7
e MHGOPMALNOHHOW MHPPACTPYKTYpPSI, B KBanmdukaumu
OTHOLLEHMM KOTOPbIX OTCYTCTBYET
HeobXxo04AMMOCTb NMPUCBOEHMUA UM
KaTeropuii 3Ha4MMoCTH
3anmcTBoBaHO
OpuruHan X
U3 opurMHana
Kop, PerncrpaumoHHbIn
opurMHana HoMep
npodeccnoHanbHOro
CTaHgapTa

BO3MOXKHble
HaMMeHOBaHWUA
[JOJI)KHOCTEN,
npodeccui

BeayLimii HKeHep - pa3paboTumK cucTem 3aWwmTbl MHGOpMaLUm
Beaywwmii cneunanmct no sawmre MHGopmaLmm

PyKkoBoauTeNb NPOEKTOB B 06/1aCTW pa3paboTKM CUCTEM 3aLLMUTbI
nHbopmaumm

PyKkoBoauTenb oTaena cuctem 3awmTbl MHGopMaumnm

TpeboBaHMA K
obpasoBaHuioO U
obyuyeHuto

Bbicliee obpasoBaHue - cneuuanmTeT AN MarucTpaTypa B obi1actu
MHPopmauMoHHOM Be3onacHOCTH

TpeboBaHMsA K ONbITy
npakTUYeckol paboTsbl

Ocobble ycnoBus
[AOMycKa K pabote

Hanuune gonycka K rocygapcTBeHHOM TaHe (Mpyn HeobxoanmocTu)

Apyrve
XapaKTepUCTUKK

PekomeHayeTca A0NONHUTEIbHOE NpodeccuoHanbHoe obpasoBaHue -
Nporpammbl NOBbIWEHUA KBaAndUKaLMmM B 061acTv MHPOPMALMOHHOM
b6e3onacHocTH

[ononHuTenbHble XapaKTePUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30BoM rpynnbl, 4OAXKHOCTU (Npodeccum)
OOKyMeHTa WAN CneLmanbHOCTH
OK3 2512 Pa3paboTumkm nporpammHoro obecneyeHun
EKC - NHKeHep-nporpaMmumcT (Nporpammmcr)




MHKeHep-nporpammMmCT No TEXHUYECKOM 3alwmTe

nHpopmauunm
oKknAgTtp 20911 [naBHbIV CNneunanmcT no 3awmuTe nHbopmaumum
22567 UH»KeHep no 3awmute MHPopmaumm
26579 Cneumanuct no 3awmre nHdopmauymm
OKCOo 2.10.04.01 NHpopmaLuMoHHan 6e3onacHoCTb

2.10.05.01 KomnbloTepHasa 6esonacHocTb

2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX

CUCTEM

2.10.05.03 NHdopmaumoHHOM 6e30nacHOCTN aBTOMATU3NPOBAHHbIX

cncTtem

2.10.05.04 NHbopMaLMOHHO-aHaNUTUYECKMe cucTembl 6e30nacHOCTU

2.10.05.05 BesonacHOCTb MHPOPMALIMOHHbIX TEXHO/IOTUIA B

npaBooOXpaHUTeIbHOM chepe

2.10.05.06 Kpuntorpadus

2.10.05.07 MpoTnBoaencTBME TEXHUUYECKUM pPa3BeaKaM

3.3.1. TpyaoBaa GpyHKUuuUA

TecTupoBaHUe cnucTem 3aLuThbl YpoBeHb
HanmeHoBaHuU
o MHPopMaLUM aBTOMATU3UPOBAHHbIX Koa | C/01.7 |(noaypoBeHb) 7
cuctem KBanmMduKaumum
MpoucxoxaeHue 3anmcTBoBaHO
P . A OpuruHan X
TPYyAoBOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

MpoBegeHe aHaAM3a  CTPYKTYPHbIX M PYHKUMOHANBHBLIX  CXEM
3aLUMLLEHHbIX aBTOMATU3MPOBAHHbIX MHPOPMALMOHHBIX CUCTEM C Le/bto
BbIAIB/IEHUSA NOTEHLMANbHbIX yA3BUMOCTEMN MHPOPMaLMOHHOM
6e30MacHOCTM aBTOMaTM3NPOBaHHbIX CUCTEM

BbifaBneHWe yA3BUMOCTU WHPOPMALMOHHO-TEXHONOTMYECKMX PECYpPCoB
aBTOMaTU3MPOBAHHbIX CUCTEM

BoiAasneHue OCHOBHbIX yrpos 6esonacHoCTH VIHd)OpMaLI,VIM B
dBTOMATU3UPOBAHHbIX CUCTEMAX

CoctaBneHne MeTOOMK TeCTUPOBAHMA CUCTEM 3aALMUTHI VIHd)OpMaLI,VIVI




dBTOMATU3UPOBAHHbIX CUCTEM

I'Iop,6op MHCTPYMEHTA/IbHbIX CpeacTts TeCTUpoBaHUA CUCTEM 3aLlUUTHI
VIHd)OpMaLI,VIVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

CocTaBneHue NPOTOKONOB TECTUPOBAHMA CUCTEM 3aLLMUTHI VIHd)OpMaLI,VIVI
dBTOMATU3UPOBAHHbLIX CUCTEM

Heobxoanmbie ymeHus

AHaJ'IM3VIpOBaTb OCHOBHbIe XapPaKTEPUCTUKN n BO3MOXHOCTU
TENEKOMMYHUKALUMOHHbBIX CUCTEM NO nNepeaaye VIHd)OpMaLI,VIVI

AHanu3MpoBaTb OCHOBHble Yy3/lbl W  YCTPOWCTBA  COBPEMEHHbIX
aBTOMaTU3MPOBAHHbIX CUCTEM

MpUMeHATb 4EeNCTBYIOLWYO HOPMATUBHYH 6a3y B ob6nactn obecneyeHus
6e3onacHOCTN MHbOpMaLUK

KoHTponnpoBaTb ¢GYHKUMOHUPOBAHME TEXHUYECKUX CPeACTB 3alLuTbl
nHpopmauum

BoccTtaHaBMBaTh (3amMeHATb) OTKa3aBLIME TEXHUYECKME CPEeACTBA 3aLUTbI
nHbopmaumm

Heobxoanmble 3HaHKA

MPUHUMNBI NOCTPOEHUS N GYHKLMOHUPOBAHMA CUCTEM U CETEl nepeaaym
nHpopmauum

DTanoHHaA moaenb B3aMMOAEﬁCTBMﬂ OTKPbITbIX CUCTEM

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENN HAPYLUINTENS B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

OcHOBHble mepbl Mo  3aluTe MHd)OpMaLI,MVI B aBTOMATU3NPOBAHHbIX
cncremax

OcobeHHoCTH 3alnTbI VIHd)OpMaLI,VIVI B aBTOMATU3UPOBAHHbLIX CUCTEMaAX
ynpasaeHnAa TexHonornyeCkMmm npoueccamm

MpUHLUMNbLI  MOCTPOEHWS  CpeacTB  3aWuTbl  MHbOpMAUMM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa U YTEYKM N0 TEXHUYECKMM KaHanam

OcHoBHble KpunTorpapuyeckme MeToAbl, aAropuTMbl, MNPOTOKObI,
Mcnonb3yemble 444 3aWuTbl MHPOPMALUM B aBTOMATU3MPOBAHHbIX
cuctemax

TexHun4yeckune KaHanbl YTe€YKHn MHd)OpMaLI,MM

TexHW4Yeckne cpeactBa KOHTponsa 3OGEKTUBHOCTM  Mep  3aLuuTbl
nHpopmauum

OpraHu3aumoHHble OCHOBbI 3aLunTbI MHbOPMaLUn oT
HECAHKLUMOHWUPOBAHHOIO AOCTYMa M YTEYKM MO TEXHUYECKMM KaHafam Ha
ob6bekTax MHpopmaTU3aLUK

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PykoBogsawme UM MeToAMyeckMe  OOKYMEHTbl  YNOJIHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3alimTe HGopmMaumm




OpraHu13aLMoHHble Mepbl No 3awmTe HGopmaunm

Apyrve
XapPaKTePUCTUKHN

3.3.2. TpypoBasa GpyHKUMA

Pa3paboTKa NPOEKTHbIX pelleHnUin No YpoBeHb
HanmeHoBaHM
o 3awmTe MHpopmaumn B Koa | C/02.7 |(noaypoBeHb) 7
aBTOMATM3MPOBAHHbIX CUCTEMAX KBasndMKaumnm
MpouncxoxgeHue 3aMMCTBOBAHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM n3 opuUrnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccrMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

PaspaboTka mogenn yrpos 6e30nacHOCTM WHPOPMaAUMM U Moaenw
HapyLNTeNs B aBTOMaTM3NPOBAHHbIX CUCTEMAX

Paapa60TKa N\o,u,eneﬁ dBTOMATU3UNPOBAHHbBIX CHUCTEmM U NOACUCTEM
6e3sonacHocTH dBTOMAaTU3NPOBAHHbLIX CUCTEM

Pa3spaboTKa NPOEKTOB HOPMATMBHbLIX AOKYMEHTOB, PernaMeHTUPYOLWMNX
paboTy no 3awmTte nHGopmaummn

Paapa60TKa npep,nomeHm‘/'l Nno coBepweHCTBOBaHNIO CUCTEMDI YNPaBaEHUA
6e3onacHOCTbIO VIHd)OpMaLI,MM B @aBTOMAaTU3NPOBAHHbLIX CUCTEMAX

Heobxoanmble ymeHUn

MprumeHATb AeUCTBYIOLWYO HOpMaTMBHYtO 6a3y B obnactn obecneyeHun
3aWmTbl MHGOPMaLMM

anMEHﬂTb HOPMaTuBHbIE AOKYMEHTbI no I'IpOTVIBOAEﬁCTBVII-O
TeXHUYECKoW pa3segke

Knaccupunumposath 3alimuiaemyo MHPOpMaumio no BMAAM TalHbl U
cTeneHAM KoHdUAeHUNaNbHOCTH

OI'Ipe,D,eJ'IﬂTb TUnNbl Cy6'beKTOB AocTtyna u 06BbEeKTOB A0CTyna, ABNAOWMNXCA
obbeKTamm 3aWnTbl

Onpepenatb meToAbl ynpasiaeHua AOCTYNoM, TUMbl AOCTyna M npasuaa
pa3rpaHMyeHunsa AocTyna K ob6bekTam AocTyna, Nnogjexalum peanmsaumm
B aBTOMaTM3MpPOBaHHON cUCTEMeE

BbibMpaTb Mepbl 3alMTbl UHbOPMaUUKM, Noasexaline peannsauum B
cucTeme 3aWmTbl MHGOPMALMM aBTOMATU3UPOBAHHOMN CUCTEMbI

Onpepenat BUAbI W TUMbl  CPeACTB  3alWuMTbhl  MHOOPMaLMK,
obecneumBaloLLMX peannsaLmio TEXHUYECKUX Mep 3amuTbl MHGopMaLmMm




Onpeaenatb CTPYKTYpPY cucTemsl 3alLMTbI NHpOopMaLUK
aBTOMaTU3MPOBAHHOM CUCTEeMbl B COOTBETCTBMM C TpeboBaHUAMM
HOPMAaTMBHbIX MPAaBOBbIX AOKYMEHTOB B 06/1acTV 3alnTbl MHbOPMALUK
aBTOMaTU3MPOBAHHbIX CUCTEM

HGO6XOAMMbIe 3HaHUA PYKOBO,D,F!LLI,VIE n meTogundyeckme AOKYMEHTbI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

HopmaTtuBHble MpaBoBble aKTbl W  HAUMOHaAbHble CTAaHAAPTbl MO
NIMLEH3UPOBAHMNIO B 00/11acTM obecrneyeHus 3alumTbl FOCyAapCTBEHHOWM
TalHbl U cepTUPUKaLUM CPeacTB 3alnTbl MHGOPMaLUK

MpUHLMNbI NOCTPOEHMUA U GYHKUMOHMPOBAHMSA, NPUMEpPbI peannsaunm
COBPEMEHHbIX JIOKANbHbIX U T106aNbHbIX KOMMbIOTEPHbLIX CETel U KX
KOMMOHEHTOB

OcobeHHoCTH 3alUTbI MHd)OpMaLI,MVI B aBTOMATU3UPOBAHHbLIX CUCTEMaX
ynpasaeHnAa tTexHonorn4yeCknmm npoueccamm

Kputepun oueHkM 3GGEKTUBHOCTM WM HAZEeKHOCTU CPeacTB  3alumThbl
WMHPOPMaLMKM NPOrPamMmMHOro obecneyeHna aBTOMaTU3MPOBAHHbIX CUCTEM

MPUHLMNbI OpraHM3auMm M CTPYKTYpa CUCTeM 3awmTbl MHOpMauum
nporpammHoro obecneyeH1s aBTOMaTU3MPOBAHHbIX CUCTEM

OCHOBHbIe XapPaKTepUCTUKN TeXxHN4YeCKUX CcpeactB 3alunTbl VIHd)OpMaLI,VIM
OT HECAHKUMNOHNPOBAHHOIO A0CTyMNa U yTe4yeK no TeEXHMYECKNM KaHalaM

MpuHLMNbl GOPMUPOBAHUA MOAUTUKN MHPOPMALMOHHOM 6e30NacHOCTM B
aBTOMATU3MPOBAHHbIX CUCTEMAX

Apyrve -
XapaKTepUCTUKK

3.3.3. TpypoBasa ¢pyHKUMA

Pa3paboTKa aKkcnayaTaLMOHHOM VpoBeHb
HavmeHOBaHM | AOKYMEHTALMM HA CUCTEMbI 3aLLUTDI
AOKY a W Kog | C/03.7 |(noayposeHb) 7
e MHPOPMALMKN aBTOMATUIUPOBAHHbIX
KBanmdukaumnu
cucTem
MpoucxoxaeHne 3aMmcTBOBaHO
P o A OpuruHan X
TPyAoBoW GyHKLUM U3 opuUrMHana
Kog, PerncrpaumoHHbIN
opurMHana HOMep
npodeccnoHanbHOro
CTaHaapTa
Tpyaosble AencTemA AHann3 TeXHNYECKON AOKYMEHTALUMN MHPOPMALMOHHOMN MHPPACTPYKTYpPbI

aBTOMaTVI3VIpOBaHHOl7I CnCTembl

AHanus 3aLLMLLEHHOCTH MHPOPMaLMOHHOM MHPPACTPYKTYpbI




aBTOMaTM3MpOBaHHOl71 Cncrembl

dopmupoBaHue TpeboBaHMIA NO 3awmMTe MHOGOPMALMMK, BK/KOYaAS
MCMNO/Ib30BaHNE MATEMaTMUYECKOro annapaTta A8 PeleHus NPUKAagHbIX
3a4a4

JOKyMeHTUpPOBaHME NPOrpamMmMHOro obecneyeHnsn, TEXHUYECKMX CPeacTB,
6a3 AaHHbIX M KOMMbIOTEPHbLIX ceTeld € yyeTom TpeboBaHWt no
obecneyeHuto 3aWNUTbI MHPOPMaALMK

AHann3  CTPYKTYPHbIX U OYHKLMOHA/NbHBIX  CXeM  3alMLLEHHbIX
aBTOMAaTU3MPOBAHHbIX MHPOPMALMNOHHBIX CUCTEM

Ob6ocHoBaHMe Kputepues 3ppeKTMBHOCTH OYHKUMOHMPOBAHUA
3aLUMLLEHHbIX aBTOMATU3NPOBAHHbIX MHOOPMALMOHHbIX CUCTEM

anMEHeHMe nporpamMmmMmHO-annapaTHbIX cpencre obecneyeHus
6esonacHocTH VIHd)OpMaLI,VIM B aBTOMATU3NPOBAHHbLIX CUCTEMAX

Heobxoanmble ymeHUn

Onpepenatb Mmepbl (npasBuna, npoueaypbl, MNpPaKTUYECKUe npuembl,
pyKoBoOAALLME MPUHLUMbI, METOAbl, CPeACcTBa) ANA 3alMTbl MHPOPMaLUU
B aBTOMaTM3MPOBaHHbIX CUCTEMAX

Pa3p363TblBaTb TEXHNYECKMne 3a4aHunA Ha COo34aHuMe noacuUcTtem
VIHd)OpMaLI,VIOHHOﬁ 6esonacHoCTH dBTOMATU3NPOBAHHbLIX CUCTEM

MpoeKkTMpoBaTb noAcucTembl 6€30MacHOCTM WHPOPMaLUM C  ydYeTom
AENCTBYIOLWMX HOPMATMBHbBIX U METOAUYECKUX JOKYMEHTOB

Pa3pa6aTbIBaTb mMo4eNn aBTOMAaTU3NPOBAHHbLIX CUCTEM U CUCTEM 3aLUNTDbI
VIHCI)OpMaLI,VIM dBTOMATU3NPOBAHHbLIX CUCTEM

Uccneposatb mogenu dBTOMATU3NPOBAHHbLIX CUCTEM U CUCTEM 3aLLUNTDLI
6e3sonacHocTH dBTOMAaTU3NPOBAHHbLIX CUCTEM

AHanusumposaTtb nporpammHble, APXUTEKTYPHO-TEXHUYECKME "
CXeMOTeXHUYECKME peLlleHna KOMNOHEHTOB aBTOMATU3MPOBAHHbIX CUCTEM
C UeNblo BbIABMEHNA MNOTEHUMANbHbIX YA3BMMOCTENM CUCTEM 3aLUUThI
MHPOPMaLMM aBTOMATUINPOBAHHBIX CUCTEM

OueHunBaTb MHGOPMALLMOHHbIE PUCKM B aBTOMATU3MPOBAHHbIX CUCTEMAX U
onpeaensite MHPOPMAUMOHHYID MHOPACTPYKTYPY U MHPOPMaUMOHHbIE
pecypchbl, NoANeKalimne 3awmre

MpoBOANTb TEXHUKO-3KOHOMMUYECKOEe 06OCHOBaHME MPOEKTHbIX pPeLueHuit
nporpaMmmHo-annapaTHbIX cpeacts obecnevyeHuns 3aWmTbl MHGOPMaLUK B
aBTOMaTU3MPOBaHHOM cucTeMe C Uenblo obecnedyeHus Tpebyemoro
YPOBHSA 3aLLMLLEHHOCTM

NccnepoBath  3GGEKTUBHOCTb  NPOEKTHbIX  peleHui  MporpammHo-
annapaTHbIX  cpeacTB  obecrneyeHus  3aWuTbl  MHPOpMaLMM B
aBTOMAaTU3MPOBAHHOM cUCTEME C LUenblo obecneyeHus Tpebyemoro
YPOBHSA 3aLMLLEHHOCTH

MpoBOAMTL KOMMNEKCHOE TecTMpOBaHME W OT/AaAKy annapartHbiX W
NPOrpaMmHbIX CUCTEM 3aLWMTbI MHGOPMaLUK




Heobxoanmble 3HaHUA

OcHOBHble MeToAbl ynpaBaeHMsa MHPOPMaLMOHHOM 6e30NacHOCTbIO

OCHOBHble NOHATUA TEOPMM aBTOMATOB, MaTeMaTUYECKOMN JIOTUKM, TEOPUM
aNropuTMOB M Teopum rpados

OCHOBHble MeTo/bl yNpaBAeHNs NPoeKkTammn B 061act MHGOPMaLUMOHHOM
be3onacHocTH

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYyHapoAHble CTaHOaPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

OCHOBHbIe mepbl Mo 3auuTe VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbIX
cncrtemax

OcobeHHoCTH 3alnThbI VIH(I)OpMaLI,VIM B aBTOMATU3UPOBAHHbLIX CUCTEMAX
ynpasaeHnAa TexHonorn4yeCkmmm npoueccamm

Yrposbl 6e30macHoOCTH, MHGOPMALMOHHbIE BO3AEUCTBUA, KpUTepun
OUEHKM  3alMWEHHOCTM UM MeToAbl  3aWuTbl  WHPOpMauum B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

MeToabl, CI'IOC06bI, cpeacrtea, nocnenoBate/sibHOCTb U coAeprKaHwme
3Tanos paapa60TKM dBTOMAaTU3NPOBAHHbLIX CUCTEM U CUCTEM 3aLLUTbI
VIHd)OpMaLI,VIVI B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

MporpammHo-annapaTHble cpeacTsa obecneyeHnn 3awmTbl MHPOpMaLUM
B NporpaMmHom obecneyeHnMn aBTOMaTU3UPOBAHHbIX CUCTEM

OcHOBHble cpencrea, cnocobbl n npuHUunbl NOCTPOEHNA CUCTEM 3aLUNTDbI
VIHd)OpMaLI,VIVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

HopmaTunBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundeckme AOKYMEHTDI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCNONHUTENbHOM BNACTU NO 3auuTe VIHd)OpMaLI,MM

Apyrve
XapaKTepUCTUKK

3.3.4. TpyaoBaa GpyHKUuUA

MpoucxoxaeHue
TPYAOBOM GYHKUMM

Pa3paboTKa NporpammHbIX U VposeHb
HavmeHoBaHM | NporpamMmMHoO-annapaTHbIX CPeACcTB AN
porp P PEACTE A Koa | C/04.7 |(noaypoBeHb) 7
e CUCTEM 3aLUNUTbI MHDOPMaLLUK
KBannduMKaumnm
aBTOMATM3MPOBAHHbIX CUCTEM
3anmcTBoBaHO
OpuruHan X
N3 opuruHana
Kop, PerncrpaumoHHbIn
opurnHana HOoMep
nNpopeccnoHanbHOro

cTaHAapTa




Tpyaosble aencTema

Pa3spaboTKa TEXHUYECKOM OOKyMeHTaLuu Ha KOMMOHEHTbI
aBTOMATM3MPOBAHHbLIX CUCTEM B COOTBETCTBUM C TpeboBaHMAMU EanHONM
CUCTEMbI KOHCTPYKTOPCKOM AOKymMeHTaumun (panee - ECKAO) u EaunHol
CUCTEMbI MPOrpPaMMHON AOKyMeHTauum (aanee - ECNA)

CUHTE3  CTPYKTYPHbIX U OYHKLMOHANbHbBIX  CXEM  3aLMLEHHbIX
aBTOMATU3MPOBAHHbIX CUCTEM

PaspaboTka nporpammHoro obecnedyeHus, TeXHUYECKUX cpeacTs, 6as
OaHHbIX YU KOMMbIOTEPHBIX CETel ¢ yd4eTom TpeboBaHMit No obecneyeHuo
3alMTbl MHGOPMALLUM

Pa3paboTKa 3/1EKTPOHHbIX CXem C yyeTom TpeboBaHWi Mo 3awmTe
nHbopmaumm

OnTMMK3auma paboTbl MEKTPOHHBLIX CXeM C yyeTom TpeboBaHWA no
3almTe nHbopmaumm

Heobxoanmbie ymeHus

OueHmMBaTb CNOMKHOCTb anropnTmos n BblUMC/IEHUI

Pa3pabatbiBaTb TEXHWYECKME 3aJaHMA Ha co3gaHuve NoACUCTEM
6e3onacHocTH nHpopmaumnm aBTOMATM3MPOBAHHbIX cucTem,
NPOEKTUPOBATb TakKMe NOACUCTEMbI C yYeTOM TpeboBaHUI HOPMATUBHbIX
AoKymeHTOoB, ECKA v ECMN/,

AHanusumposaTtb nporpammHble, APXUTEKTYPHO-TEXHUYECKME "
CXeMOTeXHUYECKME peLleHNa KOMNOHEHTOB aBTOMATU3MPOBAHHbIX CUCTEM
C LUEeNblo BbIABAEGHMA MNOTEHLMANbHbIX YyA3BMMOCTel 6e3onacHoCTH
WMHPOPMaLMM B aBTOMATU3MPOBAHHbIX CUCTEMAX

npOBO,D,MTb KOMNJIEKCHOE TeCTUPOBaHUE aNnmnapaTHbIX WU MPOrpaMmHbIX
cpencrte

Heobxoanmble 3HaHUA

MpodeccnoHanbHaa M KpunTorpaduyeckaa TepmuHonorus B obnactu
6e3onacHocTM nHpopmaunm

OcHOBHble VIHd)OpMaLI,VIOHHbIE TEXHOI0TUN, ncnoab3lyemblie B
dBTOMATU3UPOBAHHbIX CUCTEMAX

Cpeactea M crnocobbl obecneyeHns 6HesonacHocTM  UHPoOpMaUUK,
NPUHUMMbI NOCTPOEHUA CUCTEM 3aLMUTbl MHPOPMaLMK

OcHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnonbdyemblie AON1A 3aWUThI MHd)OpMaLI,MVI B aBTOMATU3UNPOBAHHbIX
cncremax

CoBpemeHHble TeXHOI0MMMN NPOrPaMmMUPOBaHUA

DTanoHHaA Mmoaenb B3aMMO,D,El7ICTBVIFI OTKPbITbIX CKUCTEM, OCHOBHbIE
NMPOTOKO/1bl, MOCNEe[0BaTE/IbHOCTL U COoAepKaHNe 3TanoB NOCTPOEHUA U
d)yHKLI,VIOHMpOBaHVIﬂ COBpPEMEHHDbIX NNOKaJIbHbIX n rnob6anbHbIX
KOMMbKTEPHbIX ceTte

OcobeHHoCTH 3alUTbI VIHd)OpMaLI,VIVI B aBTOMATU3UPOBAHHbLIX CUCTEMaAX
ynpasaeHnAa TexHonorn4yeCkMmm npoueccamm




MpuHUMNbl PaboTbl 31eMEHTOB U QYHKLMOHAAbHbBIX Y3/10B 3/1€KTPOHHOM
annapaTypbl, TUMOBblE CXEMOTEXHMYECKME PEeLleHMs OCHOBHbIX Y3/10B U
6/710K0B 3/1eKTPOHHOW annapaTtypbl

MPUHLMNbI OpraHU3auumM LOKYMEHTUMPOBAHUA pPa3paboTKM M npouecca
COMPOBOXAEHMA NPOTrPAMMHOIO M anmnapaTHoro obecneyeHms

MeToabl TecTMpoBaHMA M OTNaAKM MPOrPaMMHOrO M annapaTHoro
obecneyeHuns

ApXMTEKTypa, OCHOBHble moaenin, nocnegoBarte/sibHOCTb U coAdepKaHue
3TaNnoB NPOEKTUPOBAHUA, ¢M3VI‘-IECK3H opraHnsauma 6as AaHHbIX

HopmaTurBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

PYKOBO,D,FHJJ,VIE n meTogundeckume AOKYMEHTDI YNO/THOMOYEHHDbIX
cbe,u,epaanblx opraHos NCMONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

Apyrve
XapaKTepUCTUKM

3.4. O606wWweHHan TpyaoBasa GyHKLUA

MpoucxoxaeHue
o0606LweHHoM TpyaoBO#

dYHKLMM

dopmunpoBaHme TpebOoBaHWUI K 3aLuuTe
MHPOPMALMKN B aBTOMATU3NPOBAHHbIX
CMUCTEMAX, MCNONb3YEMBIX B TOM YMcne
HavmeHOBaHM |Ha 0ObEKTaxX KPUTHUYECKOM Koz D YpoBeHb 7
e MHPOPMALMOHHOM MHPPACTPYKTYPbI, B KBasndbMKaumnm
OTHOLLIEHMM KOTOPbIX OTCYTCTBYET
HeoHX04MMOCTb MPUCBOEHUA UM
KaTeropuii 3HaYMMOCTH
3anmcTBoBaHO
OpuruHan X
N3 opuruHana
Kop, PerncrpaumoHHbIn
opurnHana HoMep
nNpodeccnMoHanbHOro
CTaHAapTa

BO3MOXKHble
HaUMeHOBaHMA
JOIKHOCTEN,
npodeccui

[naBHbIA CNewManncT no 3awute MHGopmaumm

3amecTuTenb pyKoBOAMTENA AenapTameHTa (oTaena) uccnesoBaHuii U
pa3paboTok

PykoBoauTenb AenapTameHTa (oTaena) uccnenoBaHuii U paspaboTok

TpeboBaHMA K
obpasoBaHuio U
obyuyeHuto

Bbicwee obpasoBaHue - cnewmanmTeT Uam maructpatypa B obnactu
MHPOPMaLMOHHOM 6e30MacHOCTU U AOMONHUTENBHOE NPOodECCUOHAbHOE
0b6pasoBaHMe - MPOrpammbl NOBbILEHUA KBaAUPUKauumn B ob61actm
nHdopmaumoHHoN 6esonacHoCcTH

nnu




Bbicliee obpasoBaHue - acnnpaHTypa (aZ4bloHKTYPa) U 4ONONAHUTENIbHOE
npodeccrnoHanbHoe 06pasoBaHKMe - NPOrPaMMbl NOBbILWEHWSA
KBannoumkauum B o6nactm tHPopmaunoHHOM 6e30nacHOCTH

TpeboBaHMsA K ONbITy
NnpaKTUYecKon paboThbl

He meHee nATK neT B 06/1aCTW 3aLWUTbl MHPOPMALMKM, B TOM YMC/Ie HA
PYKOBOAALLMX AO/MIKHOCTAX HE MEHEee TpeX NIET, AN UMEIOLLMX BbiCLuee
o0bpasoBaHMe - cneumanuTeT UaM maructTpatypa B obnactu
nHdopmaumMoHHoN 6esonacHoCcTH

nnu

He meHee Tpex neT B 06/1aCTV 3aLWMTbl MHGOPMALMK, B TOM YUCAE HA
PYKOBOAALLMX AONKHOCTAX HE MeHee ABYX NeT, ANA UMEIOLLMX BbicLlee
obpasoBaHMe - acnMpaHTypa (aabloHKTYpa)

Ocobble ycnoBus
[AOMycKa K pabote

Hannuune gonycka K rocygapcTBeHHOM TaHe (Mpyn HeobxoanmocTu)

Apyrve
XapaKTepUCTUKK

[ononHuTenbHble XapaKTePUCTUKMU

HanmeHoBaHue Koz HanmeHoBaHMe 6a30Boi rpynnbl, 4OAXKHOCTU (Npodeccun)
OOKYMEHTa WK cneumnanbHOCTH
OK3 1213 PykoBoauTenu B obnactu onpeaeneHma noJUTUKA U
NAaHUPOBAHUNA AEeATENBHOCTU
EKC - OunpekTop (HaYaNbHUK) BbIMMCANTENBHOTO (MHPOPMALIMOHHO-
BbIYMCAUTENBHOIO) LLEHTPA
- HavyanbHuUK oTaena nHpopmaumm
- HauanbHUK oTaena (nabopaTtopum, cekTopa) no 3awute
nHbopmaumnm
- HayanbHUK TEXHMYECKOTO OTAeNa
oKknAaTtp 20911 [naBHbIV CNeunanncT no 3awmuTe nHbopmauum
OKCOo 2.10.04.01 NHpopmaLMoHHan 6e3onacHoOCTb
2.10.05.01 KomnbloTepHasa 6esonacHocTb
2.10.05.02 NHPopmaLMoHHan 6€30NacHOCTb TENeKOMMYHUKALMOHHbIX
cuctem
2.10.05.03 NHdopmaumoHHOM 6e30nacHOCTN aBTOMATU3NPOBAHHbIX
cuctem
2.10.05.04 NHdopMaLMOHHO-aHaNUTUYECKMEe cnucTemMbl 6e30MnacHOCTU
2.10.05.05 Be3sonacHOCTb MHPOPMALIMOHHbIX TEXHO/IOTUIA B
npaBooOXpaHUTeIbHOM chepe
2.10.05.06 Kpuntorpadus




2.10.05.07 MpoTMBOAENCTBUE TEXHUYECKMM Pa3BeaKam

OKCBHK <7> 051319 MeToabl 1 cucTeMbI 3aWmTbl UHGOPMaUUK, MHGOPMALLMOHHAA

be3onacHOCTb

3.4.1. TpypoBasa GpyHKUMA

O60ocHOBaHWE HEOHXOAMMOCTM 3aLLMUTI YpoBeHb
HanmeHoBaHuH .
o nHpopmauum B aBTOMaATU3NPOBAHHOM Koa | D/01.7 |(noaypoBeHb) 7
cucteme KBanmuduKaumum
MpoucxoxaeHue 3anmcTBoBaHO
P o A OpuruHan X
TPYAO0BOW GyHKLUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccrMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

AHanuns xapaktepa obpabatbiBaemol WHboOpmauMM W onpegeneHuve
nepeyHa nHpopmauum, noanerkallen sawmre

BbisiBNeHWe cTeneHu yyacTua nepcoHasna B 06paboTke 3almuiaemoit
nHbopmauum

MnaHMpoBaHMe MeponpuaTMiA No obecnevyeHUto 3aWwmTbl MHGOPMaLMK B
aBTOMaTU3MPOBAHHOMN cucTeme

OnpegeneHne  Tpebyemoro  Knacca  (ypoBHA)  3aLMLLEHHOCTM
aBTOMAaTU3MPOBAHHOMN CUCTEMDI

ObocHoBaHME HEOBXOAMMOCTM  MCMONb30BaHUA  KpunTorpaduueckmx
CPeACTB 3alWmTbl UHPOPMaLUK

Paapa60TKa OTHETHbLIX AOKYMEHTOB U pa3aenoB TeEXHNYECKUX 3a,a,aHm7|

Heobxoanmble ymeHUn

AHaNM3MpoBaTb Lean Co34aHUA aBTOMATU3UPOBAHHbIX CUCTEM U 334a4M,
pelwaemble aBTOMAaTU3NPOBAHHbIMU CUCTEMaMU

BbiAsnaTb YA3BUMOCTU VIHd)OpMaLI,VIOHHO-TeXHOJ'IOI'MLIeCKMX pecypcos
dBTOMATU3NPOBAHHbBIX CUCTEM

Knaccndumumpoats 3awmwaemyto MHGOpMaLMio MO BMAAM TalHbl U
CTeneHAM KOHOWAEHUMANbHOCTM U OLEeHMBaTb Yrposbl 6He3omnacHoCTU
nHpopmauum

Opl’aHVI3OBbIBaTb p360TbI no CO34aHUI0, BHEAPEHWUIO, NMPOEKTUPOBAHUIO,
paapa60TKe M COMpPOBOXKAOEHUIKD 3aWUNLIEHHbBIX aBTOMATU3NPOBAHHbIX
cncrem

Mcnonb3oBaTb  PUCKOBYHO  METOAO/IOMMIO  YNpaBiAeHMs  3almUTOM
WMHpOPMaLMKN B aBTOMATU3MPOBAHHOMN cUCTEME




Ol'lpe,ﬂ,eﬂﬂTb Knacc 3aunueHHOCTU aBTOMATU3NPOBAHHbLIX CUCTEM U ee
COCTaBHbIX YacTel

Heobxoanmble 3HaHUA

OcHOBHble VIHd)OpMaLI,VIOHHbIE TEXHOIOTUNU, ncnonb3yemblie B
dBTOMATU3UPOBAHHbBIX CUCTEMAX

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENN HAPYLUINTENS B
aBTOMaTU3MPOBAHHbIX CUCTEMAX

Buabl  MHOOPMALMOHHBLIX  BO3AEUCTBMIA U KPUTEPUWM  OLLEHKM
3aLLMLLEHHOCTM MHPOPMALMK B aBTOMATU3UMPOBAHHbIX CUCTEMAX

MeTtoabl 3almThl MHPOPMALMMU OT HeCaHKLUMOHWPOBAHHOIMO AocTyna W
YTEUKM MO TEXHNYECKUM KaHaam

MporpammHo-annapaTHble cpeacTea obecneyeHun 3awmTbl MHPOpMaLUm
B MPOrpaMmMHOM obecneyeHnn aBTOMaTU3MPOBAHHbIX CUCTEM

Metoabl, cnocobbl M cpeactBa obecrneyeHMs OTKa30yCTOMYMBOCTU
aBTOMaTU3MPOBAHHbIX CUCTEM

MpuHLMNbl GOPMUPOBAHUA MOAUTUKN MHPOPMALMOHHOM 6e30NacHOCTM B
aBTOMATU3MPOBAHHbIX CUCTEMAX

HopmaTuBHble NpaBoBble aKTbl B 06/1aCTV 3aLLMTbl MHbOPMALMM

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYyHapoAHble CTaHOAPTbl B
06.1acTv 3aWmTbl HGOPMaLLUK

PykoBogsawme M MeToAMYeckMe  AOKYMEHTbl  YNOJIHOMOYEHHbIX
deaepanbHbIX OPraHOB MUCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMmaumm

OpraHu13aLMoHHble Mepbl No 3aLwmTe HGopmMmaunm

MeToanKun cepTUdUKaLMOHHBIX UCMbITAHWUIA TEXHUYECKMX CPEACTB 3aLLUTDI
MHOOPMAUMM  OT HECAHKLMOHMPOBAHHOIO A4OCTYyNa W YyTeYkn no
TEXHUYECKMM KaHanam Ha cooTBeTcTBMe TpeboBaHMAM Mo BesonacHocTu
nHpopmauum

CopepiKaHMe WM MOPAJOK AEATe/IbHOCTM MepcoHana Mo 3SKCnayaTauuu
3alUMLLEHHbIX aBTOMATU3MPOBAHHbLIX CUCTEM W CUCTEM  3aLUMTHI
nHpopmauum

Apyrve
XapPaKTePUCTUKHN

3.4.2. TpypoBaa pyHKUMA

OnpegaeneHue yrpos 6e3onacHoCcTH YpoBeHb
HavmeHoBaHu .
o nHbopmauum, obpabatbiBaemon Koa | D/02.7 |(noaypoBeHb) 7
aBTOMATM3NPOBAHHOM CUCTEMOW KBanndbuMKaumnm
MpouncxoxaeHune 3anmcTBoBaHO
P o A OpuruHan X
TPYyAoBOW GyHKLUM N3 opuruHana




Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

CDOpMMpOBaHVIE pa3genoB TEXHUYECKUX 33,£l,aHVIl7I Ha CO34aHne Cucrtem
3alnThbl MHd)OpMaLI,MVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

PaspaboTka cucTem 3awmTbl MHGOPMaLMM aBTOMATUIUPOBAHHBIX CUCTEM
C YYeToM AeNCTBYIOWNX HOPMATUBHO-MPABOBbLIX AOKYMEHTOB

OnpepeneHve Komnaekca Mep (NpaBua, npoueayp, NPaKTUYECKUX
NpMemoB, PYKOBOAALMX MNPUHLMNOB, METoAO0B, CPeAcTB) ANA 3almThb
MHbOPMaLMM aBTOMATU3NPOBAHHbIX CUCTEM

OnpeaeneHne OLEHKM BO3MOMKHOCTEM BHEWHMX U BHYTPEHHMX
HapyLwuTenein

PaspaboTka moaenu yrpos 6e30nacHOCTH nHdopmaumnm
aBTOMaTU3MPOBAHHOMN CUCTEMDI

ObocHOBaHME  nepeyHa  CepTUPUUMPOBAHHBLIX  CPEACTB  3aLUUTLI
UHPOpMaLmMK, HeobXOgUMbIX AN CO34aHWMA  CUCTEMbl  3aLLMTI
MHPOPMaLMM aBTOMATU3NPOBAHHOM CUCTEMDbI

AHanu3 TpeboBaHUI K Ha3HAYeHW, CTPYKTYpe W KOoHUrypaumm
CO34aBaemMoi aBTOMaTM3NPOBAHHOM CUCTEMbI C LLe/IbiO BbIABAEHMA Yrpo3
6e3onacHocTM nHpopmaumnm

Onpegenexue CTPYKTYPHO-OYHKUMOHABHbIX XapaKTePUCTUK
WHPOPMALMOHHOM  CUCTEMbI B COOTBETCTBMM C  TpeboBaHUAMM
HOPMAaTMBHbIX NPaBOBbIX AOKYMEHTOB B 06/1aCTV 3aLWUTbl MHOPMALMK B
aBTOMATU3MPOBAHHbIX CUCTEMAX

Heobxoanmble ymeHUn

MpousBoguTb BbIGOP MNPOrpaMMmHO-anmnapaTHbIX CPeACTB  3alMThbl
MHPOPMaUMKN ANA MCNOAb30BaHMA WX B COCTaBe aBTOMAaTU3MPOBAHHOM
cucTeMbl C Lenblo obecneyeHna Tpebyemoro ypoBHA 3alMLLEHHOCTM
WMHpOPMaLMKN B aBTOMATU3MPOBAHHOMN CUCTEME

dopmunpoBaTb MepeyeHb MeponpUATUIA MO NPEeAOoTBPALLEHUIO Yrpos3
6e3onacHOCTM MHGOPMALLMM aBTOMATU3MPOBAHHOM CUCTEMBI

CuctematmsampoBaTb pesyibTaTbl NPoOBeAeHHbIX MCCﬂe,ﬂ,OBaHMVI

AHaJ'IM3VIpOBaTb BO3MOHbl€ YA3BUMOCTU VIHd)OpMaLI,MOHHbIX cncrtem

BbIABNATb N3BECTHbIE YA3BMMOCTHU VIHd)OpMaLI,VIOHHbIX cncrtem

Pa3pa6aTbIBaTb NPOEKTbl HOPMaTUBHbIX OOKYMEHTOB, PErMaMeHTUPYHOLWNX
paﬁoTy no 3awute MH(I)OpMaLI,MM B @aBTOMAaTU3NPOBAHHbIX CUCTEMAX

Heobxoanmble 3HaHUA

OCHOBHbIe MHCI)OpMaLI,MOHHbIe TEXHO/I0TUN, ncnoab3yemble B
dBTOMATU3UPOBAHHbIX CUCTEMAX

OcCHOBHble KpVII'ITOI'pad)VILIeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,




ncnosblyemble anAa obecneyeHunsa 6e30MaCHOCTM B BbIMUC/IUTENbHbBIX CETAX

MporpammHo-annapaTHble cpeacTea obecneyeHun 3awmTbl MHPOpMaLUm
aBTOMATU3MPOBAHHbIX CUCTEM

Cnocobbl peannsaumn  yrpos 6e3sonacHocTn B dBTOMATU3UNPOBAHHbIX
cncrtemax

MocneacTemA OT HapyLeHWs CBOMCTB 6e30MacHOCTU MHbOPMALMK

OcHoBHble yrpo3bl 6e30nacHOCTM MHPOPMALMN M MOAENM HAPYLUIUTENS B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYHapoAHble CTaHOAPTbl B
o06n1acTv 3aWwmTbl HGOPMaLLUK

PykoBogsawme M MeToAMYeckue  AOKYMEHTbl  YNOJIHOMOYEHHbIX
deaepanbHbIX OPraHOB MCMNOHUTEIbHOM BAACTU NO 3alimTe nHGopmMaumm

MeToaMKKN cepTUPUKALMOHHBIX UCNbITAaHNA TEXHUYECKMX CPeaCTB 3aLMTbl
MHPOPMALUMKM  OT HECAHKLMOHMPOBAHHOrO [AOCTyna M YTeYKM no
TEXHUYECKMM KaHanam Ha cooTBeTcTBMe TpeboBaHuAM no 6esonacHocTu
nHbopmaumm

MeTtoabl 3almThl MHPOPMALMM OT HeCaHKLUMOHWPOBAHHOIMO AocTyna W
YTEUKM MO TEXHNYECKUM KaHaam

MpuHLUMNbI GOPMMPOBAHMA W peanusauuu NOAUTUKM 6He3onacHoCTU
MHPOPMaLMKM B aBTOMATU3MPOBAHHbIX CUCTEMAX

Apyrve
XapaKTepUCTUKK

3.4.3. TpyaoBaa GpyHKUUA

Pa3paboTKa apXMTEKTYpbl CUCTEMBI YpoBeHb
HanmeHoBaHM
o 3aWmTbl MHPopMaLmm Koa | D/03.7 |(noaypoBeHb) 7
aBTOMATM3MPOBAHHOM CUCTEMbI KBanndbuKaumnm
MpouncxoxgeHune 3aMMCTBOBAHO
P . A OpuruHan X
TPYAOBOM GYHKUMUM n3 opurnHana

Kop, PerncrpaumoHHbIn
opuUrnHana HOoMep
npodeccnMoHanbHoro
CTaHAapTa

TpyaoBble AencTeus

MpoBegeHMe OLEHKM MOKasaTesneil KayectBa U 3pPpeKTUBHOCTM paboTbl
BbIYNCAUTENIbHBIX CUCTEM, MPOrPAMMHBIX WM MPOrPamMMHO-anMnapaTHbIX
CPeACTB, UCMO/b3YEMBIX A1 NOCTPOEHUA CUCTEM 3aLLMTLI MHPOPMaLUK B
aBTOMATU3MPOBAHHbIX CUCTEMAX

NposegeHune TEXHUKO-3KOHOMUYECKO OLEeHKU u,enecoo6pa3Hocm




CO34aHNA CUCTEMDI 3aLLNTbI VIHCI)OpMaLI,MVI aBTOMaTVI3MpOBaHHOl\/’I cncrembl

OnpegaeneHune nopagka obpaboTkmM MHGOPMALMM B aBTOMATU3NPOBAHHOM
cucteme

CDOpMVIpOBaHVIe pa3genoB TeEXHUYECKUX 3ap,aHm71 Ha CO34aHMe Ccucrtem
3alNTbI VIHd)OpMaLI,VIM dBTOMATU3NPOBAHHbLIX CUCTEM

Paapa60TKa I'IpOGKTHOVI AOKYMeEHTaUunun Ha Cucrtembl 3alWnThbI
dBTOMATU3NPOBAHHbBIX CUCTEM

OdopmneHre 3aaBKM Ha paspaboTKy cucTeMbl 3aWUTbl MHbOPMALMM
aBTOMaTU3MPOBAHHOMN CUCTEMDI

Heobxoanmbie ymeHus

OI'Ipe,Cl,eJ'IﬂTb KOmnaekc mep Aana obecneyeHus 6e3onacHoCTH
MHd)OpMaLI,MOHHOﬁ B @aBTOMaTU3NPOBAHHbLIX CUCTEMAX

BblfABAATL  YA3BMMOCTM  MHGPOPMALMOHHO-TEXHOOMMYECKUX  PEeCcypcoB
aBTOMaTU3MPOBAHHbIX CUCTEM

PaBpa6aTblBaTb npeaonoxeHuma no COBEPLUIEHCTBOBAHUKD  CUCTEMDI
ynpasaeHnAa 3anTbl MH(I)OpMaLI,MM dBTOMATU3NPOBAHHbLIX CUCTEM

MpoBoanTb BbIGOP MNpOrpaMmHO-annapaTHbIX cpeacTs obecnedyeHus
6e3onacHOCTM WHPOpMauMM ANA  MCNOMb30BaHMA WX B COCTaBe
aBTOMaTU3MPOBAHHOM cCUCTeMbl C Uenblo obecnedyeHus Tpebyemoro
YPOBHSA 3alMLLEHHOCTM aBTOMATU3NPOBAHHOM CUCTEMDbI

KnaccudmumpoBsaTb U oLeHMBaTb Yyrpo3bl 6€30NacHOCTM MHPOPMaLUK aA
aBTOMAaTU3MPOBAHHOM CUCTEMDI

Onpeaenatb UHPOPMALMOHHYIO MHPPACTPYKTYPY M MHPOPMaLMOHHbIE
pecypcbl aBTOMATU3MPOBAHHOM CUCTEMBI, NOZ/1EKALLME 3aLuTe

PaspabatbiBaTb Mogenn yrpos 6e3omacHoCcTM  MHbOpMAUMM ¥
HapyLlunTeNnen B aBTOMaTU3MPOBAHHbIX CUCTEMAX

Onpeaenatb 3pPeKTUBHOCTb NPUMEHEHUA CPEeACTB MHPOopMaTM3aUmUn

Heobxoanmble 3HaHUA

OcHOBHble VIHd)OpMaLI,VIOHHbIE TEXHOI0TUN, ncnoab3lyemblie B
dBTOMATU3UPOBAHHbIX CUCTEMAX

Cnocobbl 1 cpeAcTBa 3aWmTbl UHPOPMALMKN OT HECAHKLMOHUPOBAHHOMO
AOCTYNa M YTEYKM MO TeXHUYECKMM KaHanam U KOHTpona 3GHeKTUBHOCTH
3aLLMTbl MHGOPMALLUM

OcHoBHble cpeactBa M crnocobbl  obecnedyeHns  6esonacHoOCTM
NMHOPMaLUMK, NPUHLMNbI MOCTPOEHUA CUCTEM 3aLLUNUTbI MHGOpMaLUn

MporpammHo-annapaTHble cpeacTea obecneyeHun 3awmTbl MHPOpMaLUm
aBTOMATU3MPOBAHHbIX CUCTEM

MpuHUMNbLI  MOCTPOEHMA  CpeacTB  3aWuTbl  MHbOpmauMM  OT
HEeCaHKLMOHNPOBAHHOrO AOCTYNa U YTEYKM N0 TEXHUYECKUM KaHanam

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYHapoAHble CTaHOAPTbl B
obn1acTv 3aWwmTbl HGOPMaLLUK




PykoBogsawme M MeToAMyeckMe  AOKYMEHTbl  YNOJHOMOYEHHbIX
deaepanbHbIX OPraHoOB MUCMNOHUTEIbHOM BAACTU NO 3almTe nHGopmMaumm

OpraHu13auMoHHble Mepbl No 3aLwmTe nHGopmMmaunm

MeToapl  TECTMPOBAHMA WM OTA3AKM, MNPUHLMNLI  OpraHusauum
AOKYMEHTUPOBaHMA paspaboTku, npouecca COMPOBOXAEHMA
nporpammHoro obecnevyeHus

Apyrve
XapPaKTePUCTUKHN

3.4.4. TpypoBasa GpyHKUMA

MogennposaHue 3aLMLEHHbIX
aBTOMATM3MPOBAHHbIX CUCTEM C LLENbIO YpoBeHb

HavmeHoBaHu o

o aHa/IN3a UX yA3BMMOCTEN U Koa | D/04.7 |(noaypoBeHb) 7
3 PeKTMBHOCTM CcpeacTs 1 cnocobos KBanmduKkaumu
3aWwmTbl MHGopmaLmm

MpouncxoxaeHune 3anmcTBoBaHO

P o A OpuruHan X
TPYAOBOM GYHKUMM N3 opurnHana

Koa PerncrpaumoHHbIn
opuUrMHana HOMmep
npodeccnoHanbHOro
CTaHpapTa
Tpyaosble aencTema Pa3paboTKa AHANINTUYECKNX 7 KOMMbIOTEPHbIX moaenem
aBTOMATM3NPOBAHHbIX cucTem 7 noacuctem 6e3onacHocTH

dBTOMATU3UPOBAHHbLIX CUCTEM

UccneposaHue AHAMNUTNHECKNX n KOMNbKOTEPHbIX MO,ﬂ,eﬂeVI
dBTOMATU3UPOBAHHbIX cncrem n noacncrTem 6e3sonacHoCTH
dBTOMATU3NPOBAHHbBIX CUCTEM

PaspaboTka mogenu yrpo3 6e30nacHOCTM MHOOPMALMK U HapylunTenei B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

UccneposaHue nporpaMmmHbix, APXUTEKTYPHO-TEXHUYECKUNX n
CXeMoTeXHU4YeCKnx pELLIEHMﬁ KOMMOHEHTOB aBTOMATU3NPOBAHHbIX CUCTEM
C Uenbo BbiAB/IEHMA NOTEHLUMAJIbHbBIX y;l3BVIMOCTel7I 6e3onacHoCTH
VIHd)OpMaLI,VIVI B aBTOMaTU3NPOBAHHbLIX CUCTEMAX

AHann3z  MHPOPMALMNOHHOM MHPPACTPYKTYPbI n  6esonacHocTn
MHPOPMaLUM aBTOMATU3UPOBAHHBIX CUCTEM

P33p360TKa npep,no»(eHm‘/'l Nno coBepweHCTBOBaHNIO CUCTEMDI YNPaBaEHUA
VIHCI)OpMaLI,VIOHHOﬁ 6e30MacHOCTbIO dBTOMATU3NPOBAHHbLIX CUCTEM

Heobxoanmbie ymeHus

BbinonHaTe cbop, 06paboTKy, aHaAM3 WM CUCTEMATM3ALMIO HAYYHO-
TeXHUYecKkom nHpopmaumm B 061acTu 3aWmnTbl HGOPMALLUK




PaspabaTbiBaTb M McCCAeAOBaTb MaTemMaTUUYECKUE MOAENN KOHKPETHbIX
ABNEHUA U NPOLECCOB AA PeLleHUA pPacyeTHbIX M UCCNeAoBaTeNbCKUX
3agau

anMEHﬂTb matematTnyeckme moaenn npu npoekTupoBaHUN CUCTEM
3alnTbl MHd)OpMaLI,MVI dBTOMAaTU3NPOBAHHbLIX CUCTEM

MpoeKTMpoBaTb " peannsoBblBaTb NOAUTUKY 6e3onacHoCTU
BbIYMCAUTENbHbIX CeTen

AHaJ'IM3VIpOBaTb OCHOBHbIe XapPaKTEPUCTUKN n BO3MOXHOCTU
TENEKOMMYHUKALUMOHHbBLIX CUCTEM NO nNepeaaye VIHd)OpMaLI,VIVI

Heobxoanmble 3HaHUA

MeToabl n TeXHON0rnn NPOeKTnpoBaHUA, moaennposaHuA,
nccnenpoBaHMA  CUCTEM  3alLUTDI VIHCI)OpMaLI,VIVI dBTOMATU3NPOBAHHbIX
cncrtem

OcHoBHble yrpo3bl 6e30nNacHOCTM MHPOPMALUN U MOAENN HapyUTens B
aBTOMATU3MPOBAHHbIX CUCTEMAX

OCHOBHbIE mepbl Mo 3auuTe VIHd)OpMaLI,VIVI B aBTOMATU3NPOBAHHbIX
cncrtemax

HauunoHanbHble, MeXrocyaapcTBEHHbIE U MeXAYHapPoAHble CTaHOAPTbl B
06n1acTv 3aWmTbl HGOPMaLLUK

PykosogAwme n meTogunyeckume AOKYMEHTbI YNO/THOMOYEHHDbIX
cbe,a,epaanblx opraHos NCNONHUTENbHOW BNACTU NO 3auuTe VIHd)OpMaLI,MM

OcHOBHble KpVII'ITOI'pad)VI‘-IeCKME mMmeTodbl, anropuTtmbl, NPOTOKObI,
ncnonblyemble AONA  3aWUTbI VIHd)OpMaLI,VIVI B aBTOMATU3MNPOBAHHbIX
cncrtemax

MpUHLUMNbLI  MOCTPOEHMS  CpeacTB  3alWuTbl  MHbOpMAUMM  OT
HECaHKLMOHNPOBAHHOIO A0CTYNa U YTEYKM N0 TEXHUYECKMM KaHalam

MpPUHUMNBI NOCTPOEHUS N GYHKLMOHUPOBAHMA CUCTEM U CETEl nepeaayun
nHpopmauum

Apyrve
XapPaKTePUCTUKHN

IV. CBeaeHua 06 opraHusaumax - paspaboTumkax
npo¢eccMoHanbHOro cTaHaapTa

4.1. OTBeTCTBEHHAA OpraHu3aLmna-paspaboTumk

Accoupauma 3awmTtbl MHbopmauum, ropos Mocksa

Mpe3naexT

Jlocb Bnagummp Masnosuny

4.2. HanmeHoBaHMA opraHu3aymii-paspaboTynKos

1 |AHO AMNO ueHTp nosblweHMa kBaandpukaumnm "ANC", ropoa Mocksa




2 | Accoumaums npeanpuAaTMin KOMMNbIOTEPHbIX M MHGOPMALMOHHbIX TEXHOMOIMIM, ropoa MockBa

3 | ®reY "BHUWU Tpyaa" MuHTpyaa Poccun, ropoa Mocksa

4 | ®YMO B cucteme Bbiclwero obpasoBaHus no YICHIN "MHbopmaumnoHHasa 6e3onacHocTb",
ropog MocKksa

<1> O6LWwepoCcCMNCKMN KnaccUdUKAToOp 3aHATUNA.
<2> 06LWwepocCcMncKmMn KnaccudrKaTop BUAOB IKOHOMUYECKOM AeATEe/IbHOCTY.

<3> EAMHBbIN KBaNMOUKALUMOHHBIA CNPaBOYHUK [AOMKHOCTEN pyKoBOAUTENEl, CneunanuctoB U
CNY¥KaLLMX.

<4> 0bwepoccnnckuin knaccudmkaTop npodeccnin paboumx, AOMKHOCTEN CAYKALMX U TAPUPHbIX
paspsaaos.

<5> 0Obwepoccninckmin knaccndumkaTop cneumanbHoCcTen No obpasoBaHmto.
<6> 3akoH Poccuiickoit ®egepaumm ot 21 nona 1993 r. N 5485-1 "O rocygapcTBeHHOM TaliHe"
(Poccuiickan raseta, 1993, 21 ceHTabpna; CobpaHune 3akoHoaaTenbcTBa Poccuiickon depepaumm, 1997, N

41, cT. 4673; 2022, N 32, cT. 5809).

<7> O6LLepoCCUMCKMIN KnaccudmrKaTop CneumnabHOCTeN BbiCLLEen Hay4yHOM KBanduKaLumu.




