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1. O0mue moJioxkeHus

Pe3ynpTaToM OCBOCHHS MEXIUCHHUINIMHAPHOIO Kypca SIBISETCS TOTOBHOCTH
o0ydJaromerocss K BBIIOJHCHUIO BHIa MPO(MECCHOHATBHON HeSTENbHOCTH 3alluTa
HHQOpMaMd  TEXHUYECKUMU  CPEICTBAMM U  COCTaBJIOLIUX  €ro
npodeccHOHANBHBIX ~ KOMIETEHIWH, a Takke  OOIlde  KOMIIETEHIUH,
dopmupyrommecs B mporecce ocsoerus OITOIT B riemom.

@opmo¥ aTTecTalldy N0 MEXIUCIUIUIMHAPHOMY KypCy SBISIETCS SK3aMeEH.
Jlig oCyIIecTBIEHHs TEKyIIero KOHTPOJISI IPUMEHSIOTCS: HHIWBUIYAIbHBIA M
(QpOHTaNBHEI ONpPOC B XOIE AayAWTOPHBIX 3aAHSATHHA, NPAaKTHYECKUX pabor,
HHTEPIIpETal¥sl pe3ylIbTaTOB HAONIONCHUM 32 NeSTeTHHOCTHI0 OOYYAroIEerocs B
IIpOIECcCe OCBOEHMS 00pa30BaTEeNFHON IPOTrPaMMBI.

2. Pe3ybTaThl 0CBOEHHUS MEKANCIUIIMHAPHOTO Kypca, MoJIeKanue
NpOBepKe HA IK3aMeHe
2.1. B pesynpraTe aTTecTaluy 110 MEXIUCHUIUIMHAPHOMY KypCy OCYINECTBIAETCS

KOMINIJIEKCHAA IIPOBEPKA CICAYIOIUX HpO(beCCI/IOHaJ'IBHBIX u O6H.II/IX KOMIIETEHLIUH:

IIpodeccnonanbHbIe U 00mMe IToxa3zaTesu OleHKH pe3y/JbTaTa
KOMIIETEHIIHH, KOTOpPbIe BO3MOKHO
CIPYNIHPOBATEH ISl HPOBEPKH

IIK 3.1 OcymecTBIsATE yCTaHOBKY, MOHTaX,J[EMOHCTpUPOBATH YMEHHS W IPaKTHIECCKHUE
HacTpOHMKy M TEXHHYECKOEe OOCIy)XKUBAaHMEHABHIKA B YCTAaHOBKE, MOHTaXE, HACTPOHKE H|
TEXHUYECKUX CPEICTB 3aIMTHI HHQOPMAITHY BIIPOBENCHHH  TEXHHYECKOr0 OOCIYXHBaHUS
COOTBETCTBHH g TpeOOBaHUIMHUTEXHHYECKUAX CPEICTB 3aIMATHl HHOOpMAIUH B
9KCILTYyaTaIAOHHOMN TOKyMEHTALIVH. COOTBETCTBUHU ¢ TpeGOBaHUSIMHU
OKCILTYyaTaIlMOHHOM JOKYMEHTAITHN

IIK 3.2 OcymecTBIsaTh OKCIUTyaTauio |[[IpOsBISTH YMEHHS W MPAKTHYECKOTO OMBITA B
TEXHUYECKUX CPENICTB 3alUTHI MH(GopManuy PKCIUTyaTallHd TCXHHUYCCKMX CPEICTB 3aIlUTH]

B COOTBETCTBUH c TpC6OBaHI/IHMI/I I/IH(bOpMaHI/II/I B COf)TBeTCTBI/II/I C TpeGOBaHI/IﬂMI/I
OKCIITyaTalTHOHHOU JOKYMCHTaIlUN

IKCILLY aTaIMOHHOU JOKYMCHTAIUH.

IIK 3.3  OcymectBiite  u3MepeHue [IpoBoauTs pabOTHI IO H3MEPEHHIO TAPaMETPOB
apaMeTpoB MOOOYHBIX 3JIEKTPOMATHUTHBIX IOOOYHBIX OJIEKTPOMATHUTHBIX H3NYYEHHH |

waTygeEmii @ Hasomok  (IIDMMUH), [HaBOXOK (II5SMUH), CO3/1aBae€MbIX
TEXHUYECKAMU CpeACTBaMH 06paboTky

CO3MaBACMBIX TCXHHYCCKHMHU CpPEACTBAMHA
I/IH(i)OpMaIII/II/I OrpaHUYCHHOTr'0 HOCTYIIa

00pabotku wmHOpPMAIMKH OTPAHUYCHHOTO
JOCTYyTIA.

IIK 34  OcymecTtBiate  u3MepeHue [[I[pOBOIUTHE  CAMOCTOSTENBHBIE  H3MEPEHHS
napaMeTpoB (OHOBEIX IIYMOB, a Takke [1aDaMETPOB (OHOBBIX INYMOB, a TakKXe

dusmgecknx TIOJIEH, cosmaBaemprx [PASHIECKAX D, e e
TEXHAIECKUMH Cpe/ICTBaMH 3QIIUTH]
TEXHHYECKUMHU CPENCTBAMH  3allUTEI
HbopManyH




uHpOpMAaITHIH.

IIposBiaTe 3HaHWS B BHIOOpPE CIIOCOGOB
PEIICHKs 3a[a4 [0 OPraHW3alMH OTHEIBHBIX
pabor mo QuzpUecKoi 3ammTe O0GBLEKTOB

HIK 3.5 Oprasu3oBEIBaTH OTIEIBHEIE PAGOTHI
o buznuecKok 3aIIKTe 00BEKTOB

HHQOpMaTH3aL UK

nH(pOpMaTH3AIUH
OK 1. Bribupats cnocoGsI pelneHys 3a1a4 (oGOCHOBAHHOCTD ITOCTAHOBKH e, BEIOOpa ]
HpO(I)eCCHOHaJIBHOﬁ ACATCIBPHOCTH, [IPHUMEHCHHA MCETOOOB H CrIoco00B PEHICHHA

TIPEMEHHTEILHO K PA3NHYHEIM KOHTeKcTaM.  |[IPO(ECCHOHANBHEIX 3a1ad;
-  aJeKBaTHas OLEHKA M  CaMOOIIEHKA

SOOEKTUBHOCTH ¥  KayecTBa BBIIOJHEHWS
IPOQECCHOHATBHAIX 33124
OK 2. OcymecTBisiT IIOMCK, aHAIH3 ¥ HCIONB30BAHHC Pa3IM4HBIX HCTOYHMKOB,

HHTEpIPETalMI0 HHGOPMAIUH, HEOOX0IUMOHBKITIOUAS] 3JIEKTPOHHEIE PECYpCHI,
AT BBIIONHEHHS 3aiad MNpodecCHOHANBHOMMEINapeCypCHl, HutepHeT-pecypcel,
JEeSTENHHOCTH. [ICPUONUICCKAE H3JaHUS II0 CHENHATIBHOCTH

JJLSL pEIICHMS TPODECCHOHATBHEIX 33134
OK 3. IlmaHupoBaTh u pealH30BHIBATH- JEMOHCTpAIHsI OTBETCTBEHHOCTH 32 MPUHSTHIE
COOCTBEHHOE IPO(ECCHOHATBHOE U IMIHOCTHOEPEIICHHS

Pa3BHTHE. - 000CHOBAHHOCTD CaMOAHAIW3a U KOPPEKIIHS
€3yJIbTaTOB COOCTBEHHOM PaOOTHI;

OK 4. PaGoraTe B KOJUICKTHBE H KOMaHje, |- B3aUMOJICHCTBHE c o0yJaromumucs,

3bhEeKTHBHO B3aUMOJEHCTBOBATE c [PCIONaBaTesIMA H MacTepaMH B  XOJg

KOJUIEraM¥, PyKOBOJCTBOM, KIIHCHTAMH. OOydeHHS, C DYKOBORWTENAMH Y4eOHOM H

NPOU3BOACTBEHHOM IPAKTHK;

- OOOCHOBaHHOCTh aHanw3a pPabOTHl WICHOB
KOMaH/B! (IO TYMHEHHEIX)

OK 5. OcymecTBmsirs ycTHylO M |paMOTHOCT YCTHO# U IHCBMEHHOH peyw,
IIMCEMEHHYIO KOMMYHUKAITHAIO Ha [~ fCHOCTH (bOpMy.TIHpOBaHI/ISI H H3JIOXCHUS
TOCyNapCTBEHHOM  si3BIKe ¢ yderom MPICTICH

0COGEHHOCTEH COMUATBHOTO W KyJIBTYPHOTO

KOHTEKCTA.
OK 6. IIposBisaTe TPKIAHCKO- |- COOMIONEHHE HOPM MOBEHEHHS BO BpeMsd
NaTPHOTHIECKYIO nosunuio, [YIEOHBIX 3aHATHH K IPOXOXIEHHS y4eOHOH H

JEMOHCTPHPOBAaTh OCO3HAHHOE TOBeAcHHe [POU3BOACTBCHHOU NPAKTHK,
Ha OCHOBE TPaIUIMOHHBIX
00IIeYeI0BEYECKIX ITEHHOCTEH.

OK 7. CopmelictBoBaTb  COXpaHEHHIO - 3(p(EKTHBHOCTS BBIIOTHEHAS npasun Th Bo
OKpYJKarollel Cpemsl, pecypcocOepeskenno, BPEMs yIeOHBIX 3aHATHIH, IPU NOPOXOXKICHHUY]
3bdeKxTHBHO AelicTBOBATE B upesphluaiinpx Y ICOHOH H IPOM3BOACTBEHHOMH MPAKTHK;

- 3HaHUe u HCIIOE30BaHME

CUTyaLlHsX. -
pecypcocheperaromux TEXHONOTHH B 06NacTH
[TeICKOMMYHUKaIIH

OK 8. Mcnons3oBats cpenctsa Gu3nueckoit |- 30 heKTHBHOCTD BHIIONHEHHS HpaBHI TH BO
KyIBTYyphl IV COXPaHEHMA H YKpeIUIeHHs [BPEMS y4YeOHBIX 3aHATHH, IPH HPOXOXKICHHHU
30POBES B Ipomecce mpodeccronansHoy Y ICOHOR M IPOU3BOACTBEHHOM MPAKTHK;

JEATeIbHOCTH u HOIEpKAHHIE
HEOOX0IUMOr0 YPOBHS bu3muecKoi
IIOArOTOBJICHHOCTH.




OK 9. Hcnoms3oBath wuH(POPMANHOHHEIE
TEXHOJIOTHH B npodeccrosanbHOM
NESTENEHOCTH.

- 3¢ (EeKTHBHOCTH HCIIOJIE30BaHUS]
HH()OPMAOHHO-KOMMYHHKAIHOHHBIX
TEXHOJIOTHI B npodeccHoOHANTBHOH]

e TeNbHOCTH COTJIacHO dopmMupyeMBIM
YMEHHAM H IOIYyYaeMOMY IIPaKTHIECKOMY
OIIBITY;

OK 10. ITonp3oBaThcs mpodhecCHOHATBHON
JOKyMEHTallue# Ha TIOCYHapCTBEHHOM M
MHOCTPAaHHOM SI3BIKAX.

3¢ hEKTUBHOCTD HCIOJIE30BaHUS B
npodeccroHaTBHON IESTEIbHOCTH
HEOOXOMMMON TEXHHYECKOM INOKYMEHTAIlMH, B
[TOM 4HCIIE Ha aHIJIMHCKOM SI3BIKE.




3. Onenka ocBoOeHHs ME:KIMCHHUIINHAPHOIO Kypca

3.1. Tunosrie 3amanmsa aas omenkun ocBoenuss MJIK 03.02 HuxenepHo-
TeXHHYeCKHe cpeacTBa GH3HYeCKOil 3alIUTHI 00beKTOB HH(pOpPMAaTH3aAlHH

Choucox IK3aMECHANMHOHHBIX BOIIPOCOB:

1. [loastne wmupopmanuu. IIpobGiema obecrnedeHus Oe30MacCHOCTH B
“HGOPMAMOHHBIX CHCTEMAaX, IOJTUTHKA HHPOPMAIMOHHOM 0€30I1acHOCTH.

2. YcTpoiicTBa 3alUTEl OT yTE€UKW HHGOpMaMK IO paidroKaHalaM,
OCHOBHBIE METOBI OOHAPY>KEHMS pal03aKIa oK.

3. dusnyecKue CpeacTsa

4. AtimapaTHBI€ CpelICTBa

5. IlporpamMHusie cpeacTsa

6. Kpuntorpadudeckue cpencraa

7. IHauKaTOpBl TONS, aKyCTHUYecKas pa3Bs3ka, auddepeHnruanbHbIin
HUH/IUKATOP MOJIS.

8. I'eneparopsl mryma.
9. OcobeHHOCTH pabOTHl U OCHOBHBIE XapaKTEPUCTHKH CKaHUPYIOMIMX

PauOIIPUEMHIKOB.
10. brok-cxeMa TUIIOBOrO CKaHUPYIOIIErO paqyoNpHEMHHKA.
11. ABTOMaTH3MPOBAHHEIE KOMILJIEKCHI oOHapyXeHUs

panmo3akiafok. Meroabl OOHApyXeHHs JIOKaIW3alldd B IIPOCTPAHCTBE
3aKJIaHBIX YCTPOUCTB.

12, Buner  momymsnmmum 0 M KOOUPOBaHWS  IIEpeaBacMoil
“H(OpMAaIIUH.
13. AMIuiTynHas MOAYJSAIUSA. AMIUIATYAHAS MOXOYJSIIHUS C

IIOJIaBIEHHEeM BepxHed wim HwKHEH OOKoBOH dYacToThl. YacToTHas
Moy, @azoBas MOLYIIAIHS.

14. KomoBo-ummynbcHass ~ momymsaius.  CrenuaibHble  BUABI
Moysinuu. OCHOBHBIE TPeOOBaHNA K CHIEIIMAIBHBIM CHCTEMaM CBS3H.

15. Ucnonp3oBanme IIIIC wu IMIPY cursamoB. OcHOBHBIE
XapaKTEPUCTUKH.

16. OOHapyxuTenu ¥ IoXaBUTeNH AUKTOGOHOB. Hasnauenwue.
ITpuaune! paboTel. OCHOBHEIE XapaKTEPUCTUKH.

17. [Tpuaunel paboTel JTOKaTOpoB HenmHeiHocTed. OCHOBHBIE
METO/IbI OOHAPYKEHUS JIOXKHBIX ¥ HICTUHHBIX COCIUHEHHUMN.

18. KoHnenmu nHXeHepHO-TEXHUIECKOH! 3aIUThl HHPOPMAIUH.

19. CucreMHBIN OAXON K 3aIuTe HHGOPMAIHIH.

20. OcHoBHBIE TPOOIEMBl HHXEHEPHO-TEXHUYECKOM  3aIlUTHI
“HGbOpMALIUH.

21. OcCHOBHBIE = KOHLIENITyallbHbIE  IIOJIOXKECHHS  HHXXEHEPHO-

TEXHUYECKON 3aIUTHI HH()OPMAIIUN.



22 HanpaBnenus: UHXEHEPHO-TEXHUYECKOM 3alTUTH HH()OPMAIIHH.

23. Tloxazarenu adbdexTUBHOCTU WH)XXCHEPHO-TEXHUYIECKOU
3aMIUTH HHPOPMAITHH.

24. TeopeTrdeckue OCHOBB HMHXCHEPHO-TEXHHYECKOM 3allUTHI
“HQOPMALIHH.

25. McTO9HUKY ONIaCHBIX CHTHAJIOB.

26. Bupi mO60YHBIX OIIACHBIX 3JIEKTPOMATHUTHEIX H3IIYIEHHA.

27. XapaKTepUCTHKa TEXHUUECKOHN pa3BeaKH.

28. Texnuueckue kaHaIB! yTeUIKH HHDOPMAIIWH.

29. Mertonsl HEXKEHEPHO-TEXHUIECKOM 3aIUTH HHMOPMALAH.

30. Meronbl MHXXCHEpHOW 3aIUTEI W TEXHHYECKOM OXpaHBI
obbexTa.

31. MeTtonb! ckpbITHSI HHQOPMALIMK U €€ HOCHTEIEH.

32. Du3pyecKue OCHOBHI 3aIUTHI HHH)OPMAIIHH.

33. Duznyeckre OCHOBEI INOOOYHBIX  BJIEKTPOMATHHUTHEIX
U3IyYECHUU U HAaBOJOK.

34. PacmpocTpaHeHre CUTHAJIOB B TEXHHYECKHX KaHAIaX YTEYKU
uHbOpPMAITHH.

35. Du3rYeCcKHe IPOLECCH TOJABICHHS OIACHEIX CUTHAJIOB.

36. Texuuueckue cpencrsa 10OBIBaHUSI W HHXEHEPHO-TEXHUIECKOM
3aIUTHL.

37. CpencTBa TeXHIHYECKOH pa3Be/IKH.

38. CpencTBa MHXXEHEPHOH 3aIUTHl ¥ TEXHUYECKOM OXPAHEL.

39. CpenctBa  IpefOTBpallleHWs  YTE€YKH  HMH(QOPMAIMH IO
TEXHUYECKAM KaHaJlaM.

40. OpraHnzanyoHHble OCHOBEl MH)KEHEPHO-TEXHHYECKOM 3allUTHI
uHOpMAITIH.

41. I'ocynmapcTBeHHas cucTeMa 3aIUThl HHPOPMAITHH.

42. KoHnTpone 3QPeKTUBHOCTH WHKEHEPHO-TEXHUYECKOM 3alUTEI
uH(pOpMAaIIH.

43. Meronuueckoe obecmnieueHue HH)XEHEPHO-TEXHUYECKOU
3alllUTBl ABTOMATH3UPOBAHHBEIX CHCTEM OT BPEIOHOCHBIX IPOrPaMMHBIX
BO3JIENCTBUH.

44, MogenupoBanue WH)XXEHEPHO-TEXHUYECKOM 3aIIUTEI
uHpOpMAaITIH.

45. Meronuyeckre peKOMEHTAlMH IO OLEeHKe 3()(hEeKTHBHOCTH

3aIUTHl HHPOPMAITHH.

Tunosoe mpakTH4Yeckoe 3aganme Jsi oueHkH ocBoenus MJK 03.02
HHJKEHEPHO-TeXHHYeCKHe cpeacTBa (Gu3NYEeCKOH 3alHTLI  00bLEKTOB
HH(pOpMaTH3ALHI

I/IHCprKHI/Iﬂ JJIsI BBINIOJIHCHHSA 3alaHUA



BuumarensHo npounTaiite 3agaHme.
Bpewmst BBIOIHEHNS 3a0aHus - 45 MAHYT.

Texcm 3a0anus

IIpomermutenHoOE [IPEAIPHUATHE (ycmoBHO OAO «Masix»),
CHCLHUANTHSHPYIOMEECH Ha IPOM3BOACTBE ILIACTMACCOBBIX TPYD, KOTOPHIE IO
CBOMM Ka4deCTBaM IMONB3YIOTCS OonbmuM cmpocoM. OxpaHa H  3amura
KOMMEpPHECKHX CEKPETOB, CBA3aHHBIX C TEXHOIOTHeH IIPOH3BONCTBA TPYO,
HaXONATCS B IIEHTPE BHHUMAaHHS DPYKOBOACTBA M CIyXOBl 0€30MaCHOCTH
IpeIpusTys. IIpennpusarre uMeeT aAMUHUCTPATHBHYIO 30HY, IJI€ PacIoNOXKeHE]
YIPABIICHYCCKUE CTPYKTYpPEI, IPOM3BOACTBEHHYIO M CKIAICKYIO 30HEL Bce 3TH
30HBL pasneneHsl 3a0opamu. IlpenmpuaTve MMeeT NIMPOKMH Kpyr IIapTHEPOB,
KIIIEHTOB (B TOM 4mcle ¥ 3a pyGexom). B cdepe mestensrocTH IIPEATIPUATHS
9acCTO BOSHUKAIOT KOH(GIUKTHEIE CHTYAIUU C KOHKYPEHTAMHE U CIIOPHEIE BOIIPOCEI
C OpraHaM¥ MECTHOH BIIACTH 110 3eMENLHBIM 1 (PUHAHCOBEIM BOIPOCAM.

1. Onpenemnre OOBEKTHI ¥ CYOBEKTHI CHCTEMBI  O€30MaCHOCTH
IIPEIIPUSITHUSL.
2. Bribepute u 060CHYMHTE BUBI OXPAHBI IPE/IIPHUSTHSL
3. Paspaboraiite  um  oGoCHyliTe  cHCTeMy  BHIEOHAGTIOTEHHMS
aJIMAHUCTPAaTUBHOM 30HEL.
Kpurepun ouenxu
Beinonnenue 3adanus
- O3HaKOMJICHUE C 33/IaHUEM H ITaHUPOBAaHUE PAGOTEHL
- COOMIOZIEHHNE NTOCITeOBATEILHOCTHY BEIIIOIHEHHS 3aaHHS.
IToozomoenennuiii npodyxm

- pa3spaboTaHHas CHCTEMA BUICOHAGITIO NEHHS aIMUHUCTPATUBHOI 30HEI.
Yemuoe obocrnoeanue

- OIpeieneHHe OOBEKTOB ¥ CyOBEKTOB CHCTEMBI OE30IMAaCHOCTH
TIPENPUATHAS; '
- OIIpeJIeIeHHE BUIOB OXPAHBI IPENPHUATHSL.



4.TpeboBanust K MHHHMAJILHOMY MaTepHAJIbHO-TEXHHYECKOMY 00ecnedeHHIo
JIaGopaTopus TEXHHYECKHX CPEICTB 3aIHTHI uadpopmanum - 65,4 KB.M.

Ob6opynosanme yueGHoro kabmmera: mocka, 15 aBTOMAaTHU3UPOBAHHEIX
paboumx MecT Ml CTYAeHTOB: CTONBI-15 WT., CcTyaes -15 mr., [IK-15 mr.,
aBTOMATU3HPOBAHHOE paboyee MECTO IUIs IpenonaBaTens — 1 mi., ckaHep-1 miT.,
IpUHTEP-1 INT., IPOeKTOp — 1mT., 5Kpad — 1 IMIT.; mporpaMMHOe obecredeHwe
00ILEro ¥ MPOheCCHOHATLHOTO Ha3HAYEHHUS, nabopaTopHEIe yueGHbIe MaKeTEL.

OcHoBHoe  oGopynmoBamme:  y4eGHO-MeTOmMUECKas JIOKyMEHTAIIHS;
almapaTHble CPENICTBA AyTeHTU(DUKALIUY I10JIE30BATEILA.

4.1.Mndopmannonnoe odecneyenne

3.2.1. Ocrosenvie newamnvie ucmoynuKy.

1. I'pebemox E. WM. TIpebemiox H. A. Texuuueckue cpencraa
rH(OpMaTu3aruy. Yae6ruk ms CITO M.: UL Axanemns,2019 — 352 c.
2. Texnudeckas 3amura uWHQOPMAIHKM B 06BEKTax HH(GOPMAITHOHHOM

MHQPacTpyKTypsI (1-¢ u3n.) yae6uuk By6HoB A.A.M.: NI Axapemus, 2019 — 272
C.

3.2.2. [Jononnumenvnvie neuammole ucmoynuxy:

1. 3aiines A.IL, Memepsikos P.B., Illenynanos A.A. TexHmaeckue CPEICTBA H
METOJIBI 3alUTEI HHpOpMaNuu. 7-¢ U3, ucnp. 2014.

2. TIlembkoB T.C. OCHOBH TOCTPOCHHS TEXHHYESCKHX CHCTEM OXpaHsbI
IIepUMETPOB. YyeGHoe mocodue. — M. 2015
- Hosukos  B.K.  Oprammsanmonsoe u IpaBoBoe  ofecmeueHue

HH(pOPMaMOHHOY Ge3omacHoctH: B 2-x wacTsx. Yacts 2 Opraxuzanuonsoe
obecredenne HHGOPMALMOHHON Ge30MaCHOCTH: y4e0. mocobume. — M.: MUDT,
2013 -172c.
4. OpraHu3zanuoHHO-IIPaBOBOE obecrieyenre Hudopmanmonnoii
OesomacHoCTH: y4el. mocobue s CTy. YyIpexXaeHuit cpen. npod. obpazosanus/
E.b. benos, B.H. IIpxxeropnuuckuit. — M.: M3natensckuii IEHTp «AKaJeMusI»,
2017 —336¢
3. Veanos M.A., Uyrymkos I.B. Kpunrorpaguveckne MeToms 3amuThl
MHQOPMalUH B KOMIIBIOTEPHBIX CHCTEMaX W CeTsX. YdeOHoe mocobue - Mockpa:
MHM®H, 2012.- 400 c. Pexomennosano YMO «nepHrle GDU3MKA U TEXHOJIOTHEY B
Ka9eCTBe Y4eOHOIo OCOOHS IS CTYIEHTOB BHICIINX YUeOHBIX 3aBe/ICHI.
6.  B.IL Mensrukos, C.A. Kreiimeros, A.M. IlerpaxoB: Mudopmanuonsas
0€30I1aCHOCTH U 3allUTa uHbopManuu AKagemus, - 336 ¢. — 2012
7. ITanerua B.®. 3anmTa UHQOPMAIIH B KOMITBIOTEPHBIX CHCTEMAaX U CETIX
H3n Bo: JIMK Ilpecc, - 2012
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8. Karopun 10.0., Pasymosckuit A.B., Crusak A.U. 3amura uHopManuu
TEXHUYCCKUMHU CpeacTBaMu: Y4uebHoe mocobue / [Tox penaxmueit 10.®. Karopuna
— CII6: H1Y UTMO, 2012 — 416 c.
9. @enepanpHbi 3ak0H or 27 mons 2006 . Ne 149-®3 «O6 uHbOpMAaIHH,
MH(QOPMAIIMOHHBIX TEXHOJIOTHSX ¥ O 3aIUTe HHbOpMAaITHM.
10. ®enepansHelil 3akoH ot 27 momst 2006 r. Ne 152-®3 «O IIEPCOHATBHBIX
TaHHEBIX,
11.  ®enepansrbiit 3ak0oH or 27 nexabps 2002 r. Ne 184-03 «O TexXHHUECKOM
PETYIUPOBAHII.
12.  ®enepanbuelii 3axkoH or 4 mas 2011 r. No 99-®3 «O JTHIEH3UPOBAHUH
OTJICNIBHEIX BUJIOB JESTENBHOCTI.
13.  ®enepancuenii 3akoH ot 30 nexabps 2001 r. Ne 195-®3 «Konekc
Poccuiickoit ®eneparuu 06 aMAHHCTPATUBHBIX IIPAaBOHAPYIIEHUIX).
14.  Vxa3 Ilpesunenta Poccuiickoii ®enepamuu ot 16 asrycra 2004 . Ne 1085
«Bompocer ®enepansHoi ciryxKObI 110 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIOM.
15.  Vxa3 IlpesunenTa Poccuiickoii ®enepanyu ot 6 Mapra 1997 r. Ne 188 «06
YTBEPXKICHUH [IEPEYHS CBEICHUH KOHDHUICHIMAIEHOTO XapaKTepay.
16.  Vxa3 Ilpesunenta Poccuiickoii ®enepanuu ot 17 mapra 2008 r. Ne 351 «O
Meépax 1o obecmedeHMIO HHO)OPMAIMOHHON  Ge30macHOCTH  POCCHIiCKOi
@enepallii  OpPU  HCIIOIB30BAHUM MH()OPMAIMOHHO-TEJIEKOMMYHUKAI[OHHBIX
CeTel MEeXIYHAapOJHOrO HH(POPMAIIIOHHOTO 06MEHaY.
17.  Tlonoxenwe o cepTUGUKALIE CPELCTB 3AIMUTEI uHopMarmy. YTBepXkaeHO
nocra”oBienreM IlpaBurenscrBa Poccuiickoii @enepanuu ot 26 urons 1995 r. Ne
608.
18. Ilonoxenwme o0 CepTHQUKANME CDPEICTB  3aIUTHL uHQOpMaMy 110
TpeboBaHwsIM 6e30MmacHOCTH HHGOPMAKK (C JOMOMHEHHUSIMH B COOTBETCTBHH C
nocranosnenneM llpasurenscrsa Poccuiickoit ®enepanuu ot 26 momal995 . Ne
608 «O ceprubuKanyu CpeNCTB 3aIMHUTEHI HH(pOPMaum»). YTBEpKIEHO IPHKA30M
npencenatend I'ocrexkomuccnu Pocenu ot 27 oxta6ps 1995 r. Ne 199.
19. CoctaB M comepxaHWe OpPraHH3ANVOHHBIX M TEXHHIECKIX MEp IO
obecriedeHnI0O 6e30IaCHOCTH IEpPCOHANBHBIX NAHHBIX opu ux obpaborke B
MH(GOPMAIMOHHBIX CHCTEMaX IIepCOHANBHBIX TAHHEBIX. YTBEpXKIEHBI NPHKA30M
®CTOK Poccuu ot 18 penpamst 2013 . Ne 21.
20. Mepsl 3amuTe UHGOPMALMH B TOCYAapCTBEHHBIX HMH(M)OPMAIMOHHEIX
cucremax. Ytepxnenst ®CTOK Poccun 11 despais 2014 T.
21.  AnvumuctparuBHbI permament ®OCTIK Poccuw 1o IIPENOCTABICHUIO
TOCYTApCTBEHHOW YCIYIH IO JHMIEH3UPOBAHMIO NESTENHHOCTH II0 TeXHHYECKOH
3alMUTe KOH(UIEHIMAIBLHOM HHQOPMAIH. YTBEpKAeH npukazom OCTOK
Poccuu ot 12 mrons 2012 1. Ne 83.
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22.  AnvumnctparuBasii permamentr ®CTDK Poccuu mo IIPEIOCTaBIICHHUIO
TOCY IAPCTBEHHON YCIYTH IO JIMIEH3UPOBAHMIO NESATENBHOCTH II0 Pa3paboTke W
TIPOM3BOJICTBY CPEJACTB 3aIUTHl KOH(GUIECHIHANEHON HHpOpMAIWH. YTBepKIeH
npukazoM OCTOK Poccun ot 12 uroms 2012 r. Ne 84.

23.  Coenmnanseble TpeGOBaHHWS M PEKOMEHIAIMM II0 TEXHHIECKOH 3amuTe
KoHGuneHumanbHoff  mHbopmammu  (CTP-K). YTBEpXKACHH  MPHKA30M
I'ocTexxomuccuu Poccrn

24. ot 30 arrycra 2002 r. Ne 282.

25.  TpeGoBanus o 3amuTe HHPOPMAIMH, HE COCTABISIOMEH rOCYZapCTBEHHYIO
TaliHy, CoJepXamledcs B IOCydapCTBEHHBIX HH(OOPMAIIMOHHBIX ~CHCTEMaX.
Yreepxaens! npukazom ®CTIK Poccwu ot 11 ¢eBpains 2013 . Ne 17.

26. TpebGopanus o 3amuTe HHMOPMALHY, COZlepIKaIencss B NHQOPMAaIHOHHBIX
CHCTeMaxX OOINEero MmoJb30BAHMS. Vreepxnensl mpukazamu OCB Poccunm wu
OCT3K Poccuu

27. ot 31 aBrycra 2010 r. Ne 416/489.

28. Tpebosamms K cucTeMaM OGHApYKEHHS BTOP)KEHUH. Y TBEpXKIEHEI
nprkazoM OCTOK Pocenn ot 6 nexabps 2011 1. Ne 638.

29. PyxoBomgmmii JTOKyMEHT. [eonndopManoHHbIe CHCTEMBL.  3amuTa
MHQOPMALMK OT HECAHKIMOHUPOBAHHOTO JOCTYIIA. TpeboBanus 1o 3ammre
uHpopmanuy. Ytepxxaen ®CTIK Poccun, 2008.

30. PyxoBogmsmmii NOKyMeHT. 3amura OT HECAaHKIIMOHUPOBAaHHOIO JOCTyIa K
uHpopmanmu. Yacte 2. IIporpammuoe obecrieuenne 6a30BBIX CHCTEM BBOJIa-
BBIBOZA IIEPCOHANBHBIX SNIEKTPOHHO-BBIYUCIUTENBHEIX MammH. Kiaccudukars
II0  YpOBHIO KOHTPOJII OTCYTCTBHS HEJNCKIAPHPOBAHHBEIX BO3MOXKHOCTEH.
YrBepxnen ®CTIK Poccun 10 oxrsa6ps 2007 r.

31. Ilpukaz ®CB Poccuu or 9 derpais 2005 r. Ne 66 «O6 yTBepKHEHHH
Ilonmoxenus o pa3paboTKe, IPOU3BOICTBE, peau3ald U OKCILTyaTal[uu
MK (POBANBHEIX (KPHITOIpahUIECKHX) CPELCTB 3ALIATEL HHQOpMAaIHN.

32. TOCT P HCO/MDK 13335-1-2006 HMudopmanmonsas TeXHOIOTHSL.
Meroner u cpencrsa obecnieuenns 6e3omacuocTy. Yacts 1. KoHIemus # Mozens

MEHEIKMEHTa 0e30IacCHOCTH PHQOPMAIMOHHBIX U TEJICKOMMYHUKAITHOHHBIX
TEXHOJIOTUH

33. TOCT P UCO/MDBK TO 13335-3-2007 WHbopMaInoHHas TeXHOJIOIHS.
Metoznel u cpencTBa obecneuerus 6e3onacHocTy. YacTs 3. MeToapI MEHEKMEHTA
0e301macHOCTH HH(DOPMAIMOHHBIX TEXHOJOTHiL

34. TOCT P UCO/MBK TO 13335-4-2007 WubopMaIonHas TeXHOIOI M.
Merons! u cpencTBa obecneuenns 6e3omacuocTy. YacTs 4. Br16op 3amuTHeIX Mep
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35. TOCT P HCO/MBK TO 13335-5-2006 MHbopManmoHHasS TEeXHOJIOTHS.
Metonsl u cpemctBa obecnedeHus GeszomacHocTH. YacTe 5. PyxoBomcTBO MO
MEHEDKMEHTY 0€30IIaCHOCTH CETH

36. I'OCT P HCO/MDOBK 17799-2005 Wndopmarmonnas TEXHOJIOT KA.
HIpakTadeckre IpaBmia ypasieHns HHQOPMAHOHHOM 6€30MacHOCTEIO

37. TOCT P HCO/MBK 15408-1-2008 MubOpMAIMOHHAS TEXHOIOIHS.
Mertoxsr u cpenctBa ofGecmedeHHS Ge30MACHOCTH. Kputepun onenxu
Oe30macHOCTH HH(MOPMAIHOHHEIX TexHonormit. Yacts 1. Beemenume u o0ras
MOJIeTTh

38. TOCT P HCO/MDK 15408-2-2008 HMudopManonsas TeXHOIOTHS.
Mertomsr u  cpenctBa obecriedeHus 6e30MaCHOCTY. Kpurepun onenku
OesomacHOCTH WMH()OPMALMOHHBIX TexHOJOrmi. UYacte 2. OyHKIMOHABHEIE
TpeboBaHUs 6e30I1aCHOCTH

39. TOCT P HCO/MDBK 15408-3-2008 HupopManionHas TeXHOIOTHS.
Meroner u cpemctBa  obecreueHHs  Ge30MACHOCTH. Kputepun onenxu
be3omacHOCTH HHGOPMAIMOHHEIX TeXHONOTHH. YacTs 3. TpeboBanus noBepus k
Oe3omacHOCTH

40. TOCT P 34.10-2001. "MiudopMamyoHHas TEXHONOTHS. Kpunrorpaduueckas
3amura wH(opmamuu. IIporeccsl hopMupoBaHusS u npOBepKH 3JIEKTPOHHOIH
U poBoif momucy”

41. TOCT P 34-11-94. "VInopManroHHAs TEXHONOTHL. Kpunrorpadmaeckas
3amuTa HH(GopMaruy. OyHKIHS XOMUApOBaHHUS"

42. TOCT P 50922-2006 3ammura wmabOpMamuh. (OCHOBHEIE TEPMHUHBI U
onpenenenus. Pocrexperynuposanue, 2006.

43. TOCT P 52069.0-2013 3ammra wmadopmammu. CucreMa CTaHAApPTOB.
OcHosHzle nooxenust. Poccranpapr, 2013.

44, TOCT P 51583-2014 3ammra uHpopMaruu. Ilopsamok  co3maHus
ABTOMAaTU3UPOBAHHBIX CUCTEM B 3allMIICHHOM HCIONHeHuH. OOIre MOI0KEeHuUS.
Poccrannapr, 2014.

45. TOCT P 51624-2000 3ammra MH(OpMAIMH. ABTOMATH3MPOBAHHEIE
CHCTEMEI B 3aIUICHHOM HenonHeHur. Obmue tpeboBanus. ['occranaapr Poccun,
2000.

46. TOCT P 51275-2006 3ammra mrdopmarmu. OOBEKT HH(OpMaTH3AIINH.

@axTopel,  BO3IEUCTBYIOINHE  Ha uHQopMmarmro.  OO6mme  ITOJIOXKCHHUS.
Pocrexperynuposanue, 2006.

47. TOCT P 52447-2005 3Bammra nHbopManuu. TexHuka 3amUTEL
HHGOPMAIHH.
48. HoMmeHkiatypa mokasareseit KaqecTsa. Pocrexperymuposanue, 2005.
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49. TOCT P 56103-2014 3ammra HH(OpPMaUy. ABTOMATH3MPOBAaHHEIE
CHCTEMbl B 3aIIMINEHHOM HCHONHeHHH. OpraHu3anis U comep)kaHue paboT IIo
3aIUTe OT NPEIHAMEPEHHBIX CHIIOBEIX 3JI€KTPOMArHUTHEIX BO3jeHcTBHit. O6Imue
nonoxeunwus. Poccranmapr, 2014.
50. TOCT P 56115-2014 3ammra wuHbOpMANHH. ABTOMaTH3UpPOBAHHEIE
CHCTEMBI B 3aIMIIEHHOM HCHONHEHUH. CpencTsa 3aIlUTHL OT IpeTHAMEPEHHbIX
CHIIOBBIX 3JICKTPOMATHUTHBIX Bosmeiicreuil. Obmme TpeGoBanus. Poccrammapr,
2014.
51. TOCT P HCO/MDBK 15408-1-2012 Mudopmanuontas TeXHOIOTHSL.
Meroner u cpencrBa ofecmedeHHs Ge30HACHOCTH. Kpurepun orenxu
OesonacHOCTH HH(GOPMALMOHHEIX TexHonormit. Yacts 1. Beemenme u obmas
Mozens. Poccranmapr, 2012.
52. TOCT P HCO/MDIK 15408-2-2013 WHpopMaIMOHHas TEXHOIOTHS.
Metoner u cpemctBa  obecmeueHMs  Ge30MACHOCTH. Kputepuu ornenxu
GesomacHOoCTH HMHGDOPMALMOHHBIX TEXHOJOTHH. YacTe 2. OyHKIMOHATBHEIE
TpeOoBanust OesomacHoctd (mpsamoe mpuMerenue ISO/IEC 15408-2:2008).
Poccrannapr, 2013.
53. TOCT P 50739-95 CpencTa BEIYHCIMTENHHON TEXHWKH. 3ammTa OT
HECAHKIIMOHMPOBAHHOTO  JocTynma K wuHbopManuu. OOmHe TeXHHYECKHe
TpeboBanus. I'occrannapt Poccun, 1995.
54.  Meronuka onpeneNeHus akTyalbHEIX YIpo3 Ge30MacHOCTH IIEPCOHAIBHBIX
JaHHBIX TIpA HMX 00paboTke B HH(M)OPMAIMOHHBIX CHCTEMAX IIEPCOHABHBIX
naHHeIX. YTBepknena ®CTOK Poccuu 14 dbespamnsg 2008 r.
55.  COOpHUK BpEMEHHBIX METOJUK OLICHKH 3aIIAMEHHOCTH KOH(UICHIMAIEHON
MHQOPMAalMK  OT  YTEYKH 110 TEXHWYECKHM  KaHAJIAM. YTBepxKIeH
I'octexxomumccueii Poccuu, 2002.
56. TOCT P 50922-2006 3ammra wundopmarmu. OCHOBHEE TEPMUHBI U
onpenenenus. Pocrexperymuposanue, 2006.
57.  TOCT P 51275-2006 3amura umrdopManun. OGBEKT UH(pOpMaTH3AIMH.
QaKkTOphl,  BONEHCTBYIOIME Ha uHpOpMammio. OOIIHe  OJOMKEHHS.
Pocrexperymuposanue, 2006.
58. COOpHHK BpEeMEHHBIX METOIMK OIEHKH 3aIAIIeHHOCTH KOH(UACHIMATLHON
HHQOpMAalli¥  OT  yT€YKd TI0 TEXHHYECKAM  KAHAJIAM. YTBepxeH
I'octexxomuccueii Poccnu, 2002. ‘
59.  TpeGoanus o 3amuTe WHOGOPMALHH, HE COCTABISIONME rOCYyZapCTBEHHYIO
TaiiHy, COJepXamehcs B TOCYHapCTBEHHBIX HMH(DOPMALMOHHEIX CHCTEMAX.
Yreepxnens: npukazoM ®CTIK Poccun ot 11 despans 2013 T. Ne 17.
60. Mepsl 3amuTE HMHGOPMAUWE B TOCYIApPCTBEHHBIX HHPOPMAIIMOHHEIX
cucremax. Yreepxknensl ®CTOK Poccuu 11 derpamns 2014 r.
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61. MeronuuecKie pPEKOMEHIAIMU IO TEXHWYECKOM 3amuTe WHGpOpManuwy,
coCTaBIIsIIONIEH KoMMepueckyro Taiiny. YTBepxneHsl @CTOK Poccuu 25 nexabps
2006 .

3.2.3 OnexmporHuvle pecypcul

1. BmykxoB, A. A. OcHoBel HHDOpPMAIMOHHOW OE30IaCHOCTH: 3aIHUTa
uHGOPMAIINH : yaeOHOe TTocoOre I CPeTHEro MpodecCHOHATBHOTO 00pa30BaHUS

/ A. A. BHykOB. — 2-e u3[., uctp. U gon. — Mocksa : UznarensctBo FHOpaiiT,
2020. — 240 c.

https://urait.ru/bcode/456793

2. Kazapus, O. B. TIporpammMHo-anmapaTHble CpeCTBa 3alUTHl HHGOpMAIUH.
3amuTa mporpaMMmHOro obecredeHus : YYeOHHK U TPAaKTHKYM IS CpPEIHETrO
npodeccuonansHoro odpazosanus / O. B. Kazapun, A. C. 3a6abypun. — Mocksa
: IBmarensctBO FOpaiit, 2020. — 312 c.

https://urait.ru/bcode/449548

3.  OpraHuzanioHHOE ®  IpaBoBoe  ofecrmedeHue  HUHGOPMAIMOHHOM
Oe3omacHOCTH: Y4YeOHMK M MPAKTUKyM [UIsI CpeAHero IpodecCHOHaIBHOTO
obpazoBanms / T. A. Tlomsxosa, A. A. Ctpensuos, C. I'. UyOykosa, B. A. Huecos ;
orBercTBeHHBIN pemakTop T. A. Ilonmskoma, A. A. CrpensnoB. — Mocksa :
NzparensctBo IOpaiit, 2020. — 325 c.

https://urait.ru/bcode/451933

4.  @epepanbHas Ciayx0a IO TEXHHYECKOMY U OSKCIOPTHOMY KOHTPOJIIO
(®CTOK Poccun) www.fstec.ru

5. HudbopManuoHHO-CIIpaBOYHAs CHCTEMa II0 JOKyMEHTaM B 00IacTd
TEXHUYIECKOH 3anuThl HHbQOopManun www.fstec.ru

6.  OOpazoBarenpHbIe MOPTAJIEI 10 PA3IMYHBIM HalpaBiIeHUSM 00pa30BaHUS U
temaTuke http://depobr.gov35.ru/

7.  CnopaBouno-npaBoBas cucteMa «Koncynprant Ilmoc» www.consultant.ru

8. CnpaBouyHo-1ipaBoBasi cucteMa «I apant» » www.garant.ru

9. ®enepanbublii moptaln «Poccuiickoe o6pazoBanue www.edu.ru

10. ®enepanbHBIN [IpaBOBOM ropTai «IOpunugeckas Poccus»

http://www.law.edu.ru/

11. ®enepansHblil nopran « THPOpMaTOHHO-KOMMYHUKALIMOHHEIE TEXHOJIOTUH
B 0OpazoBanum» htpp\\:www.ict.edu.ru

12.  Caiir HayuHoii anekTpoHHOM 6ubmmoTexn www.elibrary.ru.

15



