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PACCMOTPEHO

MIPEIMETHO - [IUKJIOBOM KOMUCCUEN

00menpohecCHOHaTbHBIX AUCIUIIIAH 1 podecCHOHATBHBIX MOTYICH
crermansaocty 10.02.05 Obecnieuenue nH(GOpPMALIOHHOK 6€e3011aCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM U IPO(QecCHH 09.01.01 Hanamyuk anmapaTHOTO U
IpOrpamMMHOT0 0OeCIIeYCHIA

IIpotoxon Ne 1 OT;I aprycra 2021 .

IIpencenarels %ﬂ,/ § 3106an E.B.

KOMITIEKT KOHTPOIBHO-OLIEHOYHBIX  CPENICTB pa3paboTan Ha OCHOBE
demepallbHOIO TOCYIAPCTBEHHOIO 00pa3oBaTeNbLHOr0  CTaHAapTa CpeIHero
podecCHOHAIBHOTO 00pasoBaHus IO CHCINUaTbHOCTH / mpodeccrm  10.02.05
OGecredenye HHOOPMAMOHHON G€30MACHOCTY aBTOMATU3HPOBAHHBIX CHCTEM

CocTapurenb: JIsmenko AuHa BacuinseBHa, IIpEnoaaBaTelib



1. IIacoopT KOMIUIEKTAa OLEHOYHBIX CPEICTB

1.1 O6aacTL NpUMEHEHUs KOMILJIEKTA OLEHOYHBIX CPEICTB

KOHTpOJIBHO-OLIEHOYHBIE CPENICTBA (KOC) mpenHa3Ha4eHbl UL KOHTPOIA H
OLIEHKM 00pa30BaTENbHBIX JOCTIKEHHM 00y9aroIUXCs, OCBOMBIIMX MPOrpaMMy
MJIK 02.02 Kpunrorpadudeckue cpeAcTsa 3aluTsl HHQOPMAIUH.

KOC BKJIFOYAOT KOHTPOJIBHEIE MATEPHAb] U1 IPOBEIEHUS IPOMEXKY TOIHOH

arrecraiyuu B (bopMe J3K3aMEHa.

KOC paspaboTad Ha OCHOBaHMM paboduedl MPOTrPaMMBbI MJIK 02.02
Kpunrorpaduueckie CpecTBa 3aluThl KHPOPMAaIIH.

1.2 Cucrema  KOHTpPOJSA H
NPOU3BOACTBEHHON NMPAKTHUKH .

OLICHKH

OCBOEHHSI  NPOIrpaMMBbI

KOHTpOTIs U OleHKa pe3ynsraTo ocsoenus MJIK 02.01 IIporpamMmuEIe U
IpOrpaMMHO — allapaTHble CPEeACTBA 3allUTHI uHGbOpMalK OCYIIECTBIIETCS
TperoiaBareieM B IIpolecce MPOBECHUS JK3aMeHa.

Pe3yabpTaThl 00ydeHHs
(ocBOEHHbIE YMEHH, yCBOCHHBIE 3HAHUS), C YIETOM
JAYHOCTHLIX Pe3yJIbTAaTOB, NPO(hecCHOHAIbHOI0
CTAHAAPTA U CTAHAApPTA KomOeTeHuun Bopiyiekmic

(I)Oprl H METOAbI KOHTPOJIA "
OLI€HKH pe3yJbTaTOB Oﬁy‘leHI/IH

YMeHus:

—  yCTaHaBIMBATh, HACTPAaUBATh, IPUMEHATE
IporpaMMHEIE ¥ IIPOrPaMMHO-alNapaTHEIe CPEACTBA
3aIUTH HHQOPMALKH;

—  yCTaHaBIWBATh U HACTpaMBaTh CPENCTBA
AHTUBUPYCHOH 3aIUTELI B COOTBETCTBUH C
IpeabIBIIEMBIMY TPEOOBAHUSIMI;

—  JIMarHOCTHPOBATbh, yCTPAHATH OTKA3HL,
obecrieauBarh paboTOCIIOCOOHOCTD M TECTUPOBATH
(QyHKIUM IPOrPaMMHO-aIIIAPATHEIX CPEICTB 3aIUThI
uHbOpMAaLIKH;

—  IIPUMEHSTH IPOrPaMMHEIE ¥ IIPOTrPaMMHO-
almapaTHBIE CPEICTBA MUl 3allUTH HHpopManuy B 6asax
JTAHHBIX;

—  IpOBEPSATH BBIIOIHEHHE TPEOOBAHMHA 110 3aIIUTE
uH(OpPMAIHK 0T HECAHKIIMOHUPOBAHHOTO JOCTYIIA IIPH
aTTecTari 00beKTOB HH(GOPMATH3AINY 10 TPEOOBAHHSIM
6e30IacHOCTH MH(OPMALIUH;

— IIpUMEHSTH MaTEMaTHYECKUH anmnapar AJLd
BBINOJTHEHHS KPUITOrpadIecKruX IpeoOpasoBaHuii;

—  HCIOJIL30BaTh THIIOBBIE IPOrPaMMHEIE
KkpunrorpahagecKue CpecTBa, B TOM IUCIe
SIEKTPOHHYIO IIOIIHNCE;

—  IPUMEHSTH CPECTBA rapaHTUPOBAHHOIO
YHUYTOXXEHUS HHQOpMAInK;

DKCIepTHOE HAOIIONEHME M OLICHKA
[P BBITOJTHEHUM IIPAKTUYCCKOH
paboThI, IPOBEPKA JOMAIITHETO
3aJlaHHs.

TecTupoBaHue, 3amuTa
IPaKTHYECKON pabOThI, YCTHBIA I
UCHMEHHBIA OIIPOC, K3aMEH

DKcIepTHOE HAOJIIOIEHHE ¥ OTICHKA
IpY BBIIOJIHEHUH IPaKTAYECKOH
paboTHI, IPOBEPKA IOMAIITHETO
3a1aHus.

TecTupoBaHue, 3alIUTa
IPaKTHYECKOR pabOTEL, yCTHBIA U
IMCHEMEHHBIA OIIPOC, 9K3aMECH
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— ycCTaHaBJIHUBaTh, HacTpauBarb, IIPUMEHATD
IporpaMMHBIC u HpOTpaMMHO-aHHapaTﬁble cpeacraa
3alIUThL I/IH(bOpMaHI/H/I;

—  OCYWIECTBJIITH MOHUTOPHHT U perHCTpaumo
CBeﬂeHHﬁ, HEOOXOIUMBIX I 3aIIUTHI 00BEKTOB
I/IH(bOpMaTI/ISaIII/II/I, B TOM UY¥CJIE C ¥CIIOJIb30BaHUEM
IpOorpaMMHBIX u HpOI‘paMMHO-aHHapaTHBIX CpEacTB
O6Hapy}KCHI/I$I, npeﬂynpemﬂeHHﬂ ¥ TUKBUIAIH
HOCHCHCTBI/Iﬁ KOMITBIOTCPHBIX aTakK.
3HAHHUA:

— 0co0eHHOCTH u CII0COOBI IpAMEHEHUS
[IPOrpaMMHBIX ¥ IPOrPaMMHO-AIIIapaTHBIX  CPEACTE
3amUTH WHGMOPMAUMK, B TOM UHCNE, B ONCPAlHMOHHBIX
cHCTEMaXx, KOMITLIOTEPHBIX CETsX, 6a3ax MaHHBIX;

— MmeTombl TecTHpoBaHMs —(QYHKIME  OTACIHBHBIX
POrpaMMHBIX M  TIPOTPaMMHO-ANMNAapaTHEIX — CPEACTB
3anUTH THGOPMAIIH;

—  THIOBBIC MOJEJIX YIPABIECHHS TOCTYIIOM, CPEICTB,
METOJOB " IPOTOKOJIOB ~ HAEHTHQUKAIHH K
ayTeHTUQHUKALIATL;

—  OCHOBHBIE mOHSTHS Kpunrorpaguu # THIIOBBIX
KpunTOrpaQuuecKux —METOIOB M CPeiCTB 3aIATH
uHOpMAaIKH;

— 0coOeHHOCTH " CIIOCOOBI IPUMEHEHMS
[IPOTPaMMHBIX M  HPOTrPaMMHO-AIIIAPATHEIX CpeACTB
rapaHTHPOBAHHOTO YHHITOKEHU uH(OPMAITUHY;

—  TWIIOBBIE CpPENCTBA M METOJBI BEICHUS ayluTa,
CPENICTB ¥ CIIOCOOOB 3aIIHThI HHpOpPMALUY B JIOKATBHBIX
BLIUMCIIMTENLHBIX  CETSX,  CPeICTB  3aliAThl  OT
HECAaHKIIMOHKUPOBAaHHOIO JOCTYIIA.

2. KoOMILJIeKT OlleHOYHBIX CPEeACTB
2.1. TuMOBBIE TECTOBLIE 3aXaHHUS 1JIsl OLEHKH 0CBOCHUST MJIK 02.02.

1. AnreGpandecKkue CTPYKTYpBI. I pymbL. Komnsia. Ions. Konbia MHOTOYJICHOB

2. AnreGpamdeckue CTPyKTypbL. I1oms GF(2n). IlonmuHOMBI

3. CoBpeMeHHBIE OIOTHBIE MHAMPEL. [ToACTaHOBKA, TPAHCIO3MIHMA. ATaKKM Ha
O7I0YHBIC INUPPEL.

4. Tlonmumopa3MepHEIE KII0IEBbIC mudpst. ndp 6e3 kimoda

(9]

K OMIIOHEHTHI COBPEMEHHOTO GI0YHOTO WHdpa. P-6oxu.
6. KOMIOHEHTHI COBPEMEHHOTO OI0YHOrO MIippa. S-6moxu



7 KOMIIOHEHTH COBPEMEHHOTO OJIOYHOTO mmpa. IlomaTne omepanuu
"HCKITIOYAIOIIee WK .

8. KOMIIOHEHTHl COBPEMEHHOIO OJIOYHOTO mmdpa. Omeparust MUKIAIECKOTO
CIIBUTA.

9. KOMIIOHEHTHl COBPEMEHHOTO OJIO0YHOIO mmdpa. 3amena. PasOuenue H
00BbeIMHEHNE

10.Cocrasnoi mudp. PaccenBanue U NePeMEIIMBAHAL. INousiTie payHaa

11.Cxema Delictemns u He-DercTeld

12.CoBpeMeHHbIe 0JI0YHBIE KPUTITOCHCTEMBL

13.CHMMeTpHIHBIE CTAHAAPTHI MIHQPOBAHIL - DES

14.CHMMeTpUIHBIE CTAHIAPTHI MIHQPOBAHKS - AES

15.CuMMeTpUYHBIE CTAHAAPThI nmdposarus - TOCT 28 147-89

16.CoBpeMeHHEIE TTOTOYHBIC G psl

17.CHHXpOHHBIE MHAPPHI TOTOKA. OHOPa30BBIM OIOKHOT

18.Marpuiia COCTOSIHIH IIOTOKOBBIX nbpoB. AJTOPUTM MKPPOBAHK RC4

19.JInHeHBIE TeHEPATOPhI IICEBAOCITY YAl HbIX IOCIIEIOBATEIBHOCTE M.

20.I'enepaTopsl [ICEBIOCTYYaiHbIX IIOCJIe0BATEIFHOCTEN. JaTuuku
duboHATUM

21.TeHepaTopsl IICEBAOCITYYalHBIX nocienosarensHocTeR. Anroput™ BBS

22 JTIpUHIHUIIEI HCTIOTB30BAHIS ['TIcY rmpy HOTOKOBOM MK (POBAHAN

23 Tlonstre mpocToro ducna. McnpTanue mpocToThl qUcell

24 .dynxuus Dinepa. [lopaTue xXem-QyHKIIIA

25.11Inbpsl ¢ OTKPBHITHIMHA KITIOTAMH. ACHMMETPHUYHBIE CHCTEMBI [IH(QPOBAHAS
I'OCT 94

26.111udpsl ¢ OTKPHITHIMU KITFOYaMH. ACHMMETPHAYHBIE CHCTEMBI [IH(QPOBAHNIS
RSA

27.KpunTocHCcTeMBl Ha OCHOBE SJUTHITHICCKUX ypaBHEHUH

28.DKoHOMHIKa HMHQOPMAIMOHHOM — Ge30macHOCTH — Ha  TIPUMEpE OIICHKM
KPUIITOCUCTEM

29.0nenka 5QhHEeKTHBHOCTH KPHUITOrPapuIeCKOH 3alUThL

30.KBaHTOBBIE ANTOPUTMBI ITM(GPOBAHHU

TunoBblie NPAKTHIECCKHE 3aJaHus:
1. OKonpna MBOIO4JI€HOB. 3amaga Ha IOCTPOCHHUE KOJiblla MHOTO4YJIEHOB

7 Kome4mble MOJNSA. 3ajada Ha IOCTPOSHHE KOHEHHBIX nojiefl  3aJaHHOTO
opsaKa

3. 3ajaua Ha IIOCTPOEHUE MOJENU OIOYHOrO mudpa MOCTAHOBKH Kak WHdpa
[IEpeCTaHOBKYU

4. 3amada Ha COCTABIICHUAE OTHOIIIEHNI MEXTy BXOIaMU/BEIXOAMH JIs S-010Ka



5. 3ajada HA PEAIM3ALMI0 KOMIIOHEHTOB COBPEMEHHOTO 6ounoro mudpa. P-
OJIOKH.

6. 3ajada Ha peanu3aldio KOMIIOHEHTOB COBPEMEHHOIO 6mounoro mmdpa.
[ToHSTHE OIeparyy "UCKITIOYaromee Wi

7. 3ajaua Ha pEAIU3ALMI0 KOMIIOHEHTOB COBPEMEHHOIO 6nognoro mmumdpa.
Onepanysi HUKIAYECKOTO CBHUIa.

8. 3ajaya Ha peanu3alMio KOMIIOHEHTOB COBPEMEHHOTO onounoro mudpa.
3aMmeHa. Pasouenue u 00beIMHEHNE

9. 3ajaua Ha pealH3alHIo MUPPOBAHKI IO CXEME Deiicrens

10.3aa4a Ha peaTr3alHio alropuT™Ma mmposanus - DES

11.3amava Ha pealu3al{io alrOpUTMa mmposanus - AES

12.3a1a4a Ha pealu3alnio alropuT™Ma nmdposarus - TOCT 28 147-89

13.3a1a4a Ha pealA3aI{Io allrOpuTMa mudposanus RC4

14.3amaua Ha pealU3alHio alroputMa mupOBaHUs C IIOMOIIBIO JIMHEHHOrO
xorrpysutHoro I'Tlcd

15.3amaga Ha peanu3alyo anroputMma mudpoBaHus € IOMOIIBIO ITlcY ¢
3a/[epKKOH 110 MeToy PrOoHaYIH

16.3amaya Ha pealu3all{io alropurMa MUppOBaHUsS C IOMOIIBIO ANrOpUTMa
BBS

17.3ana4a Ha peayli3alyio aJlroOpuTMa muposanus Db ['amans

18.3a1a4a Ha pealu3alyio alropuT™Ma mudposanus RSA

19.3a/1a9a Ha IPUMEHeHHe IPOTOKOIIa OOMEHa KIF0aMH Jnddu-Xenmana

20.3amaga wa npumenenme OIIl Ha OCHOBE allOPUIMa mrdpoBaHus ¢
OTKPBITHIM KJIFOUOM

21.KpuTepuu oL eHUBAHUA

«5» «OTJIHYHO» HJIM «324TeHO» — CTYJIEHT IOKa3bIBaCT ray0oKoe M IIOJHOE
OBJaJeHre COIEpKAHMeM MpOrpaMMHOTO Marepualla o npaxtike 10T 02, B
COBEpILEHCTBE BIAAEET [OHSTUHHBIM aIllapaToM H JEeMOHCTPUPYCT YyMCHHE
[IpUMEHSATh TEOPHIO Ha TIPaKTHKe, pemaib pasiuYHple TPaKTHIECKHe U
IpodecCHOHANBHbIE 3a[adH, BBICKa3bIBATH U 00OCHOBBIBATL CBOU CYXIEHHA B
dbopMe IpaMOTHOTO, JIOIHIECKOro OTBETA (YCTHOTO WU [IMUCbMEHHOI0), a TaKXe
BHICOKHIl yPOBEHb OBIAJEHUE OOIIMA U IpO(eCcCHOHATBHBIME KOMIIETCHIMAMHA 1
TeMOHCTPUPYET TOTOBHOCTD K IpoGeCCHOHANBHOM eATENbHOCTH;

«d» «XOpOIIO» HJIM «32a49TeHO» — CTyACHT B IOJIHOM o0BeEME OCBOMII
IporpaMMHBIH MaTepHal Mo [PaKTHKE 11 02, BrageeT NOHITHHHBIM anapaToM,
XOPOIIO OPUEHTHPYETCs B H3ydaeMOM MaTepuale, OCO3HAHHO IPUMEHSET 3HAHUA
JUIS pelleHus NPaKkTHIeCKuX U npo(ecCHOHANBHBIX 3a/a4, TPaMOTHO HW3Jaract
OTBET, HO Coiep)xaHue, (Qopma OTBETA (ycTHOrO WX MTUCHMEHHOT0) HMEIOT
OT/IeNIbHbIE HETOYHOCTH, IeMOHCTPUPYET cpeHUil ypOBEHb OBIANEHNC o0ImumMu 1
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podecCHOHATBHBIME  KOMICTCHIMAMI - 1 [OTOBHOCTH K HpodeccroHaIbHOHN
JEeSTENbHOCTH,

«3» «yIlOB.IIeTBOpI/ITeJIl:HO» UM <«3a9YTeH0» — CTYICHT O6Hap}I)KI/IBa€T
3Hague W TIOHHUMAaHUC OCHOBHBIX MIOJIOXKEHU N HpOFpaMMHOI‘O marepuajia IO
TNIPaKTUKE IIIT 02 BHO wuznaraeT €ro HEIIOJIHO, HemocJjaeJ0BaTelIbHO, JOIIyCKacT
HETOYHOCTH B onpeﬂenem/m HOHHTHﬁ, B HpI/IMeHGHI/II/I 3HaHUM I pereHuA
HpaKTI/I‘leCKI/IX u HpO(bCCCI/IOHaHI:HI)IX 3aJ1a4, HE YMECT JT0Ka3aTeJIbHO 000CHOBATH
CBOU CYXICHUA, HO IIpHA 3TOM IEMOHCTPHUPYET HU3KUU YPOBEHb OBJIaJICHUA O6IIII/IMI/I
u HpO(i)eCCI/IOHaJIBHBIMI/I KOMIIETCHIIWSIMHU U TOTOBHOCTBE K HpO(beCCI/IOHaHBHOﬁ

NeaTeIbHOCTH,

«2» «HEYAOBJIETBOPHTEIbLHO» HJA «HE 3a9TEHO» — CTyIEHT HMeeT
pa3po3HEHHble, OECCHCTEeMHBIE 3HAHWA, HC yMeeT BBIIENATH TIaBHOC U
BTOPOCTEIICHHOE, JIOIIyCKAeT OMIMOKY B OIpEIENeHnH TOHATHH, OSCIOPANOYHO 1
HeyBEpEHHO H3JIaraeT IpOrpaMMHBIH Marepuall IO IPAKTUKE IIIT 02, Be ymeer
IPUMEHATH 3HAHHA Uil PElIeHHUs MNPaKTHIeCKIX npodeCCHOHATLHBIX 3a1aq, He
JIEMOHCTPHUpYET OBJafieHUHe OOUIMMA K Ipo(eCCHOHANBHBIMY  KOMIIETCHIMAME 1
FOTOBHOCTH K IPO(ECCHOHATIBHON AEATENBHOCTH.

3. ndopmanuoHHOe obecnedeHne

nepedeHb y4eOHBIX U3JaHUH, dJEKTPOHHBIX W3AHWH, SMEKTPOHHEIX U VIHTEpHET-
pecypcoB, 00pa3oBaTEIbHBIX maTopM, 37IeKTPOHHO-OMOIMOTEUHBIX CUCTEM, BeO-
cuCTeM [UIL OpraHu3aliy AUCTAHIIMOHHOIO oOydeHuss M YIpaBIeHUT UM,
JCIONb3yeMble B 00pa3oBaTeIbHOM IPOMNecce Kak OCHOBHBIE ¥ JIOIIOJHHUTEIBHEIC
HUCTOYHUKM.

OcHOBHbIE HCTOYHHKH:
1. OcuoBbl UHGOPMAIUOHHOH Ge30IMaCHOCTU: HAJIEXKHOCTh U 0e30IacHOCTh

IIPOrPaMMHOTI0 o0ecrieueHus yueOHOoe nocobue VLS CpEHEro
npohecCUOHATBHOTO o6pazosarus / O. B. Kazapuy, U. B. lly6ounckuii. — Mocksa :
Vsnaremsctso FOpaiit, 2020. — 342 ¢

2. TlporpamMMHO-amI@aparHble — CpeICTBa samuTel  MHGOpManuu.  3alluTa
[IPOTPaMMHOr0  00eCIeueHus : yaeOHAK ¥ TIPaKTHKyM JUIi  CPEIHEro
npoeCCHOHANTBHOIO o6pazosanus/ O. B. Kazapu, A. C.3a6abypus. — Mocksa :
Usnatenscrso IOpair, 2020. — 312 c.

3. Umema M. E.,  Kamunkuna T. W., IlpxeropmuHckud  B.
H Kpunrorpapudeckas 3amuTa wHbOpMAMH B O0BEKTaX HHGOPMALAOHHOM
HHQPACTPYKTYPHL, 1-€ U311, I AKAJIEMIA ,2020 -288 c.



4. BmykoB, A. A. OcHoBbl MH(QOPMALMOHHOKW Oe30MacHOCTH:  3all1Ta
vEGOpMAIY | y4eOHOE OCO0He I CPEAHETO 1podecCHOHANBHOTO 00pa3oBanus /
A. A. BHyxoB. — 2-€ u3., HCIIP. ¥ AOIL. — Mockaa : Mznatensctso IOpaitt, 2020.
— 240 c.

JlonoiHUTeJbHbIE HCTOYHMKH:

1. Iloropenos b.A, CauxoB B.H., (pex.). CnoBapb
kpunrorpa@uyecKkux — TEPMUHOB. - M.: MIHMO, 2006. CroBaps
KpUNTOrpadpuIeCKuxX TEPMUAHOB. ITox pen. b.A. Iloropenosa u B.H. CaukoBa. — M.
MITHMO, 2006 r

2 DepepalbHbIA 3aKOH OT 27 WIS 2006 r. Ne 149-©3 «O6
prdopMaruy, HHGOPMAIMOHHBIX TEXHOIOTHUAX 1 O 3aIITe UHGbOPMAIVI.

3. deepanbublii 3aKOH 0T 27 HIOIs 2006 r. Ne 152-@3 «O
[IEpCOHATBHBIX JAHHBIX).

4. ®epepanbHblii 3aKOH OT 27 nexabps 2002 r. Ne 184-@3 «O
TEXHUYECKOM PETYyIHPOBAHUD).

5. denepanbHBli  32KOH  OT 4 wmas 2011 1. Ne 99-®3 «O
NULEH3UPOBAHUH OTAEIBHBIX BUIOB JACSTEIBHOCTHY.

6. denepallbHBI 3aKOH OT 30 mexabps 2001 r. Ne 195-®3 «Komekc
Poccuiickoit @emeparwid 00 aIMUHICTPATABHBIX [IPaBOHAPYILIEHUIX).

7. Vka3 Ilpe3uneHra Poccuiickoii @enepanuu OT 16 asrycra 2004 .

Ne 1085 «Bompocsl DenepanbHOR CITyOBl [0 TEXHUYECKOMY MU IKCIIOPTHOMY
KOHTPOIIIOY.

8. Va3 [Ipesunenrta Poccutickoit Penepaiust ot 6 mapra 1997 r. Ne
188 «O6 yTBepKICHUY IIepPedHs CBSICHHH KOH(UICHITUAIBHOTO XapaKTepay.
9. Va3 IIpesunenta Poccuiickont denepanun 0T 17 mapta 2008 1. Ne

351 «O Mepax IO 00ECIEYCHHUIO MHGOPMAIMOHHON (e30T1aCHOCTH Poccuiickoi
denepanuul IpyH UCIOTBE30BAHIA HHGOPMALMOHHO-TEIeKOMMYHAKAIIOHHbIX ceTelt
MEXTyHapOIHOT0 HHPOPMAIMOHHOTO oOMeHa».

10. ITonoxenre o cepTHdUKAUK CPEICTB 3AMIMTEI uHGbOpMAaIIH.
VTBEPXKIEHO IOCTaHOBICHUEM [IpaBUTETHCTBA Poccuiickoit @Demeparu 0T 26
uroHs 1995 1. Ne 608.

11. CocTaB U COfepKaHue OPraHM3aIMOHHBIX M TEXHIHECKUX MEp IO
oBecIedeHMI0 0e30MacHOCT!  [IePCOHANBHBIX JAHHBIX IIpA  HX 0b0paboTKe B
MH(GOPMAITMOHHBIX CHCTeMaX INEePCOHAIBHBIX  JAHHBIX. VTBepK/IeHbl IPUKa30M
®CTOK Poccuu ot 18 despains 2013 1. Ne 21.

12 Mepsl 3aIUATEI puHGbOpMaIUU B roCyIapCTBEHHBIX
MH(OPMAITMOHHBIX CHCTEMAX. Y TBEPIKICHEI ®CTIK Poccuu 11 despamnsa 2014 T.
13. AJMUHUCTPATABHBEIA ~ PErIaMeHT OCTOK  Poccum 1o

IpeIOCTaBIEHUIO rOCYJApCTBEHHOH yCIYTH 1O TUIECH3UPOBAHMIO JEeSATENHHOCTH 10
TeXHIYECKON 3amuTe KOH(QUIEHIMANTBHOH HHQOPMAIAH. VTBEpKIECH IPUKA30M
®CTAK Poccuu ot 12 mromst 2012 1. Ne 83.

14. AJMUHUCTPATUBHBIA ~ PErIamMeHT OCTDOK  Poccum 10
IPEIOCTABICHUIO rOCYIapCTBEHHOH YCIyT! TIO JIMIECH3MPOBAHUIO IEeATENBHOCTH 10
pa3paboTKe ¥ MPOU3BOIACTBY CPENCTB 3AILMTEI KOHDHIEHIMATBPHON HHOOPMAIIUA.
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VY TBepXK/EH IIPUKAa30M MdCTAK Poccuu oT 12 nroid 2012 r. Ne 84.

15, CrienuanbHple TpeOoBaHHA | pekoMeHayn 110 TEXHUICCKOH
sammTe KOHGMHICHIUAIBHOMN uHGbOopMaIu (CTP-K). VTBepikIeHBl MPUKAasOM
[ocrexxomuccun Poccun

or 30 aBrycra 2002 r. Ne 282.

16. TpeGoBanus O 3alIATe pHGOpMaIyK, HE COCTAaBJISIOLIEN
rocyIapcTBEHHYIO TaiHy, copepiKanieiics B TOCYyNapCTBCHHBIX PH(GOPMAIMOHHBIX
cucTeMax. Y TBEPKIEHBI IPUKa30M ®CTIK Poccuu ot 11 despans 2013 T. Ne 17.

17. TpeGoBanust O  3aMUTE uHdOpMalny, cojepxameics B
HHOOPMAITMOHHBIX CHCTEMaX 06IIEro MONb30BaHMA. Y TBEPKICHEL npukazamu OCb
Poccun u ®CTOK Poccnn

ot 31 aBrycra 2010 1. Ne 416/489.

18. TpeGoBanys K CHCTEMaM oOHApyKEHWs] BTOPIKCHUH. VY TBepKIAEHbI
nprxazom ®CTOK Poccnn 0T 6 nexabps 2011 T. Ne 638.
19 PyxoBoJsAnui JTOKyMCHT. eoundopMaIMOHHBIE CUCTEMEL. 3amura

prGoOpMaLUK  OT HeCaHKIIMOBUPOBAaHHOTO  JOCTYIIA. Tpe6GoBaHus MO 3aIIATE
pHGopManuy. Y TBEPXKICH ®CTIK Poccuw, 2008.

20. PykoBOISImMUA JOKYMCHT. Jammra OT HECAHKIMOHMPOBAHHOTO
noctyna K mHpopMmarmu. JacTs 2. IIporpammHOe obecredeHne 0a30BBIX CHUCTEM
BBOJa-BBIBO/A TIEpCOHANBHBIX 57eKTPOHHO-BBIYHCIUTENBHBIX MAaIIH.
Knaccubukamust IO  YPOBHIO ~ KOHTPOIA OTCYTCTBUsL ~ HEJeKIapUpOBaHHBIX
sosmorkrocteit. Vreepxnen @CTOK Pocenn 10 oxTs6ps 2007 T.

21. I[Tpuxa3z OAIICU np#t IIpe3uneHTe Poccuiickoit Penepauyu oT 13
pronst 2001 .

No 152 «OO6 yTBepXKIEHUU HHCTPYKIIAM 06 OpraHW3aLUd U 00ecreveHIH
Ge30MacHOCTH XpaHeHus, OOpabOTKu U  Iepeiatu oo KaHamaMm CBs3M C
MCIIONB30BaHUEM  CPEJICTB KpUITOrpaduuecKor  3alluThl uadopmanma €
OrpaHMYEHHBIM ~ JOCTYIIOM, — He colepKallell  CBELCHHUH, COCTaBIISIOIIMX
roCyIapCTBEHHYIO TalHy».

22, ITpukaz ®Cb Poccun OT 9 @espant 2005 1. Ne 66 «O06
yTBepKIeHnK  IIOMOXEHUA O paszpaboTKe, IPOU3BOACTBE, peanuzalvd M
SKCIUTyaTalldy  MIMQPOBATBHBIX (KpUrTOrpapuIeckux)  CpeicTs 3aIUTEI
pHOOPMAITAN.

23. TOCT P MICO/MDK 15408-1-2008 VHdOopMaIMoHHas TEXHOTOI .
MeTobl ¥ CPECTBa 00eCTIeueHNs GesomacHocTU. KpuTepry OlEHKH 0e30MacHoCT!
nHGOPMAIOHHBIX cexHooruit. UacTs 1. BBeneHue 1 00mIas MOIeb

24. TOCT P ICO/MDK 15408-2-2008 VHopMaIMoHHask TEXHOIOI K.
MeTobl B CPeCcTBa 00eCTe eHIs Ge30macHoCTH. KpuTepry OLeHKY 0e30MacHoCTH
uH(OPMALUOHHBIX texponoruit. Yacte 2. OyHKIHOHAILHBIC TpeOOBaHU
6e30IacHOCTH

25 COCT P ICO/MDK 15408-3-2008 MupopMaoHHas TEXHOIOTHS.
MeToIbl ¥ CPENCTBA 00eCTIeIeHIS Ge30MacHOCTH. KpuTepuu OleHKY 6e30MacHoCT
uHGOPMAOHHBIX texgonorui. Yacts 3. TpeboBanus NOBEPUA K 6e30macHOCTH

26. COCT P 34.10-2001. "MupopManponHas  TEXHOJOTHA.
Kpunrrorpaduyeckas 3auTa padopmanuu. [Ipoueccst hopMEpOBaHUs U NPOBEPKH
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3JIeKTPOHHOM IU(PPOBOY HOATHACH"

217. IoCt ¥ 34-11-94. "NudopMaLroHHAS TEXHOJIOI .
Kpurrrorpaduyeckas 3amura npabopManuy. OyHKIAA X3IIAPOBAHUS "

28. TOCT P 50922-2006 3ammura uapopManwi. OCHOBHBIE TEPMIHEL 1
onpeneneHys. PocrexperynupoBaHue, 2006.

29. TOCT P 52069.0-2013 3ammra HHOOPMAIWH. Cucrema
cragnapToB. OCHOBHBIE ITOJOXKCHUA. Poccranmapt, 2013.

30. TOCT P 51583-2014 3amura mapopMauwy. 110panoK CO3TAHMUA

ABTOMATH3UPOBAHHEIX CHCTEM B 3aIIUIICHHOM HCIIOTHEHHH. OO1ye TONOKEHMS.
Poccragnapr, 2014.

31. TOCT P 51624-2000 3anura uadopManuu. ABTOMATU3UPOBAHHbIC
CHCTEMBI B 3aUTAIIEHHOM rcronHerny. O6mme TpeboBanus. Toccrapmapt Poccun,
2000.

32. TOCT P 51275-2006  3amura uHbOpMaLUH. OOBexT
napopmarmsanuu. PaKTOpEL Bo3IEiCTBYIOMUE HA HHPOPMALMIO. Oo6mue
nonoxerus. Pocrexperynuposasue, 2006.

13, TOCT P 52447-2005 3ammra wnHbOpManwy. TexXHWKa 3aIlUThI
nHGOpMAaIUH.

HoMeHKaTypa IoKasaTelel kauecTsa. POCTeXperyIMpOBaHHe, 2005.

34. TOCT P 50543-93 KoncTpykiuu 0a3oBble HECYIIAC. Cpencrsa

BEIUMC/IATEIPHON TeXHUKA. TpeGoBaHusA 0 00SCIeUEHUIO 3aIUThI pHGOpPMALUU U
3JIEKTPOMArHUTHOM ~COBMECTHMOCTH ~ METOIOM sKpaHupoBaHus. [occTanaapt
Poccun, 1993.

35. TOCT P 56103-2014 3ammra undopmanuu. ABTOMATA3UPOBAHHbIE
cHCTeMbI B 3allMIIeHHOM HcronHeHud. OpraHuszalisid 1 COIACPKAHHC pabot 110
3aIqUTe OT IPEJHAMEPEHHBIX CHJIOBBIX DJICKTPOMArHUTHBIX Bo3zeicTBuit. Obmme
nonosxkenus. Poccranmapr, 2014.

36. TOCT P 56115-2014 3amura neHGOpMAaMy. ABTOMATU3UPOBAHHEIC
cpcTeMbl B 3amuiieHHOM ucronHeHun. CpefcTsa 3aliThl OT npeTHaMEePEHHBIX
CHJIOBBIX 3JIEKTPOMATHUTHBIX BO3IEHCTBHH. O6mme TpeboBanus. PoccTannapt,
2014. :

37. TOCT P UCO/MDK 15408-1-2012 Mudopmanonnast TeXHOIOTA.
MeTo/bl ¥ CpeCcTBa obecnedenus 6e30macHOCTH. KpuTepuyl OIIEHKH 0e30I1aCHOCTH
MHGOPMAITMOHHBIX ~ TEXHOJIOIHH. Yacts 1. Bsemenue u o0uias MOJECIb.
Poccranmapr, 2012.

38. TOCT P ICO/MDK 15408-2-2013 MudopmalliOHHas TEXHOIOTHA.
MeTo/[bl ¥ CpefCTBa o0ecredenus 6e30macHOCTH. KpuTepuy OIIeHKH 0e30IaCHOCTH
ME(QOPMAIIVIOHHBIX ~ TEXHOJIOTUH. Uacts 2. OYHKIUOHAIbHEIE TpeOOBAHUSA
Oe30nacHOCTH (IPSIMO€e MPUMEHEHHE ISO/IEC 15408-2:2008). Poccranmapt, 2013.

39. MeroauKa OIpeIelIeHHs aKTyallbHbIX — YIPO3 0€e30I1acHOCTH
IepCOHANBHBIX JaHHBIX TIpU HX 06paboTke B MHQOPMAIMOHHBIX CHCTEMAX
[IepCOHATBHBIX JAHHBIX. Y TBEPIKICHA ®CTIK Poccun 14 dpespans 2008 r.

40. CGOpHHK  BPEMEHHBIX ~ METONMK  OICHKM 3AL[AIICHHOCTH
KOHOUIEHIMAIbHOM —WHGOpMAMK 0T YTEHKA 1O TEXHUYECKAM KaHajaM.
Y TBEpKIAEH Toctexxomuccueit Poccun, 2002.
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4]1. T'OCT P 50922-2006 3aunmra uadopmanuu. OCHOBHBIE TEPMHUHBI U
onpenenenus. Pocrexperymuposanue, 2006.

42. FOCT P 512752006 3ammra wapopMmamuu.  OOBEKT
padopMaTi3anuy. DaxkTopsl, BO3NeCTByIOmME Ha HH(OOPMAIHIO. OO6mue
nonoxeHus. PocrexperyiupoBanue, 2006.

43. COGOpHHK  BpEMEHHBIX  METOAMK  OLCHKM  3aIlUIICHHOCTH
KOHGHUIEHIMAIBHOW MHQOPMAMU OT YTEYKH IO TEXHMYECKUM KaHalIaM.
Vreepxkaen I ocrexxomuccuen Poccun, 2002.

44. TpeGoBanus o 3amure MHQOPMALMHA, HE COCTABIAIOIICH
rOCYZApCTBEHHYIO TaifHy, colepiKaleiics B TOCYIapCTBEHHBIX HH(MOPMAIOHHBIX
cucremax. YTeepxkaensl npukazom @CTIK Pocenn ot 11 despans 2013 1. Ne 17.

45.  Mepsl 3aIUTHI nHbOpMaU B roCy1apCTBEHHEBIX
nHGOpManEoOHHEIX cucTeMax. YTBepxkaeHs! ®CTOK Poccnn 11 despans 2014 .
46. MeTtonuuecKkie  pPEKOMEHAAIlMd IO  TEXHWYECKOW  3aIluTe

HHGOPMAIMY, COCTABISIOMEN KOMMEDPYECKYIO TaiHy. YTBEPKIEHBI OCTOK
Poccuu 25 nexadbps 2006 r.

47. nporpaMMHOe o0ecredeHue: CIEeNual3upOBaHHOE IPOrpaMMHOe
obecreyerue I IPOBEPKU 3AIMUIIEHHOCTH OMEIEHUH OT yTeukd HHGOPMAIUH
10 aKyCTHYECKOMY ¥ BUOPOAKyCTHYECKOMY KaHalaM, CICIHMAIbHBIX UCCIIEOBAaHUN
CpPEJICTB BBIUNCIUTENBHON TEXHUKY;

48. 6a3pl [NAaHHBIX, HWHOOPMAIMOHHO-CIIPABOYHBIE M  IIOMCKOBBIC
cucTeMsl: www.fstec.ru; www.gost.ru/wps/portal/tk362.

DJIeKTPOHHDbIE H3IaHHUs (3IEKTPOHHBIE PecypPChbl):

11. Baykos, A. A. OcHOBbl HHPOPMAIIMOHHOK OE30IIaCHOCTU: 3aIlUTa
MHPOPMAIUH ; yIeOHOe TOCOOHe A CPEIHETO NPOGHECCHOHATBHOTO obpazoBaHus /
A. A. BHykoB. — 2-e u3[., ucnp. u gor. — Mocksa : Mznarenscrso Opaiir, 2020.
— 240 c.

https://urait.ru/bcode/456793

2. Kazapma, O. B. [IporpaMMHO-aNmnapaTHble CpPEACTBA  3alUTEI
MHQOPMAIHH. 3alliTa POrPaAMMHOTO OOecredeHus @ y4eOHUK U MPAKTUKYM UL
cpexHero mpodeccronansHoro odpasosanus / O. B. Kasapus, A. C. 3a6abypus. —
Mocksa : Uznatenscrso IOpaiit, 2020. — 312 c.

https://urait.ru/bcode/449548

3. OpraHu3alOHHOE ¥ IIpaBoBoe obecriedeHre UH(POPMAIHOHHOU
6e30MacHOCTH: YYeOHMK U TPAKTUKYM UL CPEIHEro IpO(eCCHOHAIBHOIO
o6pazosanus / T. A. Tonsxosa, A. A. Ctpensios, C. I'. ybykosa, B. A. Huecos ;
orBercTBeHHb pemaktop T. A. Ilomskosa, A. A. Crpensuos. — Mocksa :
UznatensctBo FOpaiit, 2020. — 325 c.

https://urait.ru/bcode/451933

4. DenepanbHas cryx6a 10 TEXHHYECKOMY U IKCIOPTHOMY KOHTPOIIO
(OCTOK Poccum) www.fstec.ru
5. HpOpPMAaIMOHHO-CIIPaBOYHAs CHCTEMA II0 JOKYyMEHTaM B obactu

TEXHIYECKOH 3aIlUThl HHpopMamu www.fstec.ru
6. O6pazoBaTeNibHBle  NOPTAIBl 10 PAsIUYHBIM  HAlPaBICHUAM
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00pa30BaHus ¥ TEMATHKES http://depobr.gov35.ru/

7. CnpaBOYHO-TIPaBOBas cucTeMa «KoHBCynbTaHT [Lroc»
www.consultant.ru

8. CripaBOYHO-TIPaBOBas CUCTEMA «apanT» » Www.garant.ru

9. DeepaibHBINA OPTAll «Poccuiickoe 00pa3oBaHue www.edu.ru

10. ®enepanbHbIA IpaBoOBO¥M  IOPTAl «HOpunuyeckas  Poccus»
http://www.law.edu.ru/

11. @epepanpHbld  HOpTAll «VIH}OpMALIOHHO-KOMMYHUKAIIMOHHBIC
TeXHOJIOTMY B 00Pa3OBaHUI htpp\\:www.ict.edu.ru

12.  Caiir HaydHoM 2I€KTPOHHOK 6u6mortexn www.elibrary.ru.llndposas
oGpasoBaTe/ibHasl cpela CI10O PROFoOpa3oBanue:

- Tlammsckas, JI. Y. ColmanbHO-3KOHOMUHIECKHE ACIIeKThl COBPEMEHHOI'O
obmecTBa : ydeOHoe mocobue / JI. . TlammHckas. — BOpOHEX : BopoHEKCKUAN
rOCYIapCTBEHHBIM YHUBCPCUTET HHKEHEPHBIX TEXHOJOTHH, 2018. — 208 ¢c. —
ISBN 978-5-00032-379-3. — TexkcT 3JIeKTPOHHBIA // DIIeKTPOHHBIA pPecypc
nudpoBoit 0GpazoBaTenbHON CPE/IB! CIIO PROFoGpazopanue : [caiiT]. — URL:
https://profspo.ru/books/88435 (nata oOpalICHHA: 12.07.2020). — Pexwum fOCTyTIa:
JUTS ABTOPU3UP. [ONB30BATENeH

/1eKTPOHHO-0HOIMOTe HAs CHETEMA:

IPR BOOKS - http://www.iprbookshop.ru/78574.htm1

BeG-cucTema JAJsi  OpraHu3aluu AMCTAHIMOHHOTIO o0yyeHust M
ylpaBJeHUsI HM:

CucreMa JVCTAHIHOHHOTO OOydeHHMs OTAIIOY «AnekceeBCKMA KOJIIEO
http://moodle.alcollege.ru/
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