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1. IlacopT KOMIJIEKTA OLEHOYHBIX cpeacTB

1.1 Ob6sacTe npuMeHeHHs KOMILIEKTA OLEHOYHbIX CpeAcCTB

Konrpoibno-onenounsre cpepctsa (KOC) mpennasHaueHs: ms KOHTPOJISA U
OLCHKH 00pa3s0BaTeNbHBIX NOCTHKEHMH OOYUAIOMINXCS, OCBOMBIIHX IIPOrpaMMy
yaebHou muciurumasl OI1 19. BesonacHocTs MHDOPMAIMOHHBIX CUCTEM.

KOC BKJIF0YaIOT KOHTPOJIbHBIE MaTepHAbl IS IPOBEIEHHUS IIPOMEXYTOYHOM
aTTecTalud B popMe nuddepeHIrpoBaHHOrO 3a4eTa.

KOC paspaGoran Ha ocHOBaHuM paboueii mporpaMMet y4eOHOU TUCITUILIAHEI
OII 19. be3zonacHOCTs HH(POPMAITHOHHEIX CHCTEM.

1.2 Cucrema KOHTPOJISI M OLEHKH OCBOEHHS nporpamMmMbl  y4eOHOI
AHCHHILIHHBI

KoHTpons u onenka PEe3yIbTaTOB OCBOEHUA YYeOHOM  IUCLMILIAHBI
OCYIICCTBIIACTCS MpENojaBaTeNieM B IIPOLECCE IPOBENCHHS TEOPETHYECKHX H

IIPAKTUYECKUX 3aHATHH, MU hepeHInPOBaHHOrO 3a4eTa.

PesyabTaThl 00ydenus
(ocBO€HHDBIE yMEHHsI, yCBOEHHbIE 3HAHHS), C YIETOM
JHYHOCTHBIX Pe3yJIbTATOB, HPO(ecCHOHATLHOT0
CTAHAAPTA M CTAHAAPTA KomMneTeHIun Bopaackmiic

DopMBI M METOABI KOHTPOJIS H
OLIEHKH Pe3yJIbTATOB 00y4YeHHs

YMeHHUsI;
CTaBUTh I€NH, (OPMYIHPOBATH 3aJaYd, CBS3aHHBIC C

obecrieueHneM KOPIIOPaTUBHON 3aIUTHI OT BHYTPEHHHX
YIpo3 HHGOPMAIIHOHHOM O€30IaCHOCTH;
aHAIM3UPOBAThH TEHICHIUN Pa3BUTUS CHCTEM
oOecrieyeHrss KOPIOPATHBHOM 3alUTEl OT BHYTPEHHHX
yIpo3 HHPOPMAIIHOHHOM 6E30IIaCHOCTH,
IIPUMCHATh 3HaHHUA O KOPIOPATHBHOM 3allUTe OT
BHYTPEHHHX YIpo3 HHGOpPMAIMOHHON O€30II1aCHOCTH B
PELIEHUH IOCTABIEHHEBIX 3a/1a4.

3HAHNSA:
OOBEKTBI KOMIIBIOTEPHBIX TEXHOJIOTHH, HCIIONB3yeMble B
00CCIIeYEeHNH KOPIOPATHBHON 3allUTHl OT BHYTPEHHHX
yIpo3 HHPOPMAITMOHHONK 6E€30I1aCHOCTH,
NOHATHWHEIA anmapaT UHPOPMAIUOHHLIX TEXHOJIOTHH U
OCOOEHHOCTH TE€PMHHOJIOTHH B 00JIACTH KOPIIOPATHBHOM
3aIUTBl  OT BHYTPEHHHUX YIrpo3 HHGOPMALUOHHOM
0€30I1aCHOCTH;
0a30BEle COCTABILIIONINE B OOJACTH DPa3sBHTHS CHCTEM
HHGOPMaMOHHON 6€30aCHOCTH;
KJIaCCH(PUKAINIO 00BEKTOB 3AIIUTEL

OKcnepTHOE HaOIIIO[eHHE U OLIEHKA
IIPH BBIIIOJIHEHHH IPaKTHYECKON
paboTEHI, TpOBEpKa JOMAIIHEO
3aJlaHusl.

Tectupoanue, 3amura
MPaKTHYECKOH pabOThI, YCTHBIN U
MMICEMEHHEI OIIpoC,

1 pepeHIUPOBAHHEIH 3aUeT

OKcnepTHOE HAOIIONICHUE U OIIEHKA
IIPH BEIIOJIHEHUH NMPAKTHYIECKO
paboTEL, IpOBEpKa JOMAIIHETO
3aaHus.

Tectupopanme, 3amura
IIPaKTHYECKOH pabOTHL, YCTHBIN U
IMHICHMEHHBIN OIIpOC,
mddepeHnupoBaHHbIA 3a4eT




2. KoMniekT oneHOYHBbIX CpeACTB

2.1. KonTpoabHble Bonpochl K Au¢PpepeHINPOBAHHOMY 3a4eTy

TexHonoruu paboTsl ¢ MOMUTHKAMH HHGOPMAITMOHHONW 0€30IMacHOCTH; 2.
Co3ztanue HOBBIX IOJIUTUK, MOTUGMUKAIIHS CYIECTBYIOITHX;

3. O01ue NprHLKUIIEL IpH paboTe UHTEpPeiicoM CUCTEMBI 3alUTHI
KOPIIOPaTUBHOW WH(pOpMAIINH;

4. OOBEKTHI 3aIUTHI, TIEPCOHEI;

5. KntoueBble TEXHOJIOTHY aHan3a Tpaduka;

6. TumoBbIe MPOTOKOJIBI M IOTOKH JTaHHBIX B KOPIIOPATUBHOM Ccpefie, TAKUMHI
Kak:kKopropatuBHas rmourta (mporokonsl SMTP, ESMTP, POP3, IMAP4), Be6-
noura; MIHTepHET-pecypchl: caliThl, 01orH, Gopymel U T.4. (mpoTokonsl HTTP,
HTTPS); counansnsie cetn; maTepHeT-MecceHmKkepbl: OSCAR (ICQ), Telegram,
Jabber, XMPP, Mail.ru Arent, Google Talk, Skype, QIP; mpunTepsl: nedarsb
(haitIoB Ha JIOKATBHBIX U CETEBBIX MPUHTEPaX; TOO0bIe CheMHble HOCUTENN
UyCTPOWCTBA;

7. Oco3HaHMe BaXKHOCTHU MOJHOTHI MOCTPOCHMSI MMOJTUTUK 0€30MaCHOCTH JJIs
BBISIBJICHHS BCEX BO3MOJXKHBIX MHIIMICHTOB M BBISIBICHUS (DaKTOB yTEUEK;

8. Turel yrpo3 uHGOpMaIMOHHON 6€30I1aCHOCTH, THIIBI MHIUJECHTOB,

9. Texnonornii  aHamm3a  Tpapuka IIpu paboTe MOJIATUKAMH
WH(POPMAaLIMOHHOM 0€30ITaCHOCTH B CHUCTEME  KOPIIOPAaTUBHOM  3alUTHI
nHdopMaIuu;

10. OcHOBHBIE pa3/eNbl i 0COOCHHOCTH pabOoThl HHTEpdeica yIpaBIeHHs
CHCTEMBI KOPIIOPATUBHOM 3allIUTHl HH(OPMALIKY;

11. Anroput™m neiicTBuil pu pa3paboTKe U UCIIOIB30BAHUY ITOTUTHK
0€e30I1aCHOCTH, OCHOBEIBASICH Ha PA3JIMYHBIX TEXHOJIOTUSIX aHANIM3A NaHHEIX;

12. TunoBEIe CUTHATYPEI, UCITOJB3yeMbIe IS JeTeKTUpOBaHus (ailiios,
UPKYJIHPYIOIUX B CHCTeMax XpaHeHHsS W nepenadyu

KOPITOpaTUBHOM MH()OpMAIH;

13. Pons GUIBTPOB IPH aHATU3E MepexBaueHHOro Tpauka; TexHuyeckue
OrpaHMYEHMs MeXaHI3Ma (PUIIBTPAINH, €ro IPEUMYIIECTBA M HETOCTATKH;

14. Pa3nenbicucTeMBl  KOPIIOPAaTHBHOM  O€30MacHOCTH,  KOTOPHIE
HCIONB3YIOTCS O(UIIEPOM GE30IIaCHOCTH B IOBCEIHEBHOM pabore;

15. Ocobennoctu 06padotku HI'TP-3anpocoB u muceM, OTIPaBIIsieMBIX C
TIOMOIIBIO BeO-CEPBUCOB;

16. TexHOIOrUH aHAIN3a KOPIIOPATUBHOTO TpaduKa, UCIOIb3yEMBIE B
CHCTEMe KOPITOPATUBHOM 3aIyTe NH(POPMALIHH.



2.2 OneHoYHbIEe MATEPHAJIBI JIsi HTOIOBOH ATTECTANMMU:

Moayib 1: Anajan3a nHGOPMALHOHHOIO MPOCTPAHCTBA

Ilens  ywacTHMKa —  pa3paboTaThb  MOJNUTHKA  HH()OPMAIHOHHOM
0€30I1aCHOCTH, HCIONB3Ysl HHCTPYMEHTApHH aBTOMATH3MPOBAHHOM CHCTEMBI
IWTM 6 u ycnemHo HMX NpUMEHWUTh JUIS BBISIBICHHS HW/WIH OJOKAPOBAHUSL
MHIUAEHTOB Oe3onacHocTU. JIjisi CO3MaHUST WHITUAEHTOB WM APYIMX COOBITHH B
IWTM ucnone3yercsd clenMalibHOE MPOTrpaMMHOE OOecIIeYeHHe — CIICHUATbHBIN
I'eHeparop Tpauka ¥ HHIKICHTOB. YYaCTHUKY HEOOXOIUMO:

1. PaspaboTaTs HOBBIC /WM MOTHU(DHUIMPOBATH CYLIECTBYIOIIME MOIATHKH
0€30I1aCHOCTH, NEPeKPHIBAIOIINE KaHAILI II€Pefauyd JaHHBIX M BO3MOXKHBIE
HMHIMIEHTH] COTTIACHO KOHKYPCHOTO 3a/IaHus,

2. 3aHeCTH NONUTHKU HHPOPMaAIMOHHOM G6e3omacHocTd B DLP-crcTeMy;

3. Pazpaborate uian/m MOZMGUIUPOBATH OOBEKTHI 3allUTHI, KATETOPHUH,
TEXHOJIOTuHU 3auThl B DLP-cucTeme u T.11.;

4. IlpuMEeHHUTh TIONUTHKHA MO KOHTpONis TpaduKa, BBIABICHUS W/HIHA
OJIOKHPOBaHMs MHIMJEHTOB OE30IIaCHOCTH, CO3/[aBAEMBIX BHEIIHMM I eHepaTopom
TpabrKa M HHIUICHTOB. MaKCHMH3HPOBATh YHCIO BBIABICHHBIX WHIUICHTOB
0e30macHOCTH;

5. IlponeMoHCTpHpOBaTh BIAJEHUE TEXHOJIOTHUSMU M yMeHHE paboTaTh C
UHTEPhENCOM YIpPaBICHUS CHCTeMbl KOPIIOPATUBHOW 3aluThl HMH(OpMAIMH
IWTM. VwuacTHuKy HeoOXOIUMO MPHUMEHHTh IOJUTUKA HHPOPMALHOHHOM
OesonmacHocTy B cucteMe IWTM, aBTOMAaTH4YeCKH BBINOIHHUTH MOUCK HHIMICHTOB
MH(POPMAIMOHHOM 6e30I1aCHOCTH, BHECEHHBIX WIEHAMH KIOPH (¢ HCIOJIB30BAHHEM
creana u I'eneparopa Tpaduka w WHIUAEHTOB). [IONMTUKA MOXKHO
MOAUGUIUPOBATh, C IIETBbI0 BBIABICHHS MAKCHMAJILHOTO 4YHCIA HHLUACHTOB U
yreyek. HeobxonuMo HCHOIB30BaTh BeCh HAOOp TEXHOJIOTHM IIOMCKA M BHISBJICHHS
ySI3BUMOCTEH, IOCTYNHBIA B CUCTEME KOPIOPATUBHOM 3allUTHL. VITOrOBBIiA
BapMaHT ITOJIMTUK JOJDKEH OBITh 3a()UKCHPOBAHBI B OTYETE. B 4MCIO HHIMIEHTOB
MOT'YT BXOJUTH, HAIIPUMED:

— Inepejgaya IEPCOHAIBHBIX [JAHHBIX COTPYIHHUKOB M KOHTPAareHTOB II0
3JIEKTPOHHOM I10YTE;

— mepemava 6asbl KIHCHTOB OpraHM3alliyd B apXWUBE C HCIIOJIH30BaHHEM
(ailioBBIX MPOTOKOJIOB;

— HelleH3ypHasl JIEKCUKA COTPYIHUKOB B IIEPEIUCKE C KOHTpAareHTaMu;

— nepenada MHGOpPMAIMHU, COCTABISIONMIEH KOMMEPUYECKYI0 TaiHy H JIp.
3aaHue BBIIOJIHSAETCS C IOMOILIEIO mporpamMmmHoro obecnedenns DLP (Data Leaks
Prevention) IWTM 6.



Kpurepun onennBanus

«3» «OTIHYHO» HIIH «32YTEHO» — CTYJEHT ITOKA3EIBACT I'TyOOKOe M IOJIHOE
OBJACHHC COICPXAHUEM MPOTPaMMHOIO MaTepuana o Y], B coBeplueHCTBe
BIIaJIeeT MOHATHHHBIM aIIapaToM U IEMOHCTPHPYET YMEHHE TIPEMEHSTh TeOPHIO Ha
IpaKkTHKe, peIlaTh Ppa3U4HBIe NPaKTUYECKHE H IPO(PecCHOHANBHEIE 3aqavl,
BBICK3bIBATh K OOOCHOBBIBATL CBOM CYXAEHHS B (JOPME PAMOTHOTO, JOTMYECKOro
oTBeTa (YCTHOIO MM [HUCBMEHHOTO), & TaKkXKe BBICOKHMIL YPOBEHb OBJaJICHHE
OOIMMH ¥ IIPOGHECCHOHATBHBIME KOMITETEHIUSIMY 1 JEMOHCTPUPYET FOTOBHOCTH K
IPO(QECCUOHATBHOMN JeATeIbHOCTH,

«4» «XOpomIO» HIIH «3a4YTeH0» — CTYIEHT B IIONHOM O6GBEME OCBOMII
IpOrpaMMHBIM MaTepuanl mo Y/JI, BiuageeT NOHATHHAHBIM armapaToM, XOpPOIIIO
OpPHEHTHPYETCS B H3y4acéMOM Marepualle, OCO3HAHHO MpPUMEHsSeT 3HAHUS IS
PeIMICHUS MPaKTHIECKHX M NPO(ECCHOHANBHBIX 3aad, IPaMOTHO M3JIaraeT OTBET,
HO colepxaHue, (popma oTBeTa (YCTHONO WM MHCHMEHHOTO) HMEIOT OTHeNbHBIE
HCTOYHOCTH, JOEMOHCTPHUPYCT CpPENHMHA ypOBEHb OBIaJeHHE OOIMMH W
NpO(pECCUOHANTEHBIME ~ KOMIIETEHUMAMH M TOTOBHOCTD K npodeccroHaNbHOM
IEATETBbHOCTH;

«3» «yAOBJIETBOPHTEIHHO» MJM «32YTEHO» — CTYHCHT oOHapyKuBaeT
3HAHMC W TIOHUMaHUE OCHOBHBIX MOJIOXKEHHUI IPOrpaMMHOr0 Matepuana 1o Y JI, Ho
u3jara€T = €ro  HEeMOJIHO, HEIOCJIeN0BaTeNbHO, JOIYCKaeT HETOYHOCTH B
OIPENENIECHU IOHATUH, B NMPUMEHEHMH 3HAaHHH UL pelleHHs IPAKTHYECKHX U
MPO(ECCHOHANBHBIX 3a/ad, He yMeeT NO0Ka3aTeNbHO 00OCHOBATh CBOH CYXIEHHS,
HO IpH 5TOM JEMOHCTPHDYET HH3KUH YpOBEHb OBJAAEHUS OOLMMH M
NPOQECCHOHANBHBIME ~ KOMIICTEHIMSIME M TOTOBHOCTH K  IPO(eCCHOHATBHOM
JeSATeNbHOCTH;

«2» «HEYIOBJIETBOPHTE/ILHO» HJM «HE 3a4YTEHO» — CTYLEHT HMEET
pa3spo3HCHHbIe, OeCCHCTEeMHBIE 3HAHWS, HE YyMeeT BbLIACTATh TIIABHOE M
BTOPOCTEIICHHOE, JOIIyCKaeT OMMOKM B ONpEJIENCHUH IIOHSATHH, OECIOpANOYHO U
HEYBEPEHHO H3JIaraeT IIpOrpaMMHBIA Marepuan mo YJI, He yMmeeT NPHMEHSATH
3HaHWA JUI pelICHHs IIPAKTHYECKUX M TNPOPECCHOHANBHBIX 3a1ad, He
ACMOHCTPUPYET OBJaJieHHe OOIIMMU M IPO(eCCHOHAILHEIMA KOMIIETCHIUSIMH H
TOTOBHOCTB K NIPO()eCCHOHATBHOM JeITEIBHOCTH.



3. Hndopmannonnoe obecrneyeHne

nepeyeHb Y4eOHbIX W3MaHMH, dMEKTPOHHBIX M3JAHMH, DIEKTPOHHBIX H HuTepHer-
pecypcoB, 0bpasoBaTeNbHEIX IIATGOPM, 3IEKTPOHHO-OHOIHOTEYHBIX CHCTEM, BeO-
CUCTEM JJIsI OpraHM3aliM JUCTAHIMOHHOTO OOyYeHHMs M YOpPaBICHHS UM,
HCIOJIB3yeMbIe B 00pa30BaTeIbHOM IIPOLIECCE KAaK OCHOBHBIE M JIOMOJHHUTENbHEIE
UCTOYHMKH.
OcCHOBHbIE HCTOYHHKH:
1. bybnos A.A., Tlpxeropmunckuit B.H., Casunkua O.A. OCHOBHI
MHpOpPMaNMOHHOH Ge3omacHocT. — M.: Axangemus. 2019-256 c.
JonoJIHUTeIbHbIE HCTOYHHKH:
2. @enepanpHpliizakoH PO «O6 undopmanumy, MH(OPMAaIUOHHBIX
TEXHOJIOTUSAX U O 3ammuTe uHopmarmmy ot 27.07.2006 Ne 149-D3,
3. besborob A.A., SlxoBnes A.B., MaprembsinoB [O.®. Be3omacHOCTS
ONepallMOHHEBIX cucTeM. M.: ['enmuoc APB, 2008.
4. bopucoB M.A. OcoGeHHOCTH 3alUTHI IE€PCOHANBHBIX JAHHBIX B TPYAOBBIX
oTHomeHUsX. M.: JIubpokom, 2012. — 224 c.
5. I'y6enkoBA.A . MHdopMannoHHas0e301acHOCTb BBIYMCIIMTEIBHBIX  CETEi:
y4e0. mocobue / A. A. T'yGenxkos. - Capatos: CI'TV, 2009. - 88 ¢.
6. Kynakos B.I'., T'arapux M.B., u gp. HMudopMmanuonHas G6e30macHOCTS
TEICKOMMYHHUKAIIMIOHHBIX CUCTEM. Y4eOHoe nocobue.-M.: Paguo u cBs3s, 2008

7. Max-Knmap  C., CxemGpeit k., Kypr . Cekpetsr XaKepoB.
besomacHocTs ceTeil — rotoBeie penrenus, 4-e 3. — M.: Bunssmc, 2004. — 656
c

8. Mamtok A.A., Iasusun C.B., IToroxuu H.C. Beenenue B 3amury nH(pOpMauH
B aBTOMaTH3UPOBaHHBIX cucremax: Y4eb. Ilocobue nist By3oB.- 3- u31., CTep.
M.: TI'opstuast munus, 2005.- 147 c.

9. Menbuukos JI. HudopmanmonHas 6e30macHOCTh OTKPBITHIX  cHCTEM.-M.:
Dopywm, 2013. 4

10.Ilnatonos, B. B. IIporpamMmHo-anmapaTHble cpencTBa  obecHedeHus
MH(QOPMaIMOHHOM 0e30I1acHOCTH BBIYUCIUTENBHEIX ceTeli: Yue6. mocobue mis
CTyH. BBICII. yue0. 3aBefieHudt / B. B. [Tnaronos. — M.: Axagemus, 2006. — 240
o

11.Ceepun B. KommnekcHas 3zamurta uHGOpMAanuM Ha NpPeANpUATHHA. M.:
I'opopmen, 2008. — 368 c.

12.Cxpunmx  JI. A. OOmue BOIPOCHI TEXHHYECKOM 3alUTH HMHPOPMAIUK:
y4e6Hoe nocodbue / Ckpunnuk J[.A.—~M.: HuTepHeT-YHUBepCcHUTET
Hupopmanuonnsix Texunonoruit (MHTYHUT), 2016.

JJIeKTPOHHbIE H3IaHMsI (3TIEKTPOHHBIE pecypchl)

1. UndopmanuoHHO-CIIpaBOYHasT CHCTEMa 10 JOKYMEHTaM B  00JacTé

TEXHUYECKOU 3aiuThl nHMopMaru www.fstec.ru

HudopmannoHHsIil moprai mo 6e3onacHoct www.SecurityLab.ru.

Poccuiickuil 6uoMerpudeckuii mopraa www.biometrics.ru

Caiit xxypHana ViHdopmarmonHas 6e3omacHocTs http://www.itsec.ru —

CnpaBo4Ho-1paBoBast cuctema «I'apadt» » www.garant.ru

v



6. CrpaBouHo-npaBoBasi cucreMa «Koncynsrant IDmoc» www.consultant.ru 9.
DenepalbHast Ciryk6a 0 TEXHHIECKOMY U SKCIIOPTHOMY KOHTPOJIIO

7. (®CTIK Poccun) www.fstec.ru
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Muxaiinos. — 3-e m31. — Mocksa : MntepHer-YHUBepCUTET NudopmarmoHHbIx
Texuonoruit (MHTYUT), Ait ITu Ap Menaua, 2020. — 263 ¢. — ISBN 978-5-4497-
0666-9. — Tekcr : oneKTPOHHBIA // DIeKTPOHHEIH pecypc nudpoBoit
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A aBTopu3up. [lonb3oBareneii
2. ®omun, II. B. MudopmarmonHas 6Ge30macHOCTh : y4eGHO-METOIUYECKOE
moco0ue sl CTYIEHTOB 3a04YHON (OPMBI OOyYeHMs HAIPABIEHHS MOATOTOBKH
38.03.05 «busnec-undopmarnkay / JI. B. ®ommn. — CapatoB : Bysosckoe
obpasoBanue, 2018. — 125 c¢. — ISBN 978-5-4487-0299-0. — Tekct
NIEKTPOHHBIN // DIEKTPOHHBIN pecypc Hu(poBol 06pazoBaTensHON cpempr CIIO
PROFobpasoBanue : [caiiT]. — URL: https://profspo.ru/books/77318 (mara
obparuenus: 13.11.2020). — Pexxum focTyma: Jijis aBTOPU3UP. [IOI630BaTENEH
JJIEKTPOHHO-0MOIHOTeYHAS CHCTeMA:
IPR BOOKS
https://www.iprbookshop.ru/89443.html
https://www.iprbookshop.ru/6991.html

BeO-cucrema i opraHM3anMHM  AMCTAHUHMOHHOIO OGy4YeHHsT H
yHpaBJIeHUs] HM:

Cucrema mucrannuonHoro o6yuenus OIATIOY «AleKceeBCKUi KOJLIEmO
http://moodle.alcollege.ru/




