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1. MACHOPT PABOYEM ITPOI'PAMMBbBI
MNPODPECCUOHAJIBHOI'O MO YJIA
IIM. 02 3amurTa vHdopMali B ABTOMATHU3UPOBAHHBIX CHCTEMAaX
NMPOrpaMMHBIMH H MIPOrPAMMHO-ANNAPATHLIMH CPeICTBAMH

1.1. O6s1acTh NpuMeHeHus1 padoveil MPOrpaMmbl

PaGouass mporpamma mpo¢hecCHOHATBLHOTO MOAYJS SIBISIETCS YacThbIO OCHOBHOM

po(hecCuOoHANBHOM 00pa30BaTEIbHON MPOrpaMMbl CPEAHETO NPOPECCUOHATIBHOTO

o0Opa3oBaHMsl - MpPOrpamMMbl IOATOTOBKHM CIIELIMAIUCTOB CPEAHETO 3BEHA B

coorBercTBUA ¢ DPI'OC CIIO coemmansHocty  10.02.05 OOecrnieuenue

MH(POPMALMOHHON O€30MMaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM B YaCTU OCBOEHUS

Buga aesrenpHoctd (BJI): 3ammrta uHpoOpManuum B aBTOMATU3MPOBAaHHBIX

CUCTEMax INPOrpaMMHBIMM UM  IPOTrPaMMHO-ANNAPAaTHBIMU  CPEACTBAMU U

COOTBETCTBYIOIIUX MpodeccruonanbHbIXx komnereHui (11K):

[IK 2.1. OcylecTBiATh YCTAaHOBKY M HACTPOWKY OTAENBbHBIX NPOrPAMMHBIX,
IPOrpaMMHO-aIMAPAaTHBIX CPEICTB 3aIUTHI HH(OPMALIUH.

[IK 2.2. OGecneuuBarh 3ammTy HUHGOOPMALUK B aABTOMATU3HUPOBAHHBIX
CUCTEMax OTIEIbHBIMH IMPOTPAMMHBIMH, MPOrPAMMHO-AIapaTHBIMU
CpencTBamu.

[1IK 2.3. OcymiecTBasTh TeCTUPOBaHHE (YHKUUN OTIACIBbHBIX MPOrPAMMHBIX U
IPOrpaMMHO-AIAPAaTHBIX CPEACTB 3aAIUTHI MH(OPMALIUU.

IIK 2.4. OcymecTtBisath 00pabOTKy, XpaHeHHWE U Tiepeaady uHopMauu
OTPaHUYEHHOTO JTOCTYIIA.

I[IK 2.5. VYuuurtoxaTh  uHPOpMAIMIO W  HOCUTENIU  HWHPOpPMALUM  C
VCITOJIB30BAHUEM IIPOTrPAMMHBIX ¥ IPOTrPAMMHO-AIIIIAPATHBIX CPENICTB.

IIK 2.6. OcymiecTBisTh pEerucTpaIuo OCHOBHBIX COOBITHIA B
aBTOMATHU3UPOBaHHBIX (MH(GOPMAIIMOHHBIX) CHUCTEMaX, B TOM YHCIIE C
UCITOJIb30BAaHUEM MPOTPAMMHBIX M MPOTPAMMHO-ANNapaTHBIX CPEICTB
oOHapyXeHHs, TPeAYNPeKICHUS ¢ JUKBUAAUUUA MOCIEACTBHIMA
KOMITBIOTEPHBIX aTaK.

1.2. Hesm wm 3agaym IIM — TpeOoBaHMs K Ppe3yJabTaTaM OCBOCHUS
npo¢ecCUOHATIBLHOI0 MOIYJISI
C uenbro OBIAJEHMS YKa3aHHBIM BUJOM MPO(ECCUOHAIBHOMN NEATEIbHOCTH
U COOTBETCTBYIOLIMMHU NPOPECCHOHATIBHBIMA KOMIETEHIMSIMH OOydYaroluiics B
XOJI€ OCBOEHMSI MPOrpamMmbl IPO(HECCUOHATILHOTO MOAYJIS TOJIKEH
HMeTh NPAKTUYECKHI ONbIT:
— YCTaHOBKa, HACTPOMKa MPOrpaMMHBIX CPEJCTB 3alUThl HH(OPMALUHU B
ABTOMAaTU3UPOBAHHOM CUCTEME;
— o0ecrieyeHre 3alluThl ABTOHOMHBIX ABTOMAaTH3UPOBAaHHBIX CHCTEM
IIPOrPaMMHBIMU U IPOTrPAMMHO-ANNAPaTHBIMUA CPEJICTBAMU;
— HCIIOJIb30BAHHUE IPOTrPAMMHBIX U IPOTrPAMMHO-ANNAPATHBIX CPEICTB
JUIs1 3aIIUThI HUH(OPMAIUH B CETH;



TECTUPOBaHWE (PYHKLMH, JMArHOCTUKA, YCTpaHEHHE OTKa3oB U
BOCCTAHOBIIEHHE PA0OTOCIMOCOOHOCTH MPOTPAMMHBIX U MPOTrPAMMHO-
anmnapaTHbIX CPEACTB 3alUThl HHPOPMALIUH ;

pemenne 3anau 3amuThl oT HCJl k uHpOpMamuu orpaHHYEeHHOTO
JOCTyNa C TMOMOUIbI0 MPOrPaMMHBIX M MPOTPaMMHO-AIMapaTHBIX
CPEZCTB 3alIUThl UH()OPMAITUH;

OpPUMEHEHHE  JJIEKTPOHHOM  TOATIKCH, CUMMETPUYHBIX U
ACUMMETPUYHBIX ~ KpUOTOTpaQUYEeCKUX alropuTMOB, M  CPEICTB
muppoBaHUS JaHHBIX;

yu€r, 00paboTKa, XpaHeHUue W meperada WHGOpPMaLUH, Ui KOTOPOH
YCTaHOBJIEH PEKUM KOH(HIEHIINATbHOCTH;

paboTa ¢ moacucTeMaMH PErUCTPaIlii COOBITHI;

BBISIBJIICHHUEC COOBITHI )41 HHIIUJICHTOB 0e30macHOCTH B
aBTOMaTHSHpOBaHHOﬁ CHCTCMC.

yMeTh:

3HaThb:

yCTaHaBIMBaTh, HACTpaWBaTh, MPUMEHATH MPOTPAMMHBEIC W
MIPOTPaMMHO-AMITAPATHBIE CPEICTBA 3AIUTH HHGOPMAIIHH;

yCTaHABIMBATh M HACTPAWBATh CPEICTBA AHTUBUPYCHOU 3aIUTHI B
COOTBETCTBHUH C MPEABSIBIIEMbIMHA TPEOOBAHUSIMU;

JIMarHOCTHPOBATh, yCTPaHSATh OTKa3Hl, obecreynBaTh
paboTOCOCOOHOCT M TECTHPOBaTh  (QYHKUMHM  MPOTPaMMHO-
anmapaTHBIX CPEJICTB 3aIUTHl HHGOPMAITIH;

MPUMEHSATh MPOTPAMMHBIE U MPOTPAMMHO-AIIIAPATHRIE CPE/ICTBA
JUTSE 3aIuThl HHGOpMAIMKU B 0a3ax TaHHBIX;

IIPOBEPSATH BBINIOJIHEHNE TPEOOBAHMIA MO 3amuTe WHGOOPMAIIUU OT
HECAHKIIMOHUPOBAHHOTO  JIOCTYNla TpPH  aTTecTalil  OOBEKTOB
uH(popMaTh3auu no TpedoBaHUAIM O€30IMaCHOCTH HH(OPMAIINH;

NPUMEHATh  MaTeMaTHYeCKHWid  ammapar ISl  BBINOJHEHUS
KpunTorpadguueckux npeoOpa3zoBaHuii;

WCIIOJIh30BaTh  TUIOBBIE MPOTPAMMHBIE  KpUNTOrpadudecKue
CPEICTBA, B TOM YHCJIE SJICKTPOHHYIO MOIHCH;

NPUMEHATh  CpPEACTBAa  TapaHTUPOBAHHOTO  YHUYTOXKCHHUS
uHdopManuu;

yCTaHaBIIMBaTh, HACTpanMBaTh, MPUMEHITh MPOTPAMMHBIE W
MIPOTpaMMHO-AMITaPaTHBIE CPEICTBA 3AIMUTH HHGOPMAIIHH;

OCYIIECTBISATh ~ MOHUTOPUHT W PETUCTPAIMIO  CBEICHUM,
HEOOXOIMMBIX ISl 3aIIUThI 00BEKTOB HH(POPMATH3AINH, B TOM YUCIIC
C WCMIOJB30BAaHUEM TPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX
CpPEeICTB  OOHApY)XCHHs, MNPEOyNpPeXJACHUS W  JIMKBUAAINU
MIOCTIEICTBUIA KOMITBIOTEPHBIX aTaK.

0COOCHHOCTH )41 CITOCOOBI IIPUMCHCHHUA MMpOrpaMMHBIX )41
IMpOTrpaMMHO-aIlIIapaTHbIX CPCACTB 3allUThI I/IH(I)OpMaI_II/II/I, B TOM



Yuclie, B OIEPAIMOHHBIX CHUCTEMaxX, KOMIBIOTEPHBIX CeTsIX, 0azax
JNAHHBIX;

— METOJIbl TECTUPOBAHUSA (PYHKIMIA OTAETbHBIX MNPOrPAaMMHBIX U
IPOrpaMMHO-AMIAPATHBIX CPEICTB 3aAIUTHI HH(OPMALIUY;

— TUIIOBBIE MOJENH YIPABIEHUS JIOCTYIIOM, CPEACTB, METOJOB H
MPOTOKOJIOB UICHTU(PHKAIIMY U ayTeHTU(DUKAIUY;

- OCHOBHBIE TTOHATHS KpunTorpadun u TUIIOBBIX
KpUnTorpapuueckux METOA0B U CPEJCTB 3alIUThl HHPOPMAIUH;

— OCOOCHHOCTM M CIOCOOBI  MPUMEHEHHs] MPOTrPaMMHBIX U
IPOTrPaMMHO-ANIAPATHBIX CPEACTB T'APAHTUPOBAHHOTO YHUUYTOKECHUS
uHbopMaIn;

— TUTIOBBIE CPEJICTBA U METOIbI BEICHUS ayINTa, CPEACTB U CIIOCOOOB
3aUThl HOOPMAIIUY B JIOKAJIBLHBIX BBIUMCIUTEIBHBIX CETSIX, CPEICTB
3aIIUTHI OT HECAHKIMOHUPOBAHHOTO JOCTYTIA.

Ilepeyenbr 3HaAHMHA, YMEHHMH, HABBIKOB B COOTBETCTBHMM CO
cneuuukanued crangapra kommnereHunu Bopaackmiic CereBoe u
CHCTEMHOE aIMUHMCTPUPOBAaHME, KOTOPbIe AKTYAJM3UPYIOTCS NPH U3YYCHHUH
MEKIUCHUILINHAPHOT0 Kypca:

1) 3HaTh W MOHUMATh: KaK HACTPAMBATh KOMMYTAIIMIO YPOBHS JOCTYyMa,
arperauyy U siapa;

2) 3HaTh W TOHUMATh: KAaK HACTpauBaTh MPOTOKOJbl MAapUIPYTU3ALUU
BHYTPEHHET0 Y BHELIHETO LIT03;

3) 3HaTh W MOHUMATH: KaK 00OECIEeYMBATh OTKA30yCTOWYMBOCTH CETH Ha
YPOBHE KOMMYTAallUX U MapLIPyTU3ALINH;

4) 3HaTh W TOHUMATh. KaK TMPUMEHSTh 0a30BbIE MEXAHW3MBI 3aITUTHI OT
KOMITPOMETAITMH aKTUBHOT'O CETEBOT'0 000PY/I0BAHNUS;

1.3. IlnannpyemMble JJMYHOCTHBIE Pe3yJIbTAThl 0CBOeHHA padoueil MporpaMmbl

JIP 4. IlposBnsitonuii U JEMOHCTPUPYIOIIUN YBaK€HHE K JIIOASM TpyAa,
OCO3HAIOLIUN IIEHHOCTh COOCTBEHHOTO Tpyaa. Ctpemsuuiics kK GOpMUPOBAHUIO B
CETEBOM cpeJie JIMYHOCTHO U MPO(EeCCHOHATBFHOTO KOHCTPYKTUBHOTO «LHU(PPOBOTO
caena.

JIP 7. Oco3Haromuii NPUOPUTETHYIO IEHHOCTh JIMYHOCTH YEJIOBEKA;
yBaXaroluii COOCTBEHHYIO M UYKYI0 YHUKAIbHOCTh B Pa3JIMYHBIX CUTYyaIUsX, BO
Bcex (hopMax M BUJAX JI€ATEIbHOCTH.

JIP 9. CobGnromaronuii ¥ MPOMAraHIWPYIOMIMK TpaBuia 370pPOBOTO H
Oe3omacHOro oopasa >KM3HH, CIIOPTa; MPEAYIPEK A0 JIMOO0 MPEO10IeBAIOIINI
3aBUCUMOCTH OT aJIKOTOJIs, TabaKa, ICUXOAKTHUBHBIX BEIIECTB, a3apTHBIX UTP H T.II.
CoxpaHsIOMUil NCUXOJIOTHYECKYI0 YCTOMUYMBOCTh B CUTYaTHUBHO CIOXHBIX HWIIU
CTPEMUTEIBHO MEHSAIOIINUXCS CUTYaLUSX.

JIP 10. 3abotsamuiics O 3amuTe OKPYXKAIOMIEH cpeapl, COOCTBEHHOW W
4y»0il 0€30MacHOCTH, B TOM Uuciie U(POBO.

JIP  11. IlposiBisitolMil  yBaX€HUE K OACTETUYECKUM LIEHHOCTSM,
o0J1aaromii OCHOBAMH 3CTETUYECKON KYJIbTYpPHI.



1.4. KoumnyecTBO 4YacoB Ha  OCBOeHHe  padodeili  mporpamMmbl
npo¢ecCuOHATBLHOT0 MOTYJIS:

Bcero — 594 gacos, B TOM 4ucie:
MakcHUMallbHasi yuyeOHas Harpyska oOyuaromierocs — 324 daca, u3 HuUX B (popme
MPAKTUYECKOM MOJArOTOBKU — 466 4acoB, BKJIIOYAs:

00s13aTeIbHOM ayTUTOPHOM yueOHOM Harpy3ku oOydaromierocs — 216 gaca, B
TOM YHCJI€ IpakTUYecKue 3auatusi — 1044acos;

KOHCYJIbTaluil — 24 4acos;

CaMOCTOSITENIbHOM paboThl — 124acos;

KypcoBoii paboThl — 30 4acos;

yueOHoi nmpakTuku — 108 yacoB; mpon3BOACTBEHHOM MpakTuk — 108 yaca.



2. PE3YJIBTATBI OCBOEHMUA
IMPOPECCHUOHAJIBHOI'O MOAYJIA

Pe3ynbTraToM ocBO€HHUS NMPOPECCHOHAIBHOIO MOAYJS SIBIISIETCS OBJAJCHHE
oOyJaronmuMucs  BUAOM  JIESITEIBHOCTH -  3ammra  WHGOPMAINH
aBTOMATU3WPOBAHHBIX CHCTEMAx MPOrPAMMHBIMU M MPOrPAMMHO-aNNapaTHBIMU
cpenctBamu, B ToM umciie obmme komneteHuu (OK) m mpodeccnoHabHBIMU
komneteHuusmu (11K):

Kon

HaunMeHoBaHue pe3yibTaTa 00y4eHHs

OK 01

Bri6upats ciocoObl perenus 3a1a4 npopecCuoHaIbHON
NEeATENbHOCTH, TPUMEHUTENBHO K Pa3JINYHBIM KOHTEKCTaM

OK 02

Ocy1ecTBIATh MOUCK, aHATIU3 U UHTEPIPETALMIO HH(DOpMAITUH,
HE0OXOIMMOM ISl BBIMOJIHEHUS 3a]1a4 NpodhecCuOHaTbHOM
NS TENbHOCTH

OK 03

[InanupoBaTh U peaTu30BBIBATH COOCTBEHHOE MPOPECCHOHATIBHOE U
JUYHOCTHOE PA3BUTHE

OK 04

PabGoTath B KOJUIEKTHBE M KOMaH i€, 3 PEKTUBHO
B3aMMOJICHCTBOBATH C KOJIJIETAaMHU, PYKOBOJICTBOM, KIIUEHTAMHU

OK 05

OCymIeCTBIIATh YCTHYIO U TUCBMEHHYIO KOMMYHHUKAIIHIO Ha
rOCYJJapCTBEHHOM S3BIKE C Y4ETOM OCOOSHHOCTEH COIMAIBHOTO U
KYJIbTYPHOTO KOHTEKCTa

OK 06

HpOHBH}ITB rpaXXaaHCKO-IIaTPUOTHYCCKYIO IMO3UIHNIO,
ACMOHCTPUPOBATH OCO3HAHHOC IMMOBCICHNC HAa OCHOBC
TPpaJUIUOHHBIX 06H1€‘-ICJ'IOBC‘-ICCKI/IX HeHHOCTeﬁ, IMPUMCHATH
CTaHAapTbl aHTUKOPPYHIIMOHHOTO ITIOBCACHUS

OK 07

ConeiicTBOBaTh COXPAHEHUIO OKPYKAIOLIEH Cpeibl,
pecypcocoepexennto, 3 PeKTUBHO AEHCTBOBATH B UPE3BbIYANHBIX
CUTYyaIUsIX

OK 08

Hcnonb3oBath cpeactBa GU3NUECKON KyIbTYPHI sl COXpAaHEHUS U
YKPEIUIEHHS 3J0pPOBbA B Mpolecce npodeccuoHaIbHOM
JEeSATEIBHOCTH U MOJAJIepKaHUSI HE0OOX0AUMOT0 YPOBHS (PU3MUECKON
NOATOTOBIEHHOCTH

OK 09

Hcnonb3oBaTh HHGOPMAIIMOHHBIE TEXHOJIOTHUU B IPO(HECCUOHATILHOM
NEATEIIBHOCTH

OK 10

[Tonp3oBaThCs nMpodecCHoHANBHON TOKYMEHTAlUEeH Ha
roCyJ1JapCTBEHHOM U MHOCTPAHHOM SI3bIKax

[IK 2.1.

OcCylecTBIATh YCTAHOBKY M HACTPOMKY OTIEIbHBIX MPOIPAMMHBIX,
MPOrPaMMHO-AMNIAPATHBIX CPEACTB 3aIUTHI HHOOPMALIUH.




IIK 2.2. | OGecnieunBaTh 3amuTy UHGOPMAIMU B aBTOMATU3UPOBAHHBIX
CUCTEMAX OTAEIbHBIMU MPOTPAMMHBIMU, IPOrPaMMHO-aMNNapaTHBIMU
CpeJICTBaMH.

IIK 2.3. | OcymiecTBaaTh TeCTUpOBaHUE GYHKIMN OTACIBHBIX MPOTPAMMHBIX U
IPOrpaMMHO-AIIAPATHBIX CPEACTB 3alTUThI HHPOPMAIIUU.

[IK 2.4. | OcymecTBasTh 00pabOTKYy, XpaHEHHE M TMepenadyy HHPOpMaIuu
OrPaHUYEHHOTO JIOCTYIIA.

[IK 2.5. | YHuutoxkath wuHQOpMAIMIO W  HOCHUTENH HHOpManud ¢
UCIIOJIb30BAHUEM  MPOTPAMMHBIX M MPOrPaMMHO-aNIapaTHbIX
CPEJICTB.

IIK 2.6. | OcyuiecTBasiTh pETUCTpAIUIO OCHOBHBIX COOBITUI B

aBTOMATU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CUCTEMAaX, B TOM YHUCIIE C
UCIIOJIb30BAaHUEM  MPOTPaAaMMHBIX U MPOTrpaMMHO-aNMNapaTHbBIX
CpPEICTB  OOHAapyXeHUus, NPEeIyNpeKIeHUs W  JUKBHUJALUU
MOCJIEJICTBUI KOMITBIOTEPHBIX aTaK.




3. CTPYKTYPA U COAEP KAHUE NTPOPECCUOHAJIIBHOI'O MOAYJIA

3.1. TemaTnueckuii IjIaH NPoPecCHOHATBHOT0 MOTYJIS

0O6beM npodeccnoHaTBLHOr0 MOYJIS, aK. YaC

Pabota o0y4aromuxcsi BO B3aMMO/IeICTBHH ¢ NpenofaBaTesieM

Oo6yuenue no MJIK IpakTnka
B T.4.
Koawbt Bcero naGoparo
npogeccuonan 4acoB pHEIe Camocro
KOMIII’:TI:: i HaunmeHnoBaHue pa3iesioB (r:;:;l Brtu.B na%;.‘zll.ro padoTsI U iT.‘cI;; ﬂTe‘ﬂﬁl’“a
T, npogeccHOHATBLHOT0 MOXYJISI y dpopme P NPaKTH4 yp IIponss # pabora
KOJBbI s pHbIE Basi | YueOH Koncyn | o6yuaro
JIMYHOCTHBIX Harpys3 NPAKT. | Beero, padoThI H ecxme pador as, oacrsen bTAllNA | 1merocs
Pe3yJabTaToB kam | MOATOTO | yacom NpPaKkTH4 arsrust a 4acoB Has
—— BKH eCKme B hopme (upoe 4acoB
HUKH) 3aHATHA, HE::::;‘I KT),
4acoB 4acoB
NOAroToB
KH,
4acoB
1 2 3 4 5 6 7 8 9 10 11 12

IIK 2.1 -2.6 M/IK 02.01 [IporpamMmuBIE U
JIP 4,7,10,11 MIPOTpaMMHO-aITTapaTHBIC 210 150 180 48 48 30 " 12 12

CpeACTBa 3aLUTHI

nHpopMmaIu
[K2.1-2.6 MJK 02.02
JIP 4,7,10,11 Kpunrorpaguueckue cpencraa 162 100 144 56 56 12

3alIUTHl HHPOPMAIIH
[IK2.1-2.6 VII 02 YueOHas nmpakTuka
JIP 4.7.10.11 108 108 108
IIK 2.1 -2.6 11T 02TIpou3BoACTBEHHAS
JIP 4,7,10,11 mpakThKa (1o npoduiro 108 108 108

CTIEITAATHLHOCTH)
[IK 2.1 -2.6. OK 6 )
JIP 4,7,10,11

10




[ | Beero:

| 504 | 466 | 324 | 104 | 104 | 30 | 108

[ 108 | 24 | 12

3.2. Conep:xxanue o0yueHus no npodeccuonaabuomy moaysaro I[IM 02 3amura nndopManuy B aBTOMATH3HPOBAHHBIX
CHCTEMAX NPOrPAMMHBIMH U MPOrPAMMHO-ANNAPATHLIMYU CPEICTBAMH

HaumeHoBaHue
pa3aesioB
npo¢ecCHOHATLHOI0
moayJs (IIM),
MEKIN CHUTIIMHAPHBIX
kypcoB (M/IK) n Tem

Conep:kanue yuyeOHOro MarepuaJa, jadoparopabie padorsl u IlpakTnueckue 3ansiTus,

B (popMe NPAKTHYECKOM MOATOTOBKH, CAMOCTOSITe/IbHAsA padoTa o0y4yarommxcs, Kypcopasi padbora

(mpoekT)

B TOM YHCJIe
Oo0Lem

yacoB

1 |

MJIK 02.01.
IIporpamMmmHubIie 1
NPOrpaMMHO-
annapaTHble CpPeACTBa

3alUThI HH(POPMALHU

210

Pazgen 1. OcHoOBHEBIE
MPUHIMIIBI IPOrPaMMHOI
" NMPOrpamMMHO-
annapaTHou 3aIUTHI

uHpopMmanun

Tema 1.1. Ilpenmer wu

3a1a4u MIPOrpaMMHO-
arnmapaTHoi 3alIUTHI

uHpopManun

Conep:xanue y4ye0OHOro MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH

6/6

1.

[Ipeamer u 3a1a4n IPOrpaMMHO-AINIAPATHON 3aIIUTHI HHPOPMALIUN

6/6

2. OcHOBHBIE OHATHS MMPOrPAMMHO-AINIAPATHON 3aIIUTHI HHPOPMALIUN

11




2

3.

Knaccudukanus MeTo10B 1 CpeCTB MPOrpaMMHO-AIIIAPATHON 3aIUTHI HH(POpMALUU

Coaeprxanue y4eOHOTro MaTepuasa, B TOM 4ucie B popMe NPaKTHYECKOI MOATOTOBKH 10/10
1. HopmaTuBHbIe MpaBOBBIE aKThl, HOPMATUBHBIE METOJUYECKHE TOKYMEHTBHI, B COCTaB
KOTOPBIX BXOJAT TpeOOBaHMS M PEKOMEHJALUWU IO 3almmTe UHPOpMaLuu
[IPOrpaMMHBIMH U IIPOTrPaMMHO-aIIIapaTHBEIMU CPEACTBAMU.
4/4
2. Cranpaptel mo 3amure HH(GOpPMAIMU, B COCTaB KOTOPBIX BXOIAT TPEOOBaHHUS U
pEeKOMEHJalMd MO0 3aluTe HWHPOpMAMU MPOTPaMMHBIMU U IPOrpaMMHO-
Tema 1.2. Cramgaprer anmnapaTHbIMU CPEICTBAMHU.
MacHOCTH ”
Gesomacnoc IIpakTnyeckue 3aHATHSA, B TOM 4Kcjie B popMe MPAKTHYECKON MOATOTOBKH
1. O630p HOPMATUBHBIX IMPABOBBIX AKTOB, HOPMATHBHBIX MCTOAUYCCKHUX JOKYMCHTOB IO
3alIuTe I/IHq)OpMaI_II/II/I, B COCTaB KOTOPBIX BXOIAIAT TpCGOBaHI/ISI U pCKOMCHAAIHUU I10
3amuTe MHPOPMAIMK IPOTPAMMHBIMH U MPOTrPAMMHO-aNNapaTHbIMU CPEJICTBAMHU. 6/6
2. Pabora ¢ comepxaHneM HOPMATHUBHBIX IMPABOBHIX AKTOB.
3. O0630p crangaptoB. PaboTa ¢ comep:kaHneM CTaHIapTOB
Conep:xanue y4ye0OHOro MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH 10/10
Tema 1.3. 3ammieHHas 1. ABromarm3anus mporiecca o0padotku mHpopmarmu. [loHsTHE aBTOMATH3UPOBAHHON
aBTOMATHU3UPOBAHHASA CUCTEMBI.
6/6
cucrema
2. OCO6CHHOCTI/I ABTOMATHU3UPOBAHHBIX CUCTCM B 3allIUIIICHHOM HCITIOJIHCHUH.
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3. Ocuosusble Buasl AC B 3aIUIIIEHHOM UCIOJHEHUH.

IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH

1. OrpanuyeHue AOCTylna Ha BXOJA B cucreMy. MaeHTudukamus v ayTeHTU(UKALUS

nosib3oBaresneil. Pasrpannuenue nocrymna.

4/4
2. Peructpamus coOwiTuii (ayaut). KOHTpoONb IETOCTHOCTH [aHHBIX. YHUYTOXCHHE
OCTaTOYHOM MH(pOpPMAIIHH.
Tema 1.4. | Conep:xanne yueO0HOro MaTepuaJia, B TOM Yucje B (popmMe NpakTHYECKOH NOATOTOBKH 10/10
Hecradbuausupyroniee 1. VctouHuku necTabuIn3upYIOIIETro BO3ICHCTBHS Ha OOBEKTHI 3aIUThI
BO3JAeHCTBHE HA 00BEKTLI
2. CmocoObI BO3eHCTBHSI HA UH(POPMAITHIO 6/6
3alUThI
3. IlpuuuHbI B YCIOBHS AeCTAOMIN3UPYIONIETO BO3ACHCTBUS Ha HH(POPMAITHIO
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH
1. PacnpeneneHne KaHaJlOB B COOTBETCTBMM C HWCTOYHHMKAMU BO3JCHCTBUS Ha 4/4
nH(pOpMaIIHIO
Tema 1.5. IIpunnunsl | CogepkaHue y4eOHOIo MaTeprasa, B TOM 4yncie B popMe NPaKTHYECKOI MOATOTOBKH 10/8
MPOrpaMMHO-ANIIAPATHOMN 2. TloHsTHEe HeCaHKIHOHUPOBAHHOTO nocTyma K uHpopmanuu. OCHOBHBIE MOAXOMIBI K
3alUThl MHGOpMaUUH OT 3amurte napopmanun ot HCJ|
HECAHKIHOHHPOBAHHOI'O 2/0

aocTyna

3. Opranumzanus goctyna K ¢aiinaM, KOHTPOJh JOCTyNa M pa3rpaHUuYEHUE JOCTYIa,

uepapXuuecKuit 1ocTym K ¢ainam. Oukcanus 1ocTymna K ¢aiaam
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4. Jloctym K JaHHBIM €O CTOpPOHBI Tmporecca. OCOOEHHOCTH 3aIlUTHl JaHHBIX OT

m3meHenus. [ludposanwue.

IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH 2/2
1. Opranuzanus gocryna K aiinam. O3HaKOMIJIEHHE C COBPEMEHHBIMH MTPOrPAMMHBIMH U
IIPOrpaMMHO-aMIapaTHBIMU cpeacTBamu 3amuTsl oT HCJJ
CamocrosiTesbHast padoTa
2
6Pa3jen 2. 3amMTa aBTOHOMHBIX AaBTOMATH3UPOBAHHBIX CHCTEM
Tema 2.1. OcHosbl | Conep:kanue yueOHOro MaTepuajia, B TOM 4ucjie B (popMe NPAKTHYECKON MOATOTOBKHU 12/12
3a1MTHI ABTOHOMHBIX 2. Pab6ora aBToHOMHO# AC B 3alIMIIIEHHOM PEXUME
aBTOMATHU3HPOBAHHBIX
3. Aunroputm 3arpy3ku OC. IlITaTHble cpeacTBa 3aMbIKaHUS CPEIbI
6/6
cHCTEM
4. Pacumpenne BIOS kak cpeacTBo 3aMbIKaHUS IPOIPAMMHOM Cpeibl
Tema 2.2.3ammra | Cogep:kaHue y4eOHOro MaTepuajia, B TOM 4Hc/ie B (popMe MPAKTHYECKOH MOATOTOBKHU 6/6
MPOrpaMM OT U3y4eHH s 1. W3ydenue u obpatHoe mpoekTupoBanue [10
2. CmocoObl mzyuenus [10: craTnueckoe U AMHAMUYECKOE U3YICHHUE 6/6
3. 3agauu 3alMTHI OT U3YUYCHHS M CIIOCOOBI UX PEIICHUS
Tema 2.3. Bpenonocnoe | Cogep:xanue yueOHOro MaTepuajia, B TOM Yucie B GpopMe NPpaAKTHYECKOH NMOATOTOBKH 6/6
NMporpamMMHoOe 1. BpemonocHoe mporpamMMHOe oOecriedyeHHe Kak oOcOoObId BUJI paspymaronmx | 4/4
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1

odecmeyeHue

BO3JEUCTBUN

2. Knaccudukanus BpeAOHOCHOTO MporpaMMHOro obecreueHus. Cxema 3apaskeHHs.

Cpenctsa neritpanu3anuu BpegoHocHoro [10. [Ipodunaktrka 3apaxeHus

IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH

1. IlpumeneHusi cpeacTB HccienoBanus peectpa Windows aiasi HaXOXKICHHS CIIEIOB

2/2
aKTUBHOCTH BpefoHocHoro I1O0
Tema 24. 3amura | Conep:xanne y4eOHOro MaTepuaJia, B TOM Yucjie B (popMe NpaKTHYECKOH NOATOTOBKH 6/6
NMporpaMM ¥ [JaHHBIX OT 2. HecankunoHupoBaHHOE KonupoBaHue nporpamm kak Tun HCJJ
HEeCAHKIIHOHMPOBAHHOTO
3. HOpuaudeckne acmeKThl HECAHKIIMOHHMPOBAHHOTO KOMUpoBaHUs mporpamm. O6rmee | 4/4
KONUPOBAHMS
MOHSTHE 3aIIUTHI OT KOIMPOBAHMUS.
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH
1. 3ammra mHbOpMAIMK OT HECAHKUMOHHWPOBAHHOIO KONMHMPOBAHUS C HMCIOJIH30BAHUEM 2/2
CIIENUAIN3UPOBAHHBIX IIPOTPAMMHBIX CPEICTB
Tema 2.5. 3amura | Conep:xanne y4eO0HOro MaTepHuaJia, B TOM Yucje B (popmMe NpaKTHYECKOH NOATOTOBKH 12/12
uHopmanuu Ha 2. TlpoGiema 3ammThl OTIYX)AaeMbIX KOMIIOHeHTOB [[9BM
MAIIMHHBIX HOCHTEJIAX
3. Merozsl 3ammThl HHGOPMAITUK Ha OTUYXKIaeMbIX Hocutelsx. [lIndposanue.
6/6

4. CpenctBa BOCCTaHOBJIICHHMS ocTaTouyHOW wuHpopmaruu. Co3laHue MMOCEKTOPHBIX

obpazo HXKM/JI.
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IIpakTHYeckHe 3aHATHA, B TOM 4ucJie B (opMe NPAKTHYECKOH MOATOTOBKH

1. TlpumeHneHuwe cpeAcTBa BOCCTAHOBJIICHHS OCTaTOYHOM HWH(OpMAnMu Ha NpUMEpe

Foremost wiu ananora

2. IlpumeHeHMe cHeqUAIN3UPOBAHHOTO IPOIPAMMHO CpEACTBA MAJII BOCCTAHOBJICHMS 6/6
yIaJIeHHBIX (ailnoB
3. TlpumeHeHue nporpamm Juist 6€3BO3BPATHOTO yJAJIECHUS TaHHBIX
Tema 2.6. Anmnapartnble | CogepkaHue y4eOHOI0 MaTepuana, B TOM 4ncie B popMe NPaKTHYECKOI MOATOTOBKH 4/4
CpPeACTBAa MICHTH(PUKALHHA 1. TpeGoBaHuss K anmapaTHbIM CpPEACTBAM HAECHTU(QHUKAIMM U  ayTeHTU(PHUKALHUU
" ayreHTHQUKALNHU noJjp3o0BarTesne, npuMmeHsieMbiM B 93 u AIIM/13
4/4
NoJIb30BaTeJiei
2. VYcrpoiictBa Touch Memory
Ilpakmuueckue 3anamus, 6 mom vucne 6 popme nPaKmMuiecKo no02OMoeKu *
Tema 2.7. Cucremsbl | Coaepsxkanue y4eOHOro MaTepuasa, B TOM 4ncie B popMe NPaKTHYECKOI MOATOTOBKH 6/6
o0HapyXkeHHsI aTaKk H® 1. Hcnonb3oBanue ceteBbix cHU(epoB B kauectBe COB
BTOP:KEeHH 6/6
2. COB u COA, otnnuus B pyHkiusx. OcHoBHbIe apxutekTypsl COB
3. Amnmnaparssiii komnoneHT COB
4. IlporpammusbIii komnoHenT COB
IIpakTHYecKkHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH
2/2

1. MopenupoBanue mnpoBeAeHUsS aTaku. V3ydeHue WHCTPYMEHTAIbHBIX CpPEICTB
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OoOHapyKEHHSI BTOPKEHUH

CamocrosiTesibHast padoTa 2
Pasznea 3. 3amura undgopmanum B JIOKAJIbHBIX CETAX
Tema 3.1. Ocnosbl | Conep:kanue yue0HOro MaTepuajia, B TOM 4ucjie B (popMe NPAKTHYECKOH MOATOTOBKHU 4/4
MOCTPOEHMS 3alINIIIEHHBIX 2. Crek mportokonoB TCP/IP. OcobGenHoctu mapmipyrtusanuu. CeTtu, paboTaromme Mo
cerei TEXHOJIOTUM KOMMYTAIIMH ITaKETOB
4/4
3. CpeactBa wuaeHTUGUKAUMKW W ayTeHTU(UKAIMA Ha pPa3HBIX YPOBHSIX MPOTOKOJIA
TCP/IP, nocTtonHCTBa, HEAOCTATKH, OTPAHNYCHHUSI.
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH *
Tema 3.2. CpeactBa | Conep:xaHnue yueOHOIro MaTepuasa, B TOM 4yucjie B popMe NPAKTHYECKOH MOATOTOBKH 4/4
opranmsanuu VPN 1. BupryanpHas yacTHas ceTb. @yHKIMM, HA3HAYEHUE, TPUHLIUI TOCTPOCHUS
4/4
2. Kpunrorpaduueckue u HekpunTorpapudeckue cpeacTra opraauzanun VPN
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH *
CamocrosiTesbHasi padora 2
Pa3nen 4. 3ammrTa undgopManum B ceTsix 0011ero J0cTyna
Tema 4.1.00ecneuenne | Conep:kaHue y4eOHOI0 MaTepHuaia, B TOM YHcjie B (popMe NPAKTHYECKOI MOATOTOBKHU 12/12
0e30IacHOCTH 1. MexcereBble akpanbl THma firewall. JlocTromHcTBa, HEIOCTaTKH, peaM3yeMble
MeKCeTeBOoro nonuTuky 6e30macHoCTHMeTo b 3aluThl HHPOPMALUY TIPH PaboTe B CETAX OOLICTO | [5/19
B3aUMO/JACHCTBUSA JOCTYIIA.
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2. Ocunogusle Tumsl firewall. Cummerpuunbie 1 HecuMMeTpudHble firewall.

3. OnHoxocTOBBIE U MYJIBTHXOCTOBBIE firewall.

4. OcCHOBHBIC THUIIBI APXHUTEKTYp MYyJIbTHUXOCTOBBIX firewall. TpebGoBaHusS K Kaxaomy

XOCTY UCXOJISl U3 aPXUTEKTYPHI U BBIMOIHAEMBIX (QYHKIIHIA.

5. TpebGoBanus 1o cepTUPUKAIIUA MEKCETEBBIX IKPAHOB

IIpakTuyeckue 3aHATHS, B TOM YUcje B GopMe NPAKTHYECKOH MOATOTOBKH

1. Wsyudenue u cpaBHenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

4/4
2. W3ydeHwue pa3IUyHBbIX CIIOCOOOB 3aKPHITHS "OMacHbBIX" TOPTOB
CamocrosiTesbHasi padora 2
Pa3nes 5. 3amura nngopmanuu B 6a3ax JaHHBIX
Tema 5.1. 3amura | Cogep:xanue yueOHOro MaTepuajia, B TOM Yucie B GopMe NPaAKTHYECKOH MOAT0TOBKH 10/10
uHpopmanun B  0a3ax 1. OcHoBHBIE TUIIBI YTPO3. Mozenb HApyIIUTENS
JaHHBIX
2. CpenctBa uneHtudukanuu ¥ ayTeHTH(GUKAIMU. YTpaBieHue aoctynoMm . Cpencrsa
KOHTPOJIS LIETIOCTHOCTH WH(pOpMaIiK B 6a3ax TaHHBIX
6/6
3. CpenacrtBa aynurta U KOHTpOJIs 6e30macHoCTH. KpuTepuu 3amuieHHocTr 0a3 JaHHBIX
4. TlpumeHeHue KpUnTorpaduIecKux CpeACTB 3alIUTHl HHPOpMauu B 0a3ax JaHHBIX
IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH 4/4
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1. N3yuyenue mexanusmoB 3amutel CYBJ] MS Access 2
2. WNzyuenue mratHbix cpencts 3amuTel CYBJl MSSQL Server
CamocrosiTesibHast padoTa
Pazoen 6. Monumopunz cucmem 3auiunot
Tema 6.1. Monutopunr | Coaep:kanue y4e0HOro MaTepuaJia, B TOM 4ucjie B (popMe NPAKTHYECKOH MOATOTOBKHU 8/2
CHCTEM 3aIIHUThI 1. Tlonstne u oOOCHOBaHME HEOOXOAMMOCTH HCIOIB30BaHUSA MOHHUTOPUHIA Kak
He00X0IMMOM KOMITOHEHTHI CUCTEMBI 3aIIUThl UH(POpMALUH
2. OcobeHHOCTH (UKCAMK COOBITHM, TIOCTPOCHHBIX HA Pa3HBIX MPHUHIIUIIAX: CETH C
KOMMYTaIlue COeAMHEHUH, CETh ¢ KoMMyTaruei nakeros, TCP/IP, X.25 6/0
3. Knaccudukamuss otciexuBaeMblx cOObITUH. (OCOOCHHOCTH TOCTPOCHHS CHUCTEM
MOHUTOPUHTA
IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH
1. V3yyeHue M CpaBHUTENbHBIM aHAIU3 PACHPOCTPAHEHHBIX CETEBBIX MOHHUTOPOB Ha
npumepe RealSecure, SNORT, NFR unu apyrux aHamoros. 2/2
2. IIposenenue ayaurta JIBC ceTeBbIM CKaHEpOM
Tema 6.2. Uzydyenue mep | Comep:xanue yueOHOro MaTepuajia, B TOM Yucie B GpopMe NPpaAaKTHYECKOH MOATOTOBKH 6/2
3alUThl MHpOpMaUMH B 1. M3ydenue TpeOOBaHUI O 3ammTe HHPOPMAIIMH, HE COCTABIISIONIEH TOCYIapPCTBEHHYIO
4/0

UHG(pOPMALHOHHBIX

TalHy.
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CHUCTEMAX

2. WNzyuenne Meronnueckux 1oKkymeHToB @CTIOK no npuMeHeHuIo Mep 3alnThl.

IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH

1. Bwibop mep 3ammTsl HHGOPMAIUK IS UX peaTu3alu B HHOOPMAITMOHHONW CHCTEME.

Bb100op COOTBETCTBYIOIIMX MPOTPAaMMHBIX W IMPOrPaMMHO-ANNapaTHBIX CPEICTB H 2/2
PEKOMEHIallUi 110 UX HACTPOUKE.
Tema  6.3. H3syuenme | CogepkaHue yueOHOI0o MaTeprasa, B TOM 4nucie B popMe NPaKTHYECKOI MOATOTOBKH 10/0
COBpEeMEeHHbIX 2. YcraHOBKa M HACTpOMKa KOMIUIEKCHOTO cpeacTBa Ha mnpumepe SecretNetStudio
NPOrPaMMHO-ANNAPATHBIX (yueOHas TUIICH3MsI) UK APYTHX aHAJIOTOB
KOMILJICKCOB.
3. VYcTaHOBKa M HACTpOilKa MPOTPAMMHBIX CPEICTB OLIEHKH 3allUIIEHHOCTH U ayauTa
MH(POPMAIIMOHHOHN 0€30MacHOCTH, U3yuyeHHe (YHKIMNA M HACTPOHKA PEKHMOB pabOTHI
Ha npumepe MaxPatrol 8 nnu nqpyrux ananoros
10/0
4. W3yueHue TUIMOBBIX perieHuil uis noctpoenuss VPN Ha npumepe VipNet unu apyrux
aHaJIOroB
5. H3yudeHue COBpEMEHHBIX CUCTEM aHTUBHUPYCHOM 3alIUThI HA PUMEPE KOPIOPATUBHBIX
pemenuit KasperskylLab i npyrux aHamaoros
CamocTrosiTesbHasi padora 2
Kypcosas paboma 30/30

[IpumepHas TeMaTUKa KypcoBBIX paboT

1. Onenka 3 PeKTUBHOCTH CYIIECTBYIOLUIMX MIPOrPaMMHBIX U MPOTPaMMHO-ANNapaTHRIX CPEICTB 3alIUTH HH(OpMAaLIUN
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1 | 2

C HpI/IMeHeHI/IeM CHGI_II/Ia.HI/IBI/IpOBaHHBIX I/IHCprMeHTOB U METOA0B (I/IH,Z[I/IBI/I,Z[yaJIBHOe 3az[aHHe)

2. O0630p 1 aHAJIN3 COBPEMEHHBIX MPOrPAMMHO-AIAPATHRIX CPEACTB 3alTUThI HHPOPMANNK (MHIWBHIyAIbHOE 3a/IaHHE )
3. Bri6op onTtumanibHOrO CpencTBa 3amuThl MHPOpMANMU HMCXOAsd W3 Meroaudeckux pekoMeHmanuii OCTOK wu
UMCHOIIUXCA NCXOAHBIX JAaHHBIX (I/IHI[I/IBI/I,Z[ya.HBHOG 3a;[aHHe)

4. [TpuMeHeHHne MPOorpaMMHO-aNIMapaTHRIX CPEACTB 3AIIUTHI HH(OOPMAIMK OT PA3ITUYHBIX THUIIOB YIPO3 HA MPEANPUITUN
(MHAMBUyaTbHOE 3a/IaHNC)

5. [Tpobnema 3amuTh HHGOPMAITUU B 00JIaYHBIX XpaHuiauiax nanubix u [{O/]ax

6. 3amuTa cpel BUpTyaln3aluu

HpOMe}KyTO‘IHaﬂ aTrTecranus IK3admeH

KoncyabTannu

12

Bcero:

210

M/IK 02.02
Kpunrorpaduueckue
CpeACTBA 3aIUTHI

uHpopMmanun

162

Paznen
MartemaTH4eckue

OCHOBBI Kpunrorpapuu

Conep:kanue y4ye0OHOro MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH

Tema 1.1.

26/26

1. IIpenmet u 3agauyu kpunrorpaduu. Ucrtopusd kpunrorpadun. OCHOBHBIE TEPMUHEI
MartemaTnuyeckue p p pad p p pad p

OCHOBBI KpUNTOrpaguu 2. DneMeHTBI TeOPUH MHOXKECTB. [ pymiibl, KOJIbIIa, TOJIS.
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Hemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie u cocTaBHBIE YKCIIA.

4. OcHoBHas TeopeMa apupmeTnku. Hanbonpmuii o0muii nenurens. Bzanmuo

5. mpoctbie yncna. Anroputm EBknunaa mis Haxoxaenus HO/I.

6. OrHomenus cpaBHUMocTU. CBOMCTBa cpaBHeHUI. MoaysapHas apudMeTHKa.

7. Kunaccel. [lonHas u npuBeeHHas cucteMma BerueToB. @ynkuus Jitnepa. Teopema
®depma-Ditnepa. AITOpUTM OBICTPOTO BO3BEICHUS B CTETICHB IO MOJTYJTIO.

8. CpaBHeHus TIepBOi cTeneHu. JInHeliHple AMO0(QaHTOBBI ypaBHEHUS. PacimpeHHbIH
anroput™ EBkinaa.

9. Kuraiickas Teopema 00 ocTaTkax.

10. IIpoBepka uncen Ha MPOCTOTY. AJITOPUTMBI F€HEPALIMU IPOCTBIX uncesn. Metog
npoOHbIX neneHuid. Pemero Dparocdena.

11. Pa3noxxeHue uynciia Ha MHOKUTENU. AIropuT™MbI pakTopusannu. GakTopuzarus
®epma. Meron [lomnapaa.

12.

13. AnroputMmsl auckpeTtHoro sorapudmuposanus. Meron [lomnapna. Meroz Lloppa.

14. Apudpmernueckue oneparnyy Haja OOIbIIMMH YHCIaAMU.

Pa3zgen 2. Kiaccuueckasi

Kpunrorpagus

Tema 2.1. Metoambl

Conep:kanue y4e0OHOro MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH

14/14

1.

Knaccudukanmsi OCHOBHBIX METOJIOB KpUTITOTpadUuecKon 3amuThl. MeTo b

8/8
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KpUNTOrpagu4ecKoro

3alUThl HH(POPMALHU

CUMMETPUYHOTO U (POBAHUS

2. Iudpsr 3amensl. [Ipoctas 3amena, MHOTOAI(paBUTHAS TTOACTAHOBKA,
MPONOPIMOHATBHBIN IU(D

3. Merozsl nepecTaHOBKH. Ta0au4Has MepecTaHOBKa, MapIIPyTHAsI IEpPEeCTaHOBKa

4. TammupoBanue. [[aMmmupoBaHuE C KOHEYHON U OECKOHEYHOW raMMaMH

IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH

1. HpI/IMeHeHI/IC KIIaCCHUYCCKHX H.II/I(l)pOB 3aMCHBI

6/6
2. IlpumeHeHune KacCHYECKUX MIH(POB NEPECTAHOBKH
3. llpumeHeHHE METOa TAMMHUPOBAHIS
Coaeprxanue yueOHOro MaTepuasa, B TOM 4ncie B popMe NPaKTHYECKO# MOATOTOBKH 14/14
1. OcHoBHBIE MeTO/IBI KpuNITOAHANU3a. Kpunrorpaduieckue araku.
2. Kpunroragpuueckas CTOHKOCTb. AGCOIIOTHO CTOMKHE KPUITOCHCTEMBI. [IpUHIUITEI
Kupxxogdca 6/6
3. IlepcrniekTHBHBIE HANIPABIEHUS KPUITOAHAIN3A, KBAHTOBBIN KPUIITOAHAIINS.
Tema 2.2. Kpunroanams IIpakTHYecKkHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH
1. Kpunroananus mmudpa npocToil 3aMeHbl METOI0M aHAJIM3a YaCTOTHOCTH CHMBOJIOB
2. Kpunroananus KJIacCHYECKUX MIHM(PPOB METOOM MOIHOTO repedopa KIiltoyen 3/8

3. Kpunroananus mmdpa Bixunepa

4. Kpunroananus mmdpa Biknunepa
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Tema 2.3. Tlorounsie | Cogep:kanue yueOHOro MaTepuajia, B TOM 4Hc/ie B (popMe MPAKTHYECKOH MOATOTOBKHU 6/6
mugpbl U TreHepaTopbl 1. OcHoBHBIE IPUHIMIIBI TOTOYHOTO HH(poBanus. [Ipumenenue reaeparopos [1CY B
NCeBAOCTYYAMHBIX YHCET KpunTorpaguu
4/4
2. Mertobl noy4eHus NceBaocaydanHelx nocaenosatensHoctel. JIKT, meton
®dubdonayuu, meton BBS.
IIpakTHYecKkHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH
5. Ilpumenenue mMetoq0B renepanuu [1CYH 2/2
Paznen 3. CoBpemeHHas
Kpunrorpadgus
Tema 3.1. KommpoBanme | Cogep:kanue yueOHOro MaTepuajia, B TOM 4uc/ie B (popMe NPAKTHYECKOH MOATOTOBKHU 12/6
uHpopMaAUH. 1. Komuposanue nnpopmarun. CUMBONIBHOE KogupoBaHue. CMBICIIOBOE KOJAUPOBAHHUE.
Mexanunzanus mudpoBaHHus.
Komnbrorepusanus . bp
mudpoBanus. 2. llpencraBnenue nupopmarwn B qeonyHoM koze. Tabmmma ASCIL. Komnbiotepuzanus
mmdpoBanus. AnmnapaTHoe U IporpaMMHoOe mu(ppoBaHue 6/0
3. CraHgapTu3anys IporpaMMHO-aIAPATHRIX KPUNITOTPapUUIECKUX CUCTEM M CpeacTB. M3yueHue
COBPCMCHHBLIX IMPOTPAMMHBIX U alllIapATHBIX KpI/IHTOFpa(l)I/IIICCKI/IX CpCACTB
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH
1. Kommposanue uHhopMamm
2. TlporpaMmHas peaqu3aiys KIacCHIeCKuX Mu(poB 6/6
3. H3ydeHwue peanm3aliui KJIaCCUICCKUX MHU(POB 3aMEHBI U ITIEPECTAHOBKHU B IIPOTPaMMe
CrypTool unu ananore.
Tema 3.2. | Conep:xxanue y4eOHOIr0 MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH 8/4
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CumMeTpHYHBIC 1. OOume cBenenusi. CTpyKTypHasi cxeMa CHMMETPHUYHBIX KPUNITOrPahUIECKUX CUCTEM
CHCTEMbI H(pPOBAHUS 2. OreuvectBenHble anroputMbl Marma u Kysneunk u crangaptel [OCT P 34.12-2015 n 4/0
I'OCT P 34.13-2015. Cummetrpuunsbie anroputMbsl DES, AES, I'OCT 28147-89, RC4
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH 4/4
1.M3ydenue nporpaMMHON peajin3alliid CHMMETPUYHBIX MH(POB
2.M3y4eHne nporpaMMHON pean3aiii COBPEMEHHBIX CHMMETPHYHBIX MU(POB
Tema 3.3. | Conep:xxanue y4eOHOIro MaTepuasa, B TOM 4nciie B popMe NpakTHYECKOH MOATOTOBKH 8/4
AcHMMeTpHYHbIC 1. Kpunrocuctemsl ¢ OTKpHITHIM KitouoM. HeoOpatumocts cuctem. CTpyKTypHas cxema
CHCTeMBI ITH(POBAHHS U (POBaHUS C OTKPBITHIM KITIOYOM. 4/0
2. DreMeHTHl TEOPUH YUCEIl B KPUNITOTPA(UU C OTKPBITHIM KITFOUOM.
IIpakTHYecKkHe 3aHATHA, B TOM 4HcJie B GopMe NPAKTHYECKOH MOATOTOBKH
1. IlpumeHeHHE pa3NMUHBIX ACUMMETPUYHBIX aJITOPUTMOB. 4/4
2. W3ydeHue nmporpaMMHOH peanu3alui aCHMMETPUYHOTo anroputMa RSA
Tema 3.4. | Conepkanue yueOHOro MaTepuaJjia, B TOM 4Hcjie B (popMe NPAKTHYECKON MOATOTOBKHU 10/6
AyTeHTHQUKAIUSA 1. Ayrentudukanus nanusix. O6mue noustus. 1. MAC.
4/0
JaHHBIX.  JJIEKTPOHHAS v
2. OpHoHarpaBleHHBIE XeII-(PYHKINU. AITOPUTMBI IM(PPOBOI MOATINCH
NOAIHUCH
IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B (opMe NPAKTHYECKOH MOATOTOBKH
1. Tlpumenenue pa3IuuHbIX (PYHKIIUH XEIIUPOBAHUS, aHATN3 OCOOCHHOCTEHN Xemen
6/6

2. IlpumeHeHue KpunTorpauIeckux aTak Ha Xem-QyHKINH.

3. V3yyeHue mporpaMMHO-aNNapaTHBIX CPEACTB, PEATU3YIOMNUX OCHOBHBIE (GyHKIMK D11
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Tema 3.5. Auaropurmsl | Cogepikanue yueOHOro MaTepuajia, B TOM 4uc/ie B (popMe MPAKTHYECKOH MOATOTOBKHU 10/6
o0MeHa KJII04e U 1. Anroput™msbl pacnpenesieHus KItoUeil ¢ IPUMEHEHUEM CUMMETPUYHBIX U
NPOTOKOBI aCUMMETPUYHBIX cxeM [IpoTokosbl ayTeHTu(UKaIuY. ayTeHTU(UKALINS 40
ayTeHTH(pUKAIUH 2. Bzaumuas ayrentudukanus. OJHOCTOPOHHSISA
IIpakTHYeckHe 3aHATHA, B TOM 4HcJie B GopMe NPAKTHYECKOH MOATOTOBKH
1. Tlpumenenue nportokona quddu-Xemnmmana mist oOMeHa KitouaMu mu(poBaHus.
6/6
2. H3yuyeHue NpUHIUIOB PabOTHI MPOTOKOJIOB ayTEeHTU(UKAIIUH C UCTIOIb30BaHHUEM
JIOBEPEHHOM CTOPOHBI Ha MpumMepe npotokoia Kerberos.
Tema 3.6. Kpunrozammra | Cogep:kanue yueOHOro MaTepuajia, B TOM 4ucjie B (popMe NPAKTHYECKOH MOATOTOBKHU 4/0
uHpopManuu B  ceTHAX 1. A6onentckoe mudpponanue. [lakernoe mudpoanue. 3anmra IeHTpa reHepauu
Nepeaadn JaHHbIX kimouei. Kpunromapmpyruzarop. [TakeTHblil GuiabTp
4/0
2. Kpunrorpaduueckas 3ammra 6€CrIpoBOIHBIX COCTUHEHUM B ceTsx ctanaapta 802.11 ¢
ncnoJib3oBanreM npoTokosioB WPA, WEP.
Tema 3.7. 3ammura | Cogep:xanue yueOHOro MaTepuajia, B TOM Yucie B GopMe NPaAKTHYECKOH MOATOTOBKH 10/4
HHpopManuu B 1. TlpuHnuns! QyHKIIMOHUPOBAHMS SIEKTPOHHBIX MJIATEKHBIX CUCTEM.
3JIEKTPOHHBIX = =
2. DneKTpOHHbIE MIACTUKOBBIE KapThl. [lepcoHanbHbIi HIeHTU(UKALIMOHHBIA HOMED
IUIATEKHBIX CHCTEMAaxX 6/0
3. Ilpumenenne kpunTorpaduyecKux MPOTOKOJIOB JIJIsi oOecrieueHrst 0€30MacHOCTH
AJIEKTPOHHOU KOMMEPIIHH.
Ilpakmuueckue 3anamus, 6 mom uucie 6 hopme nPaAKMUYECKol NOO20MOEKU
4/4

1. IIpumeHeHnme ayTeHTHU(HUKAIIMN IO OJJHOPA3OBBIM ITAPOJISIM.
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2. Peanuszanus aJlropuTMOB CO3JaHUS OJJHOPA30BBIX IapoJiei

Tema 3.8. | Conepxkanue yueOHOro MaTepuajia, B TOM 4Hcjie B (popMe NPAKTHYECKON MOATOTOBKHU 10/4
KoMmnbrorepuas 1. CkpbiTas nepenaya nHGOpPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX.
creranorpagus VI
2. Tlpo6nema ayreHTH(DHUKAIUA MYTHTUMEANHHON HHPOPMAIIHH. 3alUTa aBTOPCKUX
pasB. 6/0
3. Meroasl komnbIoTepHOU cTeranorpaduun. LludpoBeie BoAsSHBIC 3HAKH. AJITOPUTMBI
BcTpauBanus [[B3
IIpakTuyeckue 3aHATHS, B TOM Yucje B GopMe NPAKTHYECKOH MOATOTOBKH
1. OO630p u cpaBHUTEIBHBIN aHaW3 cymiecTBytomero [10 mis BcrpanBanus 11B3 4/4
2. Peanmmsanus npocTedmmx creraHorpadUuecKuX alropuTMOB
[IpomexxyTouHast aTTecTanus IK3AMeH 6
Koncyabranun 12
Bcero: 162

Y4yeOHas npakTHKa B (popMe NPAKTHUYECKON IMOATOTOBKHU

Buasi pador

- [TpumMeHeHre TpOrpaMMHBIX M TPOrPAaMMHO-AIAPATHBIX CPEICTB obecneueHus: HH(pOopMarmoHHONW 6€30MaCHOCTH B
aBTOMATU3UPOBAHHBIX CUCTEMAX

— JInarHocTHKa, ycTpaHeHHe 0TKa30B U o0ecreyeHne paboToCIIOCOOHOCTH IPOTrpaMMHO-alNapaTHBIX CPECTB oOecrieueHust HH(OPMAIIMOHHON

0€30I1aCHOCTH

— Onenka 3¢ ()eKTUBHOCTH MPUMEHSEMBIX IPOTPAMMHO-AIIAPATHBIX CPEICTB 00ecredeHns: HHPOPMAIIMOHHOM O€30MacHOCTH
— CocTtaBiieHHE TOKYMEHTAIIMH 110 y4eTy, 00paboTKe, XpaHEHUIO U Tlepeaade KOHPUACHIIMaIbHOU nH(popMaun

— Hcnionb30BaHue MporpaMMHOT0 o0ecriedeHus Asi 00paboTKH, XpaHEHHs U Tiepeiaun KOH(PHUASHIIMaTbHON HHpOpMaIun

— CocraBneHre MapuIpyTa ¥ COCTaBa MPOBEACHUS Pa3IMYHBIX BUIOB KOHTPOJIBHBIX TPOBEPOK MIPU aTTECTAlMN OOBEKTOB,
OMEIIEHUH, TPOrpamMm, JITOPUTMOB.

108
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— YcTpaHeHue 3aMeUaHuil 1o pe3ysibTaTaM MPOBEPKHU

— AHanu3 ¥ COCTaBJICHHE HOPMATUBHBIX METONYECKUX IOKYMEHTOB T0 00ECTIeYeHNI0 HH(POPMAIIMOHHOH 0€301acHOCTH MPOrPaMMHO-
anmnapaTHbIMH CPEICTBAMHU, C YIE€TOM HOPMATHUBHBIX MPABOBBIX aKTOB.

[IpumeHeHre MaTeMaTHUECKUX METOJIOB ISl OLIEHKU KauecTBa U BbIOOpA HAMITYUIIEro MIPOrpaMMHOTO CPE/ICTBA

— Hcnonb30BaHue TUMOBBIX KPUNTOTpadUIECKUX CPEICTB M METOA0B 3aLUTHI HH(OPMALIMU, B TOM YHUCIIE U AIEKTPOHHOU MOAMUCH

. AnddepenninpoBanHblii 3aueT.

IIpou3BoacTBEeHHAS MPAKTHKA B (popMe NPAKTHYECKO MOATOTOBKH

Buabl pador

AHanu3 IPUHLIHUIIOB MOCTPOEHUS CUCTEM MH(OPMALIMOHHON 3alUThI IPOU3BOACTBEHHBIX MOIPA3ICICHUN.

— TexHuyeckas dKCILTyaTalys HIEMEHTOB IPOIPaMMHOMN U allllapaTHOM 3alUThl aBTOMAaTU3UPOBAHHOW CHCTEMBI.

— YuacTue B IMarHOCTUPOBAHUH, YCTPAHEHUH OTKAa30B M 00ecreuyeHH paboToCIOCOOHOCTH MPOTrPaMMHO-AMIAPaTHBIX CPEACTB 0OecTeueHHs
UH(POPMALIMOHHOM 0€30MacHOCTH;

— Ananu3 3(pGeKTUBHOCTH MPUMEHSIEMBIX TPOTrPAMMHO-AIIAPATHBIX CPEACTB oOecreueHruss THPOPMAIMOHHON 0€30MaCHOCTH B CTPYKTYPHOM
HOJpa3/IeIeHuN

— Yyactue B o0ecrieueHnr ydera, 00pabOTKH, XpaHESHUsI U TTepeaur KOHGUISHITNATbHON HHPOpMAITIT

— IIpumMeHeHne HOpPMaTHUBHBIX TPABOBBIX AKTOB, HOPMAaTHBHBIX METOJMUECKUX JOKYMEHTOB 110 00eCIeueHUI0 MHPOPMATMOHHON O€30MaCHOCTH
IPOrpaMMHO-aINapaTHBIMU CPEACTBAMHU MPHU BBIMOJIHEHUHU 33]1a4 MPAKTUKH.

JnddepeHrpoBaHHbIN 3a4eT.

108

Bcero

594
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4. YCJIOBUSA PEAJIN3AIIAU PABOYEM ITPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeOoBaHusT K MHHUMAJIBHOMY MATEPHAJIbHO-TEXHUYECKOMY
o0ecrneyeHunIo:

Peanuzaumss  pabGoueil  mporpamMMbl  Mpo(ECcCHOHATBHOTO  MOIYJIS
npejnosiaraeT Hanuune ydeObHoro kabunera Jlaboparopus mporpaMMHUpOBaHUS U
0a3 TaHHBIX.

O6opynoBanne yueOHOro KabuHera:

KommekT ydeOHO-MeTonuyeckoil mokyMeHTanuu. Crennaan3upoBaHHas
yueOHass MmeOenb: CTOJI TpernojaaBarenis, CTyJl MpernojaBarens, CTOJbI I
CTYJEHTOB, CTYJIbS AJIsl CTYJI€HTOB, KJIaCCHAsI 10CKa.

Pabouas mporpamma MOXeT ObITh peajii30BaHa ¢ MPUMEHEHUEM Pa3TuYHbIX
00pa3oBaTeNbHbIX TEXHOJIOTH, B TOM YHCJIE C NMPUMEHEHHEM JIUCTAaHIIMOHHBIX
00pa3oBaTeNbHbIX TEXHOJIOTHIA U 3JIEKTPOHHOIO 00YUYEHUS.

[IpenycmarpuBaroTCs CIEAYIOIMIME BUJIBI MPAKTUK, pealu3yeMbIX B (opme
MPaKTUYECKON MOATOTOBKH: yueOHas MpaKkTHUKa, MPOU3BOJACTBEHHAS MpPaKTHKa (110
npodwiro  cnenuanbHOCTH). [IpakTUKM TIPOBOMATCS B paMKax JIyalbHOTO
oOy4eHHsT KOHIIGHTPUPOBAHO. B  mocinegHwii [€Hh TPAKTUKA  CIACTCS
nuddepeHIIMPOBAaHHBIN 3a4EeT

[IpousBoacTBEHHAs] MPAKTHUKAa MPOBOJUTCS B OpraHU3alUSX, HAIpaBJICHUE
JEATETLHOCTH KOTOPBIX COOTBETCTBYET MPOMUIIIO MOATOTOBKUA OOYyYarONmuXcs -
yapexaeHusx cdepbl WHPOPMAIMOHHBIX TEXHOJIOTHMH Ha OCHOBE JIOTOBOPOB,
3akimouaeMbix Mexay OIAIIOY «AlekceeBCKUM KOUIEIXK» U OpraHU3alUsIMHU.

MarepuanbHO-TeXHUYECKass 0aza MO KHA COOTBETCTBOBAThH JEHCTBYIOIUM
CAHUTAPHBIM U MPOTHUBOIOKAPHBIM HOPMaM.

4.2. UndopmaunonHoe odecnevyeHne 00yueHust
nepeueHb Y4eOHbBIX W3JIaHWM, SJIEKTPOHHBIX W3JIaHUH, SJIEKTPOHHBIX U MHTEepHET-
pecypcoB, 00pa3oBaTeIbHbIX TIATHOPM, JIEKTPOHHO-OMOIMOTEUHBIX CUCTEM, BEO-
CHUCTEM [JIi OpTaHMW3alliyd JUCTAHIIMOHHOTO OOY4YeHUS U YOPABJICHUS UM,
UCITOJIb3yeMbIe B 00pa30BATEIIBHOM TMPOIECCE KaK OCHOBHBIC U JOTOJHUTEIHHBIC
VMCTOYHHKH.

1. OcHOBbl HH(POPMAIMOHHOW OE30MACHOCTH: HAACKHOCTh U
0€30IacHOCTh MPOTrPaAaMMHOI0 OO€CTeUeHHs : yueOHOe IMOCcoOue sl CPEeaHETo
npodeccuonanbHoro  oopaszopanusa/ O.B.Kazapun, MW.b. llyounckuii. —
Mocksa : M3narensctBo FOpaiit, 2020. — 342 ¢

2.  IIporpammHo-anmapaTHble CpeACTBA 3alIUThl  HUHPOPMAIIMH.
3amuTa MpPOrpaMMHOTO OOecTeyeHHs : Y4eOHUK M MPAKTUKYyM MJIs CPEIHEro
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npodeccuonanbHoro  obpaszoBanusi/  O.B.Kazapun, A.C.3ababypun. —
Mocksa : MU3narensctBo FOpaiit, 2020. — 312 c.
JlonoTHUTEIbHbIE HCTOYHUKH:

1. beno B.B. IlpoextupoBanre uMH()POPMAIMOHHBIX CHUCTEM: YYCOHUK
JUIS CTyH. ydpexaeHud Beicul. mpod. oOpaszoBanus / B. B. benos, B. U.

Hucrtsakosa; nox pea. B. B. bemoa — M.: M3narensckuii neHTp «AKanemusy»,
2013.

2. I'BosmeBa B.A., JlaBpentbeBa W.IO., OCHOBBI HOCTPOECHHMS

aBTOMATHU3UPOBAHHBIX HMH(POPMAIMOHHBIX cucTeM, MockBa, W] @Popym -—
NH®PA-M, 2009.

3. I'Bozmesa T.B., bamnon Bb.A., IlpoektupoBanue HHPOPMAIIMOHHBIX
cucteM: ydeb.mocoobme / T.B. I'BozneBa, b.A. bammon. — PocroB w/Jl: ®denukc,
2009. — 508 c.

4. EwmenbsiHOBa H.3., YcerponcTBo " (GYHKIIMOHUPOBAHHE
uHpopMalmoHHbIX cucteM: yudeb.mocobdue ansa CIIO / H.3. EmenssnoBa, T.JL
[Tapteika, U.W. ITomos. — 2-e uza., nepepad. u gomn. — M.: ®opym, 2015. — 448 c.

5. MHzbauxoB l0.C., NHpopManmoHHbIE CUCTEMBI: YYEOHHMK ISl BY30B
[[pud YMO MO P®]. 3-e uza. / U3b6aukos 1O.C., [lerpos B.H [u ap.]. — CII6.:
[Tutep, 2011. — 544 c.

DJIeKTPOHHBbIE U31aAHNUS (3JIEKTPOHHBbIE PeCyPChl):

1. Anamenko, M. B. OCHOBBI KJIaCCUYECKOI KPUNITOJIOTUH: CEKPETHI TU(PPOB U
kojmoB / M. B. Agamenko. — 2-e uza., ucnp. u gon. — Mocksa : JIMK Ilpecc,
2016. — 296 https://e.lanbook.com/book/82817

2. Kazapun, O. B.  IlporpamMmMmHo-anmapatHbleé CpPEACTBA 3alllUThI
uHbopMaluu. 3aluTa NporpaMMHOTO OOECIICUEHHUS: YUYEOHUK U MPAKTUKYM IS
cpennero mpodeccuonansHoro oopazoanus / O. B. Kazapun, A. C. 3a6abypuH.
— Mocksa : U3natenbctBo FOpaiit, 2020. — 312 c. https://urait.ru/bcode/449548

3. BuaykoB, A.A. OcHoBbl HWH(POPMAIIMOHHOW OE30MACHOCTHU: 3aIlUTa
uHpopmaruu :  yuyeOHOe  TocoOue i1 cpeaHero  mpodeccHoHaIbHOIO
oOpazoBanusi/ A. A. BHykoB. — 2-e u3., uchp. u non. — Mocksa : 3gaTenbcTBo
FOpaiit, 2020. — 240 c. https://urait.ru/bcode/456793

4. OpraHuzaldoOHHOE W  TOpaBoBoe  oOecrieueHne  MH(OPMALMOHHON
Oe30macHOCTH: Y4YeOHMK M TPAKTUKYM I CpPEJHEero mpodeccruoHalIbHOTO
oOpazoBanus / T. A. Ilonskosa, A. A. Ctpenbuos, C. I'. UyOykoBa, B. A. Huecos ;
oTBeTcTBeHHBbI pemgakTop T. A. IlomsikoBa, A. A. CrpenbiioB. — Mocksa:
N3natensctBo FOpaiit, 2020. — 325 c. https://urait.ru/bcode/451933

30



udposas odpasoBareabnas cpena CIIO PROFo0pa3oBanue:

- AGpamos, I'. B. IIpoextupoBanue u pazpaboTka HHYOPMALIMOHHBIX CUCTEM :
yuebHoe nocodue st CI1O / T'. B. A6pamos, U. E. Mensenxona, JI. A. Kopo6oga.
— Caparos : [Ipodo6pazoBanue, 2020. — 169 c. — ISBN 978-5-4488-0730-5. —
TekcT : HNeKTPOHHBIM // DJIEKTPOHHBIM pecypc HU(PPOBOM 00pa3zoBaTeIbHON
cpenbt CITO PROFo6pazoBanue : [caiiT]. — URL: https://profspo.ru/books/88888
(mata oOpamenus: 07.09.2020). — Pexum goctyma: mAis  aBTOPHU3UD.
IIOJIb30BATEIICH.

DJIeKTPOHHO-0MOJIMOTEYHAS CUCTEMA:

IPR BOOKS - http://www.iprbookshop.ru/78574.html

Be0-cucTemMa 1Jis1 oOpraHu3anyu JMCTAHUMOHHOTO OOy4YeHUsI M YNpPaBJIeHUs!
HM:

Cuctema mauctanimoHHoro ooOydenuss OIAIIOY «AnekceeBCKHM  KOJIIEIHK»
http://moodle.alcollege.ru/

4.3. O0mue TpeOOBaHMS K OPraHM3aluu 00pa30BaTeIbHOIO MpoLecca
OcBoenue IIPOrpamMMBl MOy Oasupyercs Ha U3Y4YEHUU
oOmenpodecCHOHANbHBIX AUCHUIUIMH 3anuTa MHPOPMAIMOHHBIX IMPOILIECCOB B
KOMIBIOTEPHBIX ~ cucTeMax, OcHOBbI HWH(GOPMALMOHHONW O€30MacCHOCTH U
npodeccuonanmsHoro  moxyias  I[IM 02, 3ammura  uHdopmamuu B
aBTOMATU3WPOBAHHBIX CHUCTEMAx MPOrPAMMHBIMH U IMPOrPAMMHO-AIIAPATHBIMU
CpPEACTBAMM.

OO0s3aTeNbHBIM  YCIIOBUEM JIOMYyCKa K MPOU3BOACTBEHHOM mpakTHkKe (10
npouiil0 CHenuaIbHOCTH) B paMKaX MOJYJA SBJISETCS OCBOEHUE Y4YeOHOMU
NPaKTUKKU JJISl TOJYyYEHHUs MEePBUYHBIX MPO(ECCHOHANBHBIX HABBIKOB B paMKax
po(ecCHOHATBEHOTO MOAYJIS.

[Ipu ocBoeHMHM mnporpaMM MPOPECCHOHATBHBIX MOJYJe B MOCIEIHEM
ceMecTpe u3ydeHus (HOpMoi MPOMEKYTOUYHON aTTeCTallMd M0 MOIYJIIO SIBISIETCS
9K3aMEH M0 MOAYJI0, KOTOPBIN MPEACTaBIsAET cO00M (POopMy HE3aBUCUMOMN OILEHKU
pe3ynpTaToB OOy4YeHMsI C ydacThueM paboropareneil. YcioBueM [OMycKa K
’K3aMEHY IO MOJAYNIO SBJISIETCS YCHEIIHOE OCBOCHHE OOYYarolmIMMHCS BCEX
3JIEMEHTOB MPOrpaMMbl MPOPECCHOHATBHOTO MOAYJSI TEOPETHUECKON dYacTu
moayns (MJK) u npakTuxk.

DK3aMeH 10 MOAYJI0 MpOBepseT TOTOBHOCTh oOOydwaromerocs K
BBINIOJIHEHUIO ~ YKAa3aHHOTO  BUJa  MNpOo(ecCHOHATBHOM  JEATETbHOCTH U
c(hOpMUPOBAHHOCTD Y HEr0 MPO(ecCHOHATBHBIX KOMIEeTeHIIMH. ToroM npoBepku
SBJIIETCSI OJJHO3HAYHOE PEILEHUE: «BUJ ACSATEIBHOCTH OCBOEH / HE OCBOEH». B
3a4€THOM KHIDKKE 3amuch Oyaer uMmeth BUuI: «BJl ocBoen» umm «B]l HE ocBOEHY.
JlanHO€ pelieHue NoITBEPKAACTCS OLIEHKOM M0 NATHOAIEHON CUCTEME.

4.4. KagpoBoe oGecnieueHne 00pa3oBaTeILHOI0 mpoiecca
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Peanuzamus paboueil mporpammbl Mpo(ecCHOHATBHOTO MOIYJS JOJDKHA
o0ecreunBaThbCs MeJIarornyecKUMM KaJpaMu, UMEIOLUIMMHU BhICIIee 00pa30BaHUE,
COOTBETCTBYIOIIEE MNpoduiito Moayia. OMNbIT AESTENBHOCTH B OpraHU3aLMsIX
COOTBETCTBYIOIIEH MpodeccCuOHATbHOM cdepbl SBISETCS O005S3aTeNbHBIM JIs
npernojiaBaresieid, OTBEYAIOUIMX 32 OCBOCHHUE O0y4YaroIMUMCs MPOPECCUOHAIBHOTO
IUKJIa, 3TH MPENnoAaBaTENM JOJDKHBI MPOXOIUTh CTaXKUPOBKY B MPOQUIBHBIX
opraHuzanusx He pexe 1 pa3a B 3 roja.

5. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHUA

MPOPECCHUOHAJIBHOI'O MOAYJIA

(BUJIA TEATEJHHOCTH)

PesyabTaThl

(ocBOEHHBIE
npogeccuoHaIbHbIE
KOMIIETeHIUH) C Y4eTOM
JIMYHOCTHBIX Pe3yJibTATOB
U CTAaHJAPTAa KOMIIETEHUNH

OCHOBHBIC MOKA3ATEJH
OLIEHKH pe3yJibTaTa

DopMBbI U
MeTO/bI
KOHTPOJISA U
OLICHKH

cpeacrBaMu.

IMporpaMMHO-aIllapaTHbIMHU
cpeacrBamMu

Bopaackuiice
IIK 2.1. OcyumectBasats | JleMOHCTpUpOBaTh YMEHUS U | 3allluTa OTYETOB
YCTQHOBKY M HACTPOMKY | IPAKTUYECKHES HABBIKM B | JJ0 MPAaKTHYECKUM
OTZENBHBIX  MPOTPAMMHBIX, | YCTAHOBKE M HACTPOHKE | ; yaGopatopHbIM
IIPOrpaMMHO-aNNapaTHbIX OTHETBHBIX  MPOTPAMMHBIX, paBoTam
CPEICTB 3aIIUTHI | IPOTPAMMHO-aNapaTHbIX
DKcrnepTHOe
uH(bOpMaIuu. CPEICTB 3aIUTHI
uH(pOpMaLMH HaOJII0IeHHE 32
BBITIOJIHEHUEM
Pa3IMYHBIX BUJIOB
pabor
I[IK 2.2 ObecneunBaTts | [leMoHCTpUpOBaTh 3HAHUA U | 3allUTa OTYETOB
3amuTy ~ WHPOpMANMA B | yMEHHS B OOECIEUYEHUH | o TIPaKTHYECKAM
aBTOMAaTU3HPOBAHHBIX 3aI0MTHl  UHpOpMALMK B | aBOPATOPHBIM
cUCTEMax OT/ICJIbHBIMU | aBTOMATU3UPOBAHHBIX
paboTtam
IPOrpaMMHBIMH, cuUcTeMax OTJIEIbHBIMU
DKCHEPTHOE
IPOrpaMMHO-AIIAPATHBIMU | IPOrPAaMMHBIMH,

HaOJII0JIEHUE 3a
BBIIIOJIHEHUEM
pa3TUYHBIX BUIOB
pabor

IIK  2.3. OcyuectBisiTh
TECTUPOBAHUE byHKIMH
OTJ/ICJIbHBIX MPOTPAMMHBIX U

Brlinonnenue nepeyHs padot
0 TECTUPOBAHUIO (PYHKIUH
OTJIETbHBIX MPOTPAMMHBIX U

3ammra OTYETOB
10 IPAKTUYECKUM
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IMporpaMMHO-allIapaTHbIX

IMporpaMMHO-allIapaTHbIX

1 1a00paTOPHBIM

CPE/ICTB 3aIUTHI | CPEJICTB 3aIIHUTHl | paGoTam

HH(pOpMALH. HHpOpMALIHH DKCIEPTHOE
HaOII0/IEHNE 3a
BBIIIOJTHEHUEM
pPa3TUYHBIX BUIOB
paboT

IIK 24. OcyumectBusath | [IposiBisTe 3HaHUA, HABBIKU | 3alllMTa OTYETOB

00pabOTKy, XpaHeHWEe W (W yMEHHS B 00pabOTKe, | o mpaKTHYECKUM

nepeaavy uH(popMaIMK | XpaHECHUHU U Mepenale | ; naGopaTopHLIM

OTPaHUYCHHOTO JIOCTYTIA. uHopMaru paGoTam

OTPaHUYCHHOT'O AOCTYIIA

DKcrepTHOe
HaOJTIOICHHE 32
BBITIOJTHCHHEM
Pa3IUYHBIX BUOB
pabot

IIK 2.5. YHHUUTOXKATh
uHGOPMALIMIO U HOCUTENHU
uHbOopMaIuu C
HCIIOJIb30BaHUEM
MPOrPaMMHBIX u
POrpaMMHO-AMIaPaTHBIX
CPEICTB.

JleMOHCTpalus ~ anropuTMa
npoBeaeHuss  paboT 1o
YHUUTOXXEHUIO HH(OpManuu
U HOcuTesel mHpopmauu ¢
MCIIOJIb30BaHUEM
IPOTPAaMMHBIX u
POrpPaMMHO-AMIaPaTHBIX
CpEICTB

3ammra OTYETOB
MO MPAKTUIECKUM
U J1abOpaTOpHBIM
paboram
DKCHEPTHOE
HaOJII0JIEHUE 3a
BBIIIOJIHEHUEM
Pa3JIMYHBIX BUJIOB
pabor

I[IK 2.6, OcyuecTBisiTh
PETUCTPALIHIO OCHOBHBIX
cOOBITHI B
aBTOMATHU3UPOBAHHBIX
(MHMOPMAILIMOHHBIX )
CUCTEeMax, B TOM 4HCIE C
UCTIOJIb30BaHUEM
IPOTPaMMHBIX "
IpOrpaMMHO-aIMapaTHbIX
CPEICTB oOHapyKeHH,
MpEeAYIPEKACHIS u
JUKBUJANNN  TTOCJIEICTBUMA
KOMITBIOTEPHBIX aTaK.

[IposiBASATH 3HAHKS U YMEHUS
B 3alUTe
aBTOMATU3UPOBAHHBIX
(mHDOPMALIMOHHBIX) CHUCTEM
C UCTIOJIb30BaHUEM
IPOTPaMMHBIX U
IpOrpaMMHO-aIMapaTHIX
CpEICTB oOHapyKEeHHSI,
peIyTpekKICHUS "
JUKBUJANNN  TIOCJIEICTBUMA
KOMITHIOTEPHBIX aTaK

3amnuTa OT4ETOB
MO MPAKTUIECKUM
1 JIabOpaTOPHBIM
paboTtam
DKCHEPTHOE
HaOJIOICHHE 32
BBHITIOJTHCHHEM
pPa3TUYHBIX BUIOB
pabor
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